IMTPOTOKOJI Ne 21915/2024
MPOBe/[eHUsI COBMECTHBIX HCIIBITAHUH MPOrpaMMHoro obecrneuenns «Angie PRO» Bepcuu 1.5
U OMepPaIjMOHHOM CHCTeMbI Cliel[ua/IbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe ooHOB/IeHUE 1.7)
r. Mocksa 11.04.2024

1 IlpegmeT McCHbITaHUM

1.1 B HacTosiieM npoTokose 3adukcrpoBaH (akT npoBeieHusi B niepuof ¢ 08.04.2024 o
11.04.2024 coBMeCTHBIX UCITLITaHUM MporpaMMHoro obecrieuenust «Angie PRO» Bepcuu 1.5 (manee
— TIO), paspaboranHoro OOO «Beb6-CepBep», ¥ OMepaljiOHHON CHUCTEMBI CIIeLMaTbHOrO
Ha3HaueHus1 «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe oO6HOBneHue 1.7) (manee —
Astra Linux SE 1.7.0), Bkmouag Astra Linux SE 1.7.0 c yCTaHOB/IEHHBIM OIepaTMBHbLIM
obHoeenuem 6Oe3oracHocty BFOJIJIETEHDB Ne 2023-1023SE17 (omepatuBHOe obHOBneHue 1.7.5)
(manee — Astra Linux SE 1.7.5), paspaboranHoit OOO «PycBUTex-Actpa».

2 OOBEKT UCTIBITAaHUH

2.1 [lepeueHb KOMIIOHEHTOB, SKCIUTyaTHPOBABIIMXCS B XOfe TPOBeJeHUs JaHHBIX

UCTIbITaHUM, oTHOCsIUXCs K [10, ipeacrasniex B Tabnuiie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

Onucanue HaumMmenoBaHue MD5 HNcTrounuk

@aiin apxuBa, CofiepKariuii
. 9fd6776fccba275d554eb53c
JIOTIO/THUTE/IbHBIE (aibl angie-repo.zip CropoHna pa3paboTurka 10
6fc7f6ct
Ans ycraHoBku [10

Pecypc B ceTu «IHTEpHET»,

OduiansHOe pyKOBO/CTBO | «DJIEKTPOHHAS azgpec:
1o skcrutyarauuu I10 B JOKyMeHTaLus 41 «Angie |— «https://wbsrv.ru/angie-
9/IeKTPOHHOM (popmare PRO» pro/docs/installation/#install

-astrase»

3 Xo/ uCrbITaHUH

3.1 B xofie npoBe/ieHNs] HaCTOSIIMX UCIbITaHWN ObUTH BBINOTHEHbI TIPOBEPKU KOPPEKTHOCTH
¢yukimonnpoBanusi 10 B cpegax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5 B ob0bewme,
yKa3aHHOM B [Ipunokenuu 1.

3.2 TlepeueHb UCI0/Ib3YEMbIX PEIIO3UTOPUEB MpUBeZieH B [Ipunoxkenuu 2.
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3.3 ndpopmariusi 06 SKCIUTyaTUPOBABILMXCS Heo(UIMaNbHbIX periosutopusx [10 gns
YKa3aHHbIX cpeJi oTpakeHa B [IpunoxeHuu 2.

3.4 C yenblo MpoBefieHus1 IPOBEpPOK MpH BKIOYEHHOM pexkume 3I1C ucnonb3oBancs ¢aiin
OTKPBITOTO K/Ttoua pa3pabotuuka I10.

3.5 [IpoBepka KoppeKTHOCTH (QyHKUHMOHUpPOBaHUS [IO B yCI0BUSIX HEHY/IEBOTO YPOBHS
KOH(U/IeHI[MaIbHOCTH MeXaHW3Ma MaH/IJaTHOTO pa3rpaHuueHust JocTyra (Jaree — MPU)
YKa3aHHBIX CpeJ, He MPOBOJAW/IACh MO TMPUYMHE OTCYTCTBUSI mogzdepXku [1O cooTBeTCTByrOLLIEM
¢yukmonanpHoct OC. VHpopManysi 06 OTCYTCTBUM YIIOMSIHYTOM TOAJEPXXKM ObUia 3asiBjieHa
cTopoHoii pa3paborurka I10.

4 Pe3ysbTaThl UCITBITAHUM

4.1 TIO koppekTHO GyHKLMOHMpYeT B cpefiax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5.

5 BriBoz

5.1 T1O u onepaliMOHHAasI CUCTeMa Clieliia/bHOTrO Ha3HaueHus1 «Astra Linux Special Edition»
PYCB.10015-01 (ouepensHoe o6HOBneHue 1.7) COBMECTHMBI, ITIPUHMMAass BO BHHMaHUe
rH(OpMaLMIo, coziepsKalllytocs B paszenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii TPyMITbI U MTOJMCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

[Mpokantok /I. C. — HauabHUK CEeKTOpa OTZe/a TEXHOJIOTMYeCKOl COBMECTUMOCTH
JlerlapTamMeHTa pa3sBUTUS TexHosiornyeckoro corpygaudectsa JBuC OOO «PycbUTex-Actpa»;

[Jonuyk A. . — Maailui UH>XeHep OT/iesa TeXHOJIOTUYeCKOW COBMECTUMOCTH

JlerlapTaMeHTa pa3BUTUs TexHosiorudeckoro corpygHuyectsa IBuC OOO «PycbMTex-Actpa».
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ITpunoxenue 1 K Iporokosny Ne 21915/2024

ITepeuennb nnpoBepok coBMecTuMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.5

Pesynbrar npoBepku I10 u Astra Linux SE

ljg HauMeHOBaHMe POBEPKH 1.7.0 c spgpom OC 1.7.5 c apgpom OC
n/n
5.4.0-54- 5.4.0-54- 5.4.0-162- 5.4.0-162- 5.10.190-1- 5.10.190-1- 5.15.0-83- 5.15.0-83- 5.15.0-83- 6.1.50-1-
generic hardened generic hardened generic hardened generic hardened lowlatency generic

1. | ¥cranoBka I1O YcremHo Ycnemno Ycnemsno Ycnemno Ycremso Ycnemno Ycnemno YcnemHo Ycnemno Ycnemno

2. |3anyck, ocTaHoBKa BbinoHeHus 110 YcnenHo YcnelmHo YcrnemHo YcnemxHo YcnenHo YcrnemHo Ycnemxo YcriewHo YcneHo YcremHo
OKcIutyatalysi MUHUMaibHOW 6a30Boi

3. yarai Ycneuso YcnemHo Ycnemso YcnemHo YcnenHo YcnemHo YcnemHo YcnenHo Ycnemso YcnemHo
¢yHkunonamsHOCTH [10
®ynkuumoHuposanue 10 B yc1oBusix

4. | HA3KOrO ypPOBHS L|eJIOCTHOCTH Ycrermso Ycnemno Ycnemno Ycnemno Ycremso Ycnemno Ycnemno YcnemHo Ycnemno Ycnemno
mexanu3ma MK OC
®yHkiuoHvposaHue I10 B ycioBusx

5 HEeHY/1eBOro ypOBHS He He He He He He He He He He

: KOH(bI/I;[EHL[I/Ia]IbHOCTI/I MeXaHU3Ma TPpOBOAW/IaCh | MPOBOAWIACE | TIPOBOAX/IACH TipoBOAU/1IaCh TpoBOAU/1aCh TIpoBOAW/IaCh TipoBOAU/1aCh TpoBOoAU/1aCh TIpoBOAW/IaCh TipoBOAU/1aCh

MP]I OC
OtcyTcTBUE HapylLleHui TpeboBaHUN

6. |mogpasgena 17.3 «PykoBojCTBO 1O Ycremso Ycnemsno YcrnemHo Ycnemsno YcnemHo YcrnemHo Ycnemno YcnemHo YcnemHo Ycnemno
KC3 4. 1»
CoorBetctBue 06bekToB ©@C OC

7. ,L[I/ICTpI/I6yTI/IBy OC mnpm 3KcITyaranuu Ycnemso Ycnewno Ycneino Ycnewno Ycnelso Ycneino Ycnewno Ycneiso Ycneino Ycnewno
1o

8. | Ymanenwue I10 YcnenHo Ycnemno Ycnemno Ycnemno Ycremso Ycnemno Ycnemno YcnemHo Ycnemno Ycnemno
®yHkmoHuposaHue I10 B yci1oBusax

9. y u P y Ycmenxo Ycneiso YcneiHo Ycnerso YcmerHo YcneiHo Ycnerso YcrmerHo YcneiHo Ycnerso
BK/ItOuéHHOro Mexanusma 3I1IC OC
OrcyTCcTBUE HapyILleHui TpeOoBaHUN

10. |nmoppasgena 17.2 «PyKoBOJCTBO O Yenenso Yenemso Yenenso Yenemso Yenemso Yenenso Yenewso Yenewso Yenewso Yenewso

KC3 4. 1»
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IIpunoxenue 2 K ITporokosy Ne 21915/2024

MHcTpyKkiusa no ycraHoBke M yaasenuio ITO B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.5

1 Vcionb3yeMblie pero3uTopyu:

B Astra Linux SE 1.7.0:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.0/repository-base/ 1.7_x86-64
main contrib non-free

* CTOPOHHUE Pero3UTOPHU:

* deb https://download.angie.software/angie-pro/astra-se/1.7/ unstable main

B Astra Linux SE 1.7.5:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-base/ 1.7_x86-64
main contrib non-free

* CTOPOHHHE Pero3UTOPUU:

* deb https://download.angie.software/angie-pro/astra-se/1.7/ unstable main

2 Ycranoska I10:

2.1 BBLITIO/IHUTL CUCTEMHBIE KOMaH/BI, I,ILEI\/JICTBI/ISII

sudo -s

unzip angie-repo.zip

mkdir /etc/ssl/angie

cp ~/angie-repo/angie-repo.crt /etc/ssl/angie

cp ~/angie-repo/angie-repo.key /etc/ssl/angie

chown -R _apt:nogroup /etc/ssl/angie/

apt update

apt install apt-transport-https Isb-release ca-certificates curl gnupg2

cd /etc/apt/trusted.gpg.d/

wget https://angie.software/keys/angie-signing.gpg

echo "deb https://download.angie.software/angie-pro/astra-se/$(egrep -o '[0-9]+\.[0-

9]+ /etc/astra_version) unstable main” | sudo tee /etc/apt/sources.list.d/angie.list

> /dev/null

echo -e "Acquire::https::download.angie.software::Verify-Peer "true";\

nAcquire::https::download.angie.software::Verify-Host "true";\

nAcquire::https::download.angie.software::SsICert "/etc/ssl/angie/angie-repo.crt™;\
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5

nAcquire::https::download.angie.software::SslKey "/etc/ssl/angie/angie-repo.key";

>> [etc/apt/apt.conf.d/90download-angie
apt update

apt install angie-digsig-key
update-initramfs -uk all

reboot

apt install angie-pro

3 Ynanenue I10:

3.1 BBINOJHUTL CUCTEMHLIE KOMaH/BI, AEﬁCTBHHZ

sudo -s

apt purge angie-pro

rm /etc/apt/sources.list.d/angie.list

rm /etc/apt/trusted.gpg.d/angie-signing.gpg
rm /etc/apt/apt.conf.d/90download-angie
apt purge angie-digsig-key

rm -R /etc/ssl/angie/

apt update
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IIpunoxenue 3 K ITporokosy Ne 21915/2024

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIeliaJbHOro
Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaijMoHHas cUCTeMa CIleLiMa/ibHOTO Ha3HaueHus: «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe o6HoBneHue 1.7);

Astra Linux SE 1.7.5 — omepauyoOHHasi cCMCTeMa CIleliiajbHOr0 Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepesHoe o6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OIepaTUBHBIM
obHoBieHnem 6e3onacHoctd BFOJIJTETEHD Ne 2023-1023SE17 (omepatuBHOe oO6HOBeHue 1.7.5);

OBuC — aupexiysi BHeZIpeHUs U COTIPOBOXK/IeHUS;

3T1C — 3aMKHYyTasi IpOrpaMMHasi Cpe/ia;

KC3 — KoMILIeKC CpefiCTB 3allUThl;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepaloHHast CUCTEMa;

1O — nporpammHoe obecrieuenre «Angie PRO» Bepcum 1.5.
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