ITPOTOKOJI Ne 22169/2024
MPOBe/[eHUsI COBMECTHBIX MCIIBITAaHUH MporpaMMHoro obecrneuenus "Kaspersky Security
Center" Bepcuu 15.0.0 1 oniepaliioHHOM CUCTEMBI CIIeMa/IbLHOT0 Ha3HaueHun "Astra Linux
Special Edition" PYCB.10015-01 (ouepeaHoe o6HoB/IeHMe 1.7)
r. Cankr-IleTepOypr 17.09.2024

1 IlpeagmeT McHbITaHUM

1.1 B HacTosieM rpoTokose 3aduKcpoBaH (akT npoBefeHus B repuog ¢ 11.09.2024 mo
17.09.2024 coBMecCTHBIX HCIbITaHUNA TIporpamMMHoro obecrieueHusi "Kaspersky Security Center”
Bepcun 15.0.0 (ganee — I10), pazpaboranHoro AO "Jlaboparopusi Kacriepckoro", 1 oreparjioHHOM
CUCTeMbl CrelanbHOro HaszHaueHusi "Astra Linux Special Edition" PYCB.10015-01 (ouepenHoe
obHOB/IeHHe 1.7) C yCTaHOBJIEHHBIM OrlepaTUBHBIM 00HOBIeHHeM Ge3zomacHoctu BIOJIJIETEHD Ne
2024-0830SE17 (onepatuBHOe obHOB/eHUe 1.7.6) (manee — Astra Linux SE 1.7.6), pa3paboraHHoii
OOO "PycbUTex-Actpa".

2 OOBEKT UCTIBITaHUN

2.1 [lepeueHp KOMIIOHEHTOB, SKCILJIyaTUPOBABIIMXCSI B XOZJe TpPOBeJeHUsl JaHHBIX
UCTIbITaHuM, oTHOCcsituxcs K [10, ipeacraenex B Tabsutie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCSIIUXCS K [10

Omnucanue HaumenoBauue MD5 HNUcTtounuk
®aiis MPOrpaMMHOTO ksc64_15.0.0- 28ccd8be186ebd53ca39243
CropoHa pa3paboturika I1O
nakera gquctpubytuea [TO | 12912 _amd64.deb 303036656
@aiis MporpaMmMHOTO ksc-web-console- d0f8db552a0a894ed2d0329
Cropona pa3paboruvika [10
nakera gquctpubytuea ITO | 15.0.136.x86_64.deb 046893b18

OduryansHOe pyKOBOJCTBO
5eeb244956ed615379f53dd
1o 3Kkcrutyaranuu I10 B KSC-Linux-15-ru-RU.pdf CropoHa pa3spaboTunka 10
6c6356e94
3/IEKTPOHHOM (opmare

3 Xo/ UCHbITaHUH

3.1 B xofie poBe/ieHNsT HACTOSIIMX MCITBITAaHWN ObUTH BBITIOTHEHBI TIPOBEPKH KOPPEKTHOCTH
¢dyukimonuposanus [10 B cpefe Astra Linux SE 1.7.6 B o6beme, yka3anHom B [Tpunoxkenun 1.

3.2 TlepeueHb MCOMB3YEMbIX PENO3UTOPHEB NpUBeieH B I1punoxkenuu 2.

3.3 C yenbto NpoBefieHus MPOBEPOK NpU BK/IHOUEHHOM pexxume 3I1C B xoge BHeapeHus: DT
B ELF/PE32-datinst 10 ucrnosnb30Bancs KOMIUIEKT HUPPOBBIX Kitodeit mporpammbl Ready for Astra

Linux OOO "PycbUTex-Actpa".
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3.4 TIpoBepka KOppeKTHOCTH (QyHKUHMOHUpPOBaHUS [IO B yCI0BUSIX HEHY/IEBOTO YPOBHS
KOH(U/IeHI[MaIbHOCTH MeXaHW3Ma MaH/IJaTHOTO pas3rpaHuueHust JocTyra (Jaree — MPU)
YKa3aHHBIX CpeJ, He MPOBOJAW/IACh MO TMPUYMHE OTCYTCTBUSI mogzdepXku [1O cooTBeTCTBYyrOLLEM
¢dyukmonanpHoct OC. VHpopManysi 06 OTCYTCTBUM YIIOMSIHYTOM TOAJePXXKM Obia 3asiBjieHa
cTopoHoii pa3paboruuka I10.

4 Pe3ysbTaThl UCITLITAaHUM

4.1 TIO xoppekTHO ¢GyHKLHMOHKpYeT B cpefie Astra Linux SE 1.7.6.

5 BriBoz

5.1 T1O u onepaijoHHasi cMcTeMa Clielia/ibHOro Ha3HaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepensHoe o6HOBneHue 1.7) COBMECTHMBI, ITIPUHMMAas BO BHHMaHUe
vH(OopMaLMIo, coziepsKalllytocs B paszenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii TPyMITbI U MTOATMCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

Kaprnienko [I. V. — Haua/lbHUK CEKTOPa OT/ies1a TEXHOJI0THYeCKOM COBMeCTUMOCTH
JlerlapramMeHTa pa3sBUTUS TexHosiornyeckoro corpysaauyectsa JBuC OOO "PycbTex-Actpa”;

Jlykamenko U. A. — nHXeHep OT/ies1a TEXHOJIOTMYeCKOM COBMECTUMOCTH JlerapTaMeHTa

pasBUTUsA TexHOsIorndyeckoro corpygHruectsa IBuC OOO "PycbUTex-Actpa".
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ITpunoxenue 1 K Ilporokony Ne 22169/2024

Ilepeuens npoBepok coBMecTumMocTH I10 m Astra Linux SE 1.7.6

Pesynbrar npoBepku I10 u Astra Linux SE

Illjgn HaumeHoOBaHMe POBEPKH 1.7.6 c appom OC
5.4.0-1&}6- 5.4.0-186- 5.10.21('5-1- 5.10.216-1- 5.15.0-1'11- 5.15.0-111- 5.15.0-111- 6.1.90-1-generic
generic hardened generic hardened generic hardened lowlatency

1. | YcraHoBka I10 YcnenHo YcnemHo YcnenHo YcneuHo YcnemHo YcnenHo YcrnerHo YcremHo

2. 3KCl'myaTaLU/IH T10 YcrielHo YcremHo YcrelHo YcrewHo YcnemHo YcriemHo YcrnemHo YcrielHo

3. | Ynanenue I10 Yenenxo Yenexo YerenHo YenewHo Yerewxo Ycnewxo YenewHo YenewHo

4, TpeGOBaHI/ISI feszomnacHoctu ALSE YcnenHo YcnemHo YcnenHo YcremHo YcnemHo YcrenHo YcnemHo YcnenHo

5. |Mexauusm besonacuocty 3I1C YcnenHo YcnemHo YcnenHo YcneuHo YcnewHo YcnenHo YcnemHo YcnenHo

6. | MexaHu3m 6e30MacHOCTH MKI_[ YcrielHo YcremHo YcrelHo YcrewHo YcnemHo YcriewHo YcnemHo YcrielHo

7. | MexaHu3m 6e301acHOCTH MP'H He nposogunace | He npoBogunace | He npoBoaunace | He npoBoaunacek | He npoBogunace | He nposogunacs | He npoBogunace | He npoBoannack
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IIpunoxenue 2 K ITporokosy Ne 22169/2024

MHcTpykiusa no ycraHoBke H yaaneHuio I1O B cpepe Astra Linux SE 1.7.6
1 Vicrionb3yeMblie pero3uTopyu:
B Astra Linux SE 1.7.6:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-base/ 1.7_x86-64
main contrib non-free
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-extended/ 1.7_x86-
64 main contrib non-free
* CTOPOHHHE Perno3UTOPUM
2 ¥Ycranogka I10:
2.1 BBIMIO/IHUTL CUCTeMHbIe KOMaH/bI, AeﬁCTBHHI
#YctaHoBka CYB/:
sudo apt install mysqgl-common
#MNpeaBapuTenbsHO HeO6X0AUMO co3aatb 6a3y u nonb3oBarens B b
#HacTpolika rpynn n nonb3oBarens
adduser ksc
groupadd kladmins
gpasswd -a ksc kladmins
usermod -g kladmins ksc
sudo apt install ./ksc64_15.0.0-12912 amd64.deb
sudo /opt/kaspersky/ksc64/lib/bin/setup/postinstall.pl
sudo apt install ./ksc-web-console-15.0.136.x86_64.deb
3 Ynanenwue I10:
3.1 BBITIOTHUTEL CUCTEMHEIE KOMaH/BI, I,ZLEI‘/JICTBI/ISII
#OCTaHOBUTb CEPBUCHI:
sudo systemctl stop kI* KSC* ksc*
#B 3aBMcMMoCTU OT ncnonbdyemornt CYB/L;: postgresql nnam mysql yaanuts 6asy
OaHHbIX
DROP DATABASE kscdb;
#3anycTuTb Npouecc yaaneHus:
Juninstall.pl
#Y[annTb Naketbl:

sudo apt autoremove --purge ksc64 ksc-web-console
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IIpunoxenue 3 K ITporokosy Ne 22169/2024

IlepeueHb UCI0/Ib3yeMbIX COKpaIlleHUH

Astra Linux SE 1.7.6 — omnepanjoHHasi cMcTema CrieLdajbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe ob6HOBneHHe 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHoBenreM 6e3oracHocty BROJIJIETEHD Ne 2024-0830SE17 (omepatuBHOe 00HOBeHHe 1.7.6);

OBuC — nupekiyis BHeJpeHUs1 U CONPOBOXKAEHUS;

3IIC — 3aMKHyTas porpaMMHasi Cpe/a;

MKIL] — MaHJaTHBII KOHTPOJIb L{eJI0OCTHOCTH;

MP/] — MaHZaTHOE yIipaBieHUe JOCTYIIOM;

OC — onepanjoHHas CUCTeMa;

ITO — nporpammHoe obecrieuenue "Kaspersky Security Center" Bepcuu 15.0.0.

MaeHtndukatop AokymeHTa 9983b855-19ae-475¢c-a316-e69cc789132e - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens
Moanwucn ® OO0 "PYCBUTEX-ACTPA" B He npunoxera npv noagnmncaHnm 048445BBO0A2B112BD4F281C043 19.09.2024 17:41 GMT+03:00
oTrnpasuTens: Kapnerko mutpuii MeaHosny 3B6D1BF
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