ITPOTOKOJI Ne 26585/2025
IPOBe/IeHUsI COBMECTHBIX HCIBITAHUN MPOrpaMMHoOro odecneuenus "Ilinargopma
KoHTelHepu3anuu "Nodus" Bepcuu 1.2.0 1 oneparjuoHHOM CHCTEeMBI CIIelja/IbHOI0
Ha3HaueHus "Astra Linux Special Edition" PYCB.10015-01 (ouepegHoe ooHOB/IeHuUe 1.7)

r. Mocksa 24.01.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokone 3aduKcrpoBaH (pakT mpoBefeHust B nepuof ¢ 14.01.2025 no
22.01.2025 coBMeCTHBIX MCIBITaHUN MporpaMMHoro obecrieuenus "[lnardopma KoHTeliHepH3alUU
"Nodus" Bepcuu 1.2.0 (ganee — ITO) u orepaljiOHHOM CUCTeMBbI CIel[MaJbHOTO Ha3HaueHUs "Astra
Linux Special Edition" PYCB.10015-01 (ouepegHoe o6HOBieHWe 1.7) C yCTaHOBIE€HHBIM
oriepatuBHBIM 00OHOBneHWeM Oe3onacHocty BROJIJIETEHB Ne 2024-0830SE17 (omeparuBHOe
obHoesenue 1.7.6) (ganee — Astra Linux SE 1.7.6), pa3paboranusix OOO "PycBUTex-Actpa".

2 OOBEKT UCTIBITaHUM

2.1 IlepeueHb KOMIIOHEHTOB, JKCIUIyaTUPOBABLIUXCA B XOJAe T[IPOBeJEeHUs [aHHBIX
UCTIBbITaHUH, OTHOCsuxcs K [10, mpencrasiex B Tabsurie 1.

Tabnura 1 — [TepeueHb KOMITIOHEHTOB, OTHOCsIIMXCsA K [10

Onucanne HanmenoBanue MD5 NcTounuk
daiin obpasa 4568ae673abffb876f7539a7
Nodus-1.2.0-astra.iso Cropona pa3spaborurika [10
yCTaHOBOYHOTO Aycka 10 f76cf6de
[Tnardopma

OduiansHOe pyKOBO/ICTBO | KOHTeHHepe3aln
1o skcrutyarauuu I10 B “NODUS”. PykoBoCTBO - CropoHa pa3spaboTunka 10
5/IeKTPOHHOM (popmare aZIMAHUCTpATopa.

PZIIII1.10501-01 95 01

3 Xo/ uCrbITaHUH

3.1 B xofie npoBe/ieHNsI HaCTOSIIUX UCIIBITAaHUN ObUIM BBITIOJTHEHBI ITPOBEPKH KOPPEKTHOCTH
¢yukiponnpoBanus 10 B cpefe Astra Linux SE 1.7.6 B o6beme, yka3anHoM B [Ipunoxkenun 1.

3.2 IlepeueHs UCIIO/Ib3YEeMbIX PEIIO3UTOPUEB NpuBesieH B [IpuioxkeHuu 2.

3.3 Tlo undopmaiuu ot pa3paborurika [10 He nofAepkKuBaeT paboTy C aKTUBHBIM PeXKUMOM
3I1C. VcnibITanrs NpOBOAUIUCH MPU OTK/IFOUeHHOM peskume 3T1C.

3.4 TIpoBepka KOppeKTHOCTH (yHKLMOHMpoBaHUsl IO B yC/lOBUSX HEHY/eBOIO YPOBHS

KOH(U/IeHL[Ma/IbHOCTH MeXaHU3Ma MaH/IaTHOTO pasrpaHuueHus goctyna (ganee — MP/I) yka3aHHbIX

Mepenar vepes Ananok 28.01.2025 17:54 GMT+03:00 /

644d2cb9-807c-45a4-b749-4498c7edee24 \/

CrpaHvua 113 7 ‘\

zl

\\

//‘



Ccpel, He TPOBOAWIACh MO TNpUYMHE OTCYTCTBUSL mnopafepxku I1O  cooTBeTcTByrOLLEH
¢bynkimonansHoct OC. VHdopMmalys 06 OTCYTCTBUM YIIOMSIHYTOM TMOAJep>KKU Obuia 3asiBjieHa
cTopoHo# paspabotunka I[10.

3.5 IIpu ycraHoBke u 3kcrutyaraiuu [10 BHOCSTCS M3MeHeHUs1 B KOH(UTypal[MOHHBIN (haiin
rapaMeTpoB si/ipa, UTO OrpaHUUMBaeT (PYHKLIMOHMPOBaHME MexaHW3Ma 3allvThl "3aiuTa sapa’.

3.6 T1O He dyHKIMOHUPYeT Ha sifipax "hardened" u "lowlatency".

4 Pe3ynbTaThl UCIIBITAHUMN

4.1 TIO koppekTHO ¢yHKLHMOHKpYeT B cpefie Astra Linux SE 1.7.6.

5 BriBoz

5.1 T1O u omnepaljMoHHasi cMCTeMa CIielia/ibHOro Ha3HaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepemHoe oOHOB/ieHWe 1.7) COBMECTHMbI, TPUHAMAasi BO BHHUMaHHe
rHopMaLMIo, coziepsKalllytocs B pa3zenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii rpymnribl ¥ TIOANKMCH CTOPOH

6.1 laHHbIM NIPOTOKO/ COCTaB/IeH yuaCTHUKaMHU paboueid rpymIibL:

Kaprnienko [I. 1. — HauanbHUK cekTopa, OO0 "PYCBEUTEX-ACTPA";

Kymuk A. FO. — pykoBogutens cekropa, OOO "PYCBUTEX-ACTPA".
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ITpunoxenue 1 K Ilporokosy Ne 26585/2025

Ilepeuens npoBepok coBmecTumocTH I10 u Astra Linux SE 1.7.6

Pesynbrar npoBepku I10 u Astra Linux SE
15; HaumeHoBaHMe NPOBEPKH 1.7.6 c agpom OC

5.4.0-186-generic 5.10.216-1-generic 5.15.0-111-generic 6.1.90-1-generic
1. | YcranoBka 10 Yenewno Yenewso YererHo YererHo
2. | Okcrutyaranusa 110 Yenemto Yenemso Yenemso Yenemno
3. | Yoanenue I10O YenenHo YcnenHo YcnenHo YenenHo
4. | TpeboBanwus 6e3omnacHoctu ALSE YcnewHo YcnewHo YenenHo YenemHo
5. |Mexauusm besonacaocty 3I1C HeycnemniHo Heycnerxo Heycremso Heycnemso
6. | Mexanu3am Ge3onacHoct MKI] Yenemto Yenemso Yenemso Yenemno
7. | MexaHu3M 6e30MacHOCTH MPI He nposogunocs He nposogunocs He nposogunoce He nposogunocs
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IIpunoxxenue 2 K ITporokosy Ne 26585/2025

MHcTpyKkiusa no ycraHoBke M yaaieHuio ITO B cpepe Astra Linux SE 1.7.6
1 Vicrionb3yeMblie pero3uTopyu:
B Astra Linux SE 1.7.6:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-base/ 1.7_x86-64
main contrib non-free
1 Ycranogka I10:
1.1 IOATOTOBUTE YCTPOMCTBO, BBITIOJHSION[HE POJIA YIPABASIONMX W pabouux y3/0B
Kjacrepa:
1) yctaHoBUTb Astra Linux SE 1.7 ¢ roToBbIMM HabopamMu NporpaMmMHoOro
obecneyeHuns "KOHCObHble yTUNUTLI" 1 "CpeacTtBa yaasIEHHOIO NOAKNYEHNA
SSH".
2) OTKOUNTL pasgen NoAKayvkym Npu NOMOLM KOMaHA:
sudo swapoff -a
sudo sed -i '/ swap / s/IN\(.*\)$/#\1/g' /etc/fstab
3) nonb3oBaTesib C aAMUHUCTPATUBHLIMU NpaBaMn Ha BCex y3nax knacrepa
[O/MKEH UMETb OAMHAKOBbIE UMS U NapO/ib
4) nocne BbINOSIHEHWSA BCE Y3/1bl KNnacTepa A0/MKHbI ObITb LOCTYMHbI MO NPOTOKO/TY
ssh mexay co6oii co cTaTuYHbIMK ip-agpecamu
5) AOCTYN K BHELUHVUM CETAM U CETU UHTEPHET AO/MKEH ObITb OrpaHnyeH
6) Ha y3nax knacrtepa Ao/mKeH ObiTb aKTVBEH TONbKO OAMH CETEBON MHTepdelic
1.2 BBINOIHUTH CUCTEMHbIE KOMaH/Ibl, JeUCTBUS:
1) npumoHTUpOBaThL 06pa3 yctaHoBovHOro aucka MO v nogrotoButs MO K paborTe:
sudo mount Nodus-1.2.0-astra.iso /mnt
mkdir ~/nodus
sudo cp /mnt/* ~/nodus
sudo chown -R $(id -u):$(id -g) $HOME/nodus
chmod +x ~/nodus/nodus
echo "export PATH=${PATH}:$HOME/nodus"" >> ~/.bashrc && source ~/.bashrc
2) yctaHoBka peno3utopus MO:
nodus bundle add ~/nodus/nodus-installer-bundle.tar.gz
3) reHepayuusa 1 HacTpoiika thaina koHdurypaumm knactepa (npuvep s 2

yNpaBnsloWmxX 1 2 paboumx y3nos.):
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5

nodus template cluster -m=2 -w=2 -0="$HOME/nodus/configs/cluster_config.yml|"
nano ~/nodus/configs/cluster_config.yml

Mpumep haiina cluster_config.ymi:

inventory:
firstMaster:
hostname: master01
ip: 10.20.20.11
nodes:
masters:
- host:
hostname: master01
ip: 10.20.20.11
- host:
hostname: master02
ip: 10.20.20.12
workers:
- host:
hostname: workerO1
ip: 10.20.20.21
- host:
hostname: worker02
ip: 10.20.20.22
settings:
dns:
-10.177.128.198
-10.177.180.248
ssh:
keyFile: /nome/u/.ssh/id_rsa
pass: 1
port: 22
user: u
settings:

localRegistry:
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enable: true

4) YcTaHOBKa Knacrtepa:

nodus cluster add -0o="$HOME/nodus/configs/cluster_config.yml" my_cluster

nodus daemon install my_cluster -j 4 -e
nodus cluster install my_cluster -I -j 4
2 Ynanenue I10:

2.1 BBIIIOTHUTL CUCTEMHEIE KOMaH/bI, AEﬁCTBHHI

nodus cluster clean my_cluster -I -j 4
nodus daemon destroy my_cluster -j 4
nodus cluster rm my_cluster

nodus bundle rm -a

rm -rf ~/nodus
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IIpunoxxenue 3 K ITpoTrokosy Ne 26585/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

Astra Linux SE 1.7.6 — onepanjoHHasi cMCcTema CrieLajbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHHe 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHoBenreM 6e3oracHocty BFOJIJIETEHD Ne 2024-0830SE17 (omepatuBHOe o0HOoBeHHe 1.7.6);

3I1C — 3aMKHyTas IporpamMMHas Cpeza;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHast CUCTEMa;

10O — nporpammHoe obecrieuenve "ITnardopma koHTeliHepu3auyu "Nodus" Bepcru 1.2.0.

aeHTndukatop AokymeHTa 644d2cb9-807c-45a4-b749-4498c7edee24 - I
JokymeHT noanucan 1 nepegax Yepes oneparopa 340 AO «[1® «CKb KoHTyp»
OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens
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