ITPOTOKOJI Ne 28024/2025
MPOBe/[eHUsI COBMECTHBIX MCIIBITAaHUH MporpaMmMHoro odecreuenus "SQUADUS" Bepcun
3.43.203 v onepanOHHOM CHCTEeMbI CrieljuaaIbHOro Ha3HaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepegHoe ooHOB/IeHUe 1.7)
. Mocksa 06.05.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokone 3aduKcUpoBaH (pakT mpoBefieHust B nepuof ¢ 25.04.2025 no
05.05.2025 coBMeCTHBIX HCTIBITaHUH TMporpaMMHoro obecrieuenust "SQUADUS" Bepcun 3.43.203
(manee — ITO), paspaboranHoro OOO "HOBBIE OBJIAUHBIE TEXHOJIOT'MIN" , 1 oreparjioHHOM
CUCTeMbl CreljasbHOro HaszHaueHusi "Astra Linux Special Edition" PYCB.10015-01 (ouepenHoe
obHOB/eHHe 1.7) C yCTaHOBJIEHHBIM OrlepaTHBHbIM 00HOBIeHHeM Ge3zomacHoctu BHOJIJIETEHD Ne
2025-0319SE17 (onepatuBHOe obHOB/eHue 1.7.7) (manee — Astra Linux SE 1.7.7), pa3paboraHHoii
OOO "PycbUTex-Actpa".

2 OOBEKT UCTIBITAaHUH

2.1 [lepeueHp KOMIIOHEHTOB, SKCIIJIyaTUPOBABILIMXCSI B XOZe TIPOBEJeHUsl JaHHBIX
UCTbITaHuM, oTHOCcsituxcs K [10, nipeacraeneH B Tabsnutie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCSIIUXCS K [10

Onucanue HaumMmenoBaHue MD5 HNcTounuk

software_distribution_packa
ge.debSquadus_Linux_3.43.
203_amd64.deb

d7134256c9e8f3ebee76189f
d7086380

®aiin NporpaMMHOro

IaKeTa JECTpHGyTHEA [TO Cropona pa3paborurika [10

3 Xo/ UCbITaHUH

3.1 B xofie poBeieHNsT HACTOSIIMX MCITBITaHWH ObUTH BBITIOTHEHBI TIPOBEPKH KOPPEKTHOCTH
¢yukuronvpoBanus [10 B cpesie Astra Linux SE 1.7.7 B o6beme, ykazaHHOM B [Ipunoxenuw 1.

3.2 [lepeueHb UCMOJ/Ib3yeMbIX PEIIO3UTOPHEB NpUBeeH B [IpunokeHun 2.

3.3 C uesbro npoBezeHus NPoBepoK Ipu BKIOUéHHOM pexxuMe 3I1C B xoze BHegpeHusa DLIIT
B ELF/PE32-datinst 10 ucronb30Bancs KOMIUIEKT HUPPOBLIX Kitoueit mporpammbl Ready for Astra
Linux OOO "PycbUTex-Actpa".

3.4 Tlpu dyskimonrpoBanuy [10O BeisiBneHbl ommbku DIGSIG, uto sB/sieTCs MPHU3HAKOM
HekoppeKTHOM paboTsl 10 c akTrBHBIM pexxrmom 3I1C.

3.5 ITpu 3amnycke T1O B pexkume 3I1C Bo3HukaeT onmbka DIGSIG: BBIMO/HSETCS MOMBITKA

3aMyCK HerloAnucaHHbIX (aityioB /tmp/.org.chromium.Chromium.*.
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3.6 [IpoBepka KoppeKTHOCTM (QyHKUHMOHUpPOBaHUs [IO B yCI0BUSIX HEHY/IEBOTO YPOBHS
KOH(U/IeH[MaTbHOCTH MeXaHM3Ma MaH/IaTHOTO pa3rpaHuyeHus gocryna (ganee — MP]) yka3aHHbIX
cpel He TIPOBOAWIACH 0 MpUUMHE OTCYyTCTBUS mnoafepxku [IO  cooTBeTCTByrOLLEH
¢dyukmonanpHoct OC. VHpopManys 06 OTCYTCTBUM YIIOMSIHYTOM TOAJePXXKM Obia 3asiBjieHa
cTopoHoii paspaborurka I10.

4 Pe3ysbTaThl UCTIBITAHUM

4.1 TIO xoppekTHO ¢GyHKLHMOHKpYeT B cpefie Astra Linux SE 1.7.7.

5 BriBoz

5.1 T1O u onepaljoHHasi cMcTeMa Clieliia/ibHOro Ha3HaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepensHoe o6HOBneHue 1.7) COBMECTHMBI, TIPUHMMas BO BHHMaHUe
vH(OopMaLMIo, coziepsKalllytocs B paszenax 3, 4 u [IpunoxeHun 2.

6 CocraB paboueii TPyMITbI U MMOAMCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

Kapnenko [I. Y. — HauanbHUK cekTopa, OO0 "PycbUTex-AcTtpa";

I3t06a T. B. — umkenep, OO0 "PycbBMTex-Acrpa".
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ITpunoxenue 1 K Ilporokosy Ne 28024/2025

ITepeuens nmpoBepok coBMectumocTH I1O u Astra Linux SE 1.7.7

Pesynbrar npoBepku I10 u Astra Linux SE
Illjgn HaumeHOBaHHe POBEPKH 1.7.7 c appom OC
5.4.0-202- 5.4.0-202- 5.10.233-1- 5.10.233-1- 5.15.0-127- 5.15.0-127- 5.15.0-127- 6.1.124-1-
generic hardened generic hardened generic hardened lowlatency generic
1. | Ycranoska I10O YcremHo YcremHo YcremHo YcremHo YcremHo YcneriHo YcnerHo YcnerHo
2. 3KCl'myaTaLU/IH T10 YcremHo YcrewHo YcriewHo YcrielHo YcrielHo YcrewHo YcnemHo YcneHo
3. | Ypanenue I10 YcnerHo YcrerHo YcneluHo YenerHo YenerHo Yenenso Yenenso YenenHo
4, TpeGOBaHI/ISI fe3zomnacHoctu ALSE YcrnemHo YcremHo YcrenHo YcrenHo YcnenHo YcnemHo YcnemHo YcnemHo
5. | Mexanusm 6e3zonacHoctu 3I1C Heycnemo Heycnemmo Heycnemmo Heycnemmo Heycnemmo Heycnemxo Heycnemxo Heycnierso
6. |MexaHusm 6e30macHOCTH MKL[ YcrnemHo YcriewHo YcriewHo YcrielHo YcrielHo YcrelHo YcnemHo YcneHo
7. | MexaHu3m 6e301acHOCTH MP'H He nposogunace | He npoBogunacek | He npoBopunace | He npoBogunace | He npoBogunacek | He nposoaunace | He nposogunack | He npoBoguiacsk
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IIpunoxxenue 2 K ITporokosy Ne 28024/2025

MHcTpyKkiusa no ycraHoBke H yaaneHuio ITO B cpepe Astra Linux SE 1.7.7
1 WUcnonib3yeMmsle periozutopuu B Astra Linux SE 1.7.7:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/repository-base/ 1.7_x86-64
main contrib non-free
2 Ycranoska I10:
2.1 BBINOJHATE CUCTEMHYIO KOMaHZYy:
sudo apt install ./Squadus_Linux_3.43.203_amd64.deb
3 Ynanenue I10:
3.1 BBINOHUTE CUCTEMHYIO KOMaH/AY:

sudo apt purge -y squadus
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IIpunoxxenue 3 K ITporokosy Ne 28024/2025

ITepeueHb UCNO/Ib3yeMbIX COKPaIl[eHH

Astra Linux SE 1.7.7 — onepanjoHHasi CMCTemMa CrieLdaJbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHHe 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHoBenreM 6e3oracHocty BROJIJIETEHD Ne 2025-0319SE17 (onepatuBHOe 00HOBeHHe 1.7.7);

3I1C — 3aMKHyTas IporpamMMHas Cpeza;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHast CUCTEMa;

10 — nporpammHoe obecrieuenne "SQUADUS" Bepcun 3.43.203.

VaeHTrdukatop AokymeHTa b7848b94-2d8e-4dad-967d-57eedf59clfc - I
[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»
OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens
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