ITPOTOKOJI Ne 28555/2025
MPOBe/leHNUsI COBMECTHBIX HCIBITAaHUH MPOrpaMMHoOro odecneuenus " Granulex Recovery"
BepcuM 2.0.1 u onepanuoHHOH CHCTeMBI Cllela/IbHOro Ha3HaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepegHoe ooHOB/IeHUe 1.7)
r. Kaszanp 16.06.2025

1 IlpegMeT McCTbITaHUM

1.1 B HacTosiieM TIPOTOKOJie 3apuKCUpOBaH (DakT TpoOBefieHUs] COBMECTHBIX WCIBITAHUN B
nepuoz;, ¢ 09.06.2025 mo 16.06.2025 nporpammHoro obecrieuenusi "Granulex Recovery" Bepcum
2.0.1 (manee — I10), pa3paboranHoro OO0 "M/l MudopmarmionHbie CUCTeMBI", U OMeparjuOHHOM
CUCTeMbI CrieljMasibHOr0 HasHaueHusi "Astra Linux Special Edition" PYCB.10015-01 (ouepenHoe
obHOB/eHHe 1.7) C yCTaHOBJIEHHBIM OriepaTUBHbIM 00HOBIeHHeM Ge3zomacHoctu BHOJIJIETEHD Ne
2025-0507SE17MD (cpouHoe omepatuBHOe oOHOBaeHWe 1.7.7.UU2) (manee — Astra Linux SE
1.7.7.UU2), pa3paborannoit OO0 "PycbBUTex-Actpa".

2 OOBEKT UCTTBITAHUIH

2.1 Ilepeuenb kKommoHeHTOB I10, 3KCITyaTHpPOBABILIMXCS B XO/e MPOBeJEHUs UCTbITAHUM,
nipezcrasieH B Tabnmie 1.

Tabmuna 1 — JuctpubyTuB u fokymeHTaus [10

CchUIKA HA IKCIUTYyaTalMOHHY 0
HaumeHoBaHue (aiiia KonrposbsHasa cymma (MD5)
JAOKYMEHTALHI0
granulex_2.0.1- 249bc42577db9ab3dfe7c
1524_amd64.deb 43£87702a40

3 Xo/ UCHbITaHUH

3.1 B xoze mpoBezieHHs1 HACTOSIUX MCIBITAHUN ObUTM BBHITIONHEHBI rpoBepku [10 B cpese
Astra Linux SE 1.7.7.UU2 B 06beMe, ykazaHHoM B ITpuioxkenuu 1.

3.2 IlepeueHs UCII0/Ib3yEeMBIX PEIIO3UTOPUEB NpUBesieH B [IpuoykeHnu 2.

3.3 Ons dyskiuonvpoBanus [10 B cpefie orepaljioOHHOM CUCTEMbl C aKTUBHBIM PEXXUMOM
3I1C TpebyeTcs BHeipeHUE 3/IEKTPOHHOM 1[UGMPOBOM TIOATHCH.

3.4 TIpoBepka KoppeKTHOCTU dyHKLMOHUpoBaHus [10 ¢ ypoBHeM KoHbUAeHIIMAIBHOCTU 1-3
MexaHu3Ma MaH/IJaTHOIO pas3rpaHhuyeHusl [OCTyra He IIPOBOAW/IAch IO TMPUUYMHE OTCYTCTBUS
nopgepkku I1O cootBeTcTByOLer (yHKIMOHanbHOCTH OC. WHopMaimss 006 O0TCyTCTBUU
YTIIOMSIHYTOH MO/ZIEP>KKH Obl/la 3asiBjieHa CTOPOHOU pa3paborurka I10.

3.5 IIpu ycraHoBke u 3Kcrutyatauuu 1O He BbimonHstoTca ycnous PKC3 nm. 17.2.1.1,

17.2.1.2, 17.2.1.3. VI3MeHSIOTCSI TlapaMeTpbl /JIs1 TIOJIUTUKU Taposieid, KOTOPLIe He COOTBEeTCTBYIOT
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5KCIUIyaTalMOHHOM [JOKyMeHTaluu. [laHHble W3MeHeHHs1 BHOCSTCS TIPU yCTaHOBKe IakeTa "astra-
freeipa-client", Bxogsiriero B opuIMajbHEIN CepTHGUIIMPOBAHHBIA pero3uTopuit Astra Linux 1.7.7.
Ha coBMeCcTUMOCTh 3TH HapyllleHHsl He BUSIOT.

3.6 Ilpu ycraHoBke u 3kcrutyarauuu [1O He BoeinosHstorcs ycoinoBus PKC3 m. 17.3.1.4,
17.3.1.5, 17.3.1.6. BHocATCS u3MeHeHus1 B cyliecTByroiie PAM-cuenapuu. /laHHble M3MeHeHUs
BHOCATCA TIPM yCTAaHOBKe Taketa '"astra-freeipa-client", Bxopsiiero B oduUlMaIbHBINA
cepTU(ULIMPOBaHHbIN penosuTopuid Astra Linux 1.7.7. Ha cOBMeCTMMOCTb 3TH HapylleHHUs He
BJIUISIIOT.

3.7 Ilpu yctaHoBKe M 3Kcrutyaranuu [10 BHOCSATCS M3MeHeHUs! B KOH(UTYypalMOHHbIN (aiin
CHUCTEeMBI PErUCTpallii COOBITHI M YBeZIOMIIEHUH O COOBITHSIX "/etc/astra-syslog.conf".

3.8 IIpu ycTtaHoBKe U 3Kcrtyataty [10 BHOCATCS M3MeHeHuUs1 B KOH(UIypaljMoHHbIN (aiin
BeO-cepBepa apache "/etc/apache2/apache2.conf".

391Ipu ycraHoBke u >3kKcruyaragquu [IO BHOCATCS UM3MEHEHMs] B  CYLeCTBYIOLHUE
KOH(bUrypallMoOHHble  (aiyibl  poTaluu  KypHasioB  "/etc/logrotate.d/*", uTo BAUsIET Ha
(yHKIIMOHMPOBaHKe MeXaHu3Ma 3aluThl ""PervcTparys cobbiThii Ge3omacHocTH'.

4 BrIBO/,

4.1 "Granulex Recovery" Bepcuu 2.0.1 QyHKLIMOHUPYeT B cpejie OrepaljMOHHOW CUCTEeMbI
crieria/ibHOTO Ha3HaueHHs "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe o6HOB/IeHE
1.7) ypoBeHb 3alMIEHHOCTH ''MakKCUMa/JbHbIM' W TNPU3HAHO COBMECTUMBIM, IPUHUMAas BO
BHMMaHMe MH(QOPMaL1Io, Cofep Kallytocs B pasjene 3.

5 CocraB paboueii rpyTirbl U MOAMUCH CTOPOH

5.1 [JaHHBIN TTPOTOKOJT COCTaB/IeH YYaCTHUKAMU paboueti TpyTIIbL:

Kaprnienko [I. 1. — HauanbHUK cekTopa, OO0 "PycbUTex-Actpa";

XabubymiuHa JI. A. — urkerep, OO0 "A#Cudn Actpa cepBuc'.
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ITpunoxenue 1 kK Ilporokosy Ne 28555/2025

Ilepeuens npoBepok coBMecTuMocTd I10 m Astra Linux SE 1.7.7.UU2

Tabmua 1.1 - Pe3ynsratel mpoBepok 10

Craryc MexaHH3MOB

ITepeuenn Bepcus sijpa 0e30macHOCTH B mporecce
BBINO/IHEHNs NPOBEPKH
NPOBEPOK
5.4.0-202- | 5.4.0-202- | 5.10.233-1- | 5.10.233-1- | 5.15.0-127- | 5.15.0-127- | 5.15.0-127- | 6.1.124-1-
generic hardened generic hardened generic hardened | lowlatency generic 31C MKI, MP/,

Ycranoska I10 Ycrnemso Ycnemso Ycrenso Ycrelso YcrenHo Ycrnemso Ycnemso YCnemHo | Axrusen
Okcryaranusa 110 Ycnemso Ycnemso Ycrelso Ycrelso Ycrenso Ycrnelso Ycnelmso YCnemHo | Axrusen
Ynanenue I10 Ycnemso Ycnemno Ycremso Ycremso Ycrnenso Ycrneso Ycnemso YCnemHo | Axrusen
Sxernyarats IO, AxrtuBeH | HeakTuseH
YpoBeHb He He He He He He He He
KOH(DK/eHLMaTbHOC | IPOBOAMU/IACK | TPOBOAM/IACK | IPOBOAMIIACH | IPOBOAM/IACK | TPOBOAM/IACK | IPOBOJM/IACH | TIPOBOAM/IACK | IPOBOAU/IACH AKTHBEH
™ 1-3
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ITpunoxxenue 2 K ITporokosy Ne 28555/2025

MNucTpykuus o ycraHoBke U yaaaenuro IT1O
1 Ucnonb3yeMmsle perio3utopuu B Astra Linux SE 1.7.7.UU2:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/uu/2/repository-base/ 1.7_x86-
64 main contrib non-free
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/uu/2/repository-update/
1.7_x86-64 main contrib non-free
2 Ycranoska I10:
2.1 BbINO/IHNTL CUCTEMHYIO KOMaHAY:
sudo apt install astra-freeipa-client
2.2 BBecTn mallnHy B AomMeH FreelPA:
sudo astra-freeipa-client
2.3 Nocne 3Toro BOWTK B CUCTEMY MOZ AOMEHHOW YYETHO 3annCbio C BbICOKUM
YPOBHEM LLe/TOCTHOCTH.
2.4 BbINOSTHUTb CUCTEMHbIE KOMaHAbI:
sudo apt install -y apache2 libapache2-mod-auth-gssapi libapache2-mod-wsgi-py3
sudo apt install -y python*-venv memcached dialog whiptail
2.5 Heo6xoaMMo SIBHO 3aaTtb YPOBHN KOH(IMAEHLUMATLHOCTY ANS NOMb30BaTess,
BbINOJTHAOLLEro ycTaHoBKY MO. 15 NpOBEPKM BbINOHUTL KOMaHAY:
ipa user-show admin --all | grep x-ald-user-mac
Ecnu BbiBOA, NYCT, HEOO6XOAMMO Ha3HAUNTb YPOBHN KOHDUAEHLMASTbHOCTA KOMaHOOM:
ipa user-mod admin --macmin 0 --macmax 0
2.6 BbInonHuTb ycTaHoBKy MO cucteMHOol KoMaHaoM:
sudo apt install ./granulex_2.0.1-1524 amd64.deb
2.7 MNpoiTK No aTanam yCTaHOBKK, OTBEYasi Ha BONPOChLI MacTepa yCTaHOBKM
2.8 [1ns KoppekTHOW paboTbl C/yKebHOro nonb3oBarenss He06xoAMMO co34aThb
dhann granulex_backup_add_aci.ldif co cnegytowmm cogepXmmbim:
dn: dc=test,dc=dom
changetype: modify
add: aci
aci: (targetattr = "*")(target = "ldap:///dc=test,dc=dom")(version 3.0; acl "Allow
granulex_backup group read all objects and all attributes in the directory”; allow (search,

read) groupdn ="Idap:///cn=granulex_backup,cn=groups,cn=accounts,dc=test,dc=dom";)
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Nmsa gomeHa test.dom 3aMeHUTb Ha akTyaslbHOe.

2.9 BbINo/HNTL KOMaHAy:

dapadd -h dc.test.dom -f granulex_backup_add_aci.ldif

FQDN dc.test.dom KOHTposI/IEpa JOMEHa 3aMEHUTb Ha akTyaslbHOe.
3 YpaneHwue MNO:

BbINOAHWUTL CUCTEMHYIO KOMaHAY:

sudo apt purge -y granulex
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ITpunoxenue 3 K ITporokosy Ne 28555/2025

ITepeueHb UCNO/Ib3yeMbIX COKpaIl|eHHU

Astra Linux SE 1.7.7.UU2 — omnepalyoHHas CUCTeMa CIleliia/JlbHOro HasHaueHus "Astra
Linux Special Edition" PYCB.10015-01 (ouepeaHoe o6HOBieHHe 1.7) ¢ yCTaHOBJIEHHLIM
orepaTvBHBIM 0OHOBeHHeM Oe3omacHoctd BROJIJIETEHB Ne 2025-0507SE17MD  (cpouHoe
oriepatvBHOe oO6HOBeHue 1.7.7.UU2);

PKC3 - [lokyMeHT M3 cOCTaBa 3KCIUTyaTallMOHHOW mAokyMeHTaumu Astra Linux SE
1.7.7.UU2, PykoBogctso 1o KC3. Yacts 1;

OC — ornepaliMOHHasi CUCTeMa;

3IIC — 3amKHyTas rporpaMMHasi Cpeja;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTY;

MP/I — maHziaTHOe yIipaB/ieHue JOCTYIIOM;

1O — mporpamMMHoe obecnieuerue "Granulex Recovery" Bepcun 2.0.1.

NaeHTndukaTop AokymeHTa 3a8d9795-954b-44f7-be10-774b665e1086 - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

OpraHu3aums, CoTpYAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens
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