ITPOTOKOJI Ne 28985/2025
MPOBe/[eHUsI COBMECTHBIX MCIIBITAHUH MporpaMMHoro odecreuenus "Konrunent-All" Bepcun
4.1.0-478 v onepaniOHHOM CHCTEeMBbI CrieljHa/JIbHOro Ha3HaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepegHoe ooHOB/IeHUe 1.7)
r. Mocksa 10.07.2025

1 IlpegMeT McCTbITaHUM

1.1 B HacTosieM npoTokose 3ahuKCUpoBaH (PAaKT MpOBeJeHHsi COBMECTHBIX UCIIbITaHUM B
niepuog, ¢ 04.07.2025 no 08.07.2025 nporpammHoro obecriedenusi "KontuHeHnt-All" Bepcun 4.1.0-
478 (pmanee — TIO), pa3zpaboranHoro OOO "Kog BesomacHocTu", ¥ OmeparjioOHHON CHCTEMBbI
crieluasibHOrO HasHaueHWs "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe 0OHOBIeHHE
1.7) ¢ ycraHOB/eHHbIM orepaTuBHbBIM 00OHOBIeHHeM OGe3omacHoctd BROJIJIETEHB Ne 2023-
1023SE17 (oreparrBHOe obHOBNeHue 1.7.5) (manee — Astra Linux SE 1.7.5), pazpaboranHoit OOO
"PycbUTex-Actpa".

2 OOBEKT UCTIBITAaHUIN

2.1 Ilepeuenb kKommoHeHTOB I10, 3KCITyaTHpPOBABILIMXCS B XO/e MPOBeJEHUs UCTbITAHUM,
nipezcrasieH B Tabnmie 1.

Tabmuna 1 — JuctpubyTuB u fokymeHTaus [10

CchUIKa Ha 3KCILTyaTaliMOHHYH0
HaumeHoBaHue (aiiia KonrpoasHas cymma (MD5)
JAOKyMeHTaLu

https://www.securitycode.ru/
ts_4.1.0.478_linux_fsb_disk1.iso | d755446c2a1b8a164b204165d0dfa51c
download_center/?section=documents

3 Xo/ UCHbITaHUH

3.1 B xoze mpoBezieHHs1 HACTOSIUX MCIBITAHUN ObUTM BBHITIONHEHBI rpoBepku [10 B cpese
Astra Linux SE 1.7.5 B 06beme, yka3anHoM B [Ipuioxenun 1.

3.2 IlepeueHs UCII0/Ib3yEeMBIX PEIIO3UTOPUEB NpUBesieH B [IpuoykeHnu 2.

3.3 Ons dyskiuonvpoBanus [10 B cpefie orepaljioOHHOM CUCTEMbl C aKTUBHBIM PEXXUMOM
3I1C TpebyeTcs BHeipeHUE 3/IEKTPOHHOM 1[UGMPOBOM TIOATHCH.

3.4 TIpoBepka KoppeKTHOCTU dyHKLMOHUpoBaHus [10 ¢ ypoBHeM KoHbUAeHIIMAIBHOCTU 1-3
MexaHu3Ma MaH/IJaTHOIO pas3rpaHhuyeHusl [OCTyra He IIPOBOAW/IAch IO TMPUUYMHE OTCYTCTBUS
nopgepkku I1O cootBeTcTByOLer (yHKIMOHanbHOCTH OC. WHopMaimss 006 O0TCyTCTBUU

YTIIOMSIHYTOH MO/ZIEP>KKH Obl/la 3asiBjieHa CTOPOHOU pa3paborurka I10.
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3.5 Ina 3anycka kommoHeHTa [10 "KonTtuneHT-AIl KonTponbs uenoctHocty (Pexxum
ApmuHMCTpaTOpa)" HEOOXOAUMO BBITIOJIHUTE KOMaH/Y:

sudo /usr/share/cts/bin/ctsicg

3amyck faHHOro KomrioHeHTa [10 uepe3 sip/bIKk HEBO3MOKEH BBU/ly OrpaHHUUeHHI Ha paboTy
KOMaH/ibl pkexec ¢ rpadmuyeCKUMU NPUIOKEHHSIMU.

3.6 Ina 3amycka kKomroHeHTa [IO "KonTtuHeHT-AIT (Pexxum ApamunHucTparopa)”
HE0OX0IUMO BBITTOJIHUTH KOMaH/Ty:

sudo /usr/share/cts/bin/ctsg

3anyck gaHHOro komroHeHTa [10 yepe3 sipJbIK HEBO3MO)KeH BBHU/ly OrpaHUUeHUd Ha paboTy
KOMaH/Ibl pkexec c rpaduueCcKUMU NPUTIOKEHUSMU.

3.7 Onsa 3amycka kommnoHeHTa [10 "KonrtuneHT-AIl C6op guarHocTHueckoi MHGOpMaryu
(Pexxuim AiMuHHCTpaTOpa)" HeOOXOUMO BBITTOJTHUTL KOMaH/Ty:

sudo /usr/share/cts/bin/ctsdiagnosticsg

3anyck gaHHOro KomrioHeHTa [10 yepe3 sipJbIK HEBO3MO)KEH BBH/Iy OrpaHUUeHH Ha paboTy
KOMaH/Ibl pkexec ¢ rpayieCKUMY NPUTOKEHUSIMU.

4 BrIBO/,

4.1 "KoutuHeHT-AIl" Bepcuu 4.1.0-478 (pyHKLMOHUPYET B Cpe/ie OnepaLiOHHON CUCTEMBbI
crieria/ibHOTO Ha3HaueHHs "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe o6HOB/IeHE
1.7) ypoBeHpb 3auuieHHOCTH "0a30BbIM" W TPU3HAHO COBMECTHMBIM, MPUHUMasi BO BHHUMaHHe
vH(OpMaLMIo, CoZiepsKalllytocs B pa3zerne 3.

5 CocraB paboueii rpyTirbl U MOAMUCH CTOPOH

5.1 [JaHHBIN TTPOTOKOJT COCTaB/IeH YYaCTHUKAMU paboueti TpyTIIbL:

ITpokanrok /[I. C. — HauanpHUK cekTopa, OOO "PycbUTex-Actpa";

Kynuk A. FO. — crapumii uwxenep, OOO "PycbBUTex-Actpa".
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ITpunoxenue 1 kK Ilporokosy Ne 28985/2025

Ilepeuens npoBepok coBMecTumocTH I10 u Astra Linux SE 1.7.5

Tabmua 1.1 - Pe3ynsratel mpoBepok 10

Craryc MexaHH3MOB

ITepeuenn Bepcus ajppa 0e30macHOCTH B mporecce
BBINO/IHEHNs NIPOBEPKH
NPOBEPOK
5.4.0-162- | 5.4.0-162- | 5.10.190-1- | 5.10.190-1- | 5.15.0-83- | 5.15.0-83- | 5.15.0-83- | 6.1.50-1-
generic hardened generic hardened generic hardened | lowlatency generic 3mc MKI{ MP/,
Ycranoska I10 YcrnenHo Ycrnemso Ycnemso Ycrnemso Ycrnemso YcrnenHo Ycrneso YCMeIHo | HeakTugsen
Okcryaranusa 110 Ycrnenso Ycrnelso Ycnemso Ycnemso Ycnemso Ycrnenso Ycrnelmso YCMeIHo | HeakTugen
Ynanenue I10 YcrnenHo Ycrnelso Ycnemso Ycnemso Ycnemso YcrnemHo Ycrnemso YCMeIHo | Heaktusen
Sxernyarats IO, AkTrBeH | AKTHUBeH
YpoBeHb He He He He He He He He
HeaktuseH
KOH(DW/eHLMaTbHOC | IPOBOAM/IACK | TPOBOAU/IACK | IPOBOJM/IACH | IPOBOAM/IACK | TPOBOAK/IACK | IPOBOJM/IACK | TIPOBOAU/IACK | TPOBOAMU/IACH
™ 1-3
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IIpunoxxenue 2 K ITporokosy Ne 28985/2025

MNucTpykuus o ycraHoBke U yaaaenuro IT1O

1 WUcnonb3yemsle periozutopuu B Astra Linux SE 1.7.5:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-base/ 1.7_x86-64

main contrib non-free

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-update/ 1.7_x86-64

main contrib non-free

2 Ycranoska I10:

2.1 Ana ycTpaHeHUA OWWOKM MpMBOAALLE K 3aBUCAHUIO NOMb30BaTe/IbCKOro
NHTEepgeca HeobxoanMMOo [06aBUTL NapaMeTp sapa parsec.execstack co 3HayeHnem 1 B
CTpPOKy 3HayeHuii napametpa GRUB_CMDLINE_LINUX_DEFAULT B KOHUrypaunoHHOM
daiine /etc/default/grub. O6HOBUTL KOHGMrypauuio 3arpysdmka: sudo update-grub wn
BbIMO/IHATL Nepe3arpyskKy.

2.2 BbINONHUTL OEACTBMA B COOTBETCTBMU C flOKyMeHTaumen Ha MO.

3 Ynanenue I10:

3.1 BbINO/THNTbL CUCTEMHYIO KOMaHAy:

sudo apt purge -y cts
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IIpunoxxenue 3 K ITporokosy Ne 28985/2025

IlepeueHb UCII0/Ib3yeMBbIX COKpaIlleHUH

Astra Linux SE 1.7.5 — onepanjoHHasi cMCcTemMa CIieLidaJbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe ob6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHorenreM 6e3oracHocty BFOJIJIETEHD Ne 2023-1023SE17 (onepatuBHOe o0HOBeHHe 1.7.5);

PKC3 - [JoKkyMeHT U3 cOCTaBa 3KCIUlyaTallMOHHOW AoKymeHTarmu Astra Linux SE 1.7.5,
PykoBogcteo no KC3. Yacts 1;

OC — ornepallMOHHas CUCTeMa;

3T1C — 3amMKHYyTasi IporpaMMHasi CpeJia;

MKII — MaHJaTHBIA KOHTPOJIb LJeJI0CTHOCTH;

MP]/] — maHziaTHOe yIipaBJieHye JOCTYIIOM;

1O — nporpammHoe o6ecriedeHre "KontuHeHT-ATl" Bepcun 4.1.0-478.
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