IMPOTOKOJI Ne 26333/2024
MPOBe/IeHUsI COBMECTHBIX HCIBITAaHUH MporpaMMHoro odecneuenus "Kaspersky Embedded
Systems Security"” Bepcuu 3.3.0.147 1 onepanioHHONM CUCTeMBbI CrlelMa/IbHOT0 Ha3HAUeHUs
" Astra Linux Special Edition" PYCBb.10015-01 (ouepeaHoe o6HoB/eHHe 1.8)
r. Kazanb 23.12.2024
1 IlpegmeT McCHbITaHUM
1.1 B HacTosieM npoTokone 3aduKcrpoBaH (pakT mpoBefieHust B nepuof ¢ 19.12.2024 no
23.12.2024 coBMeCTHBIX UCTbITaHUM TIporpaMMHOro obecrieuenusi "Kaspersky Embedded Systems
Security" Bepcum 3.3.0.147 (manee — I10), paspaboranHoro AO "Jlabopatopus Kacmepckoro", u
OTepaLMOHHOW CHCTeMBI CrieljuanbHOro HasHaueHHs "Astra Linux Special Edition" PYCB.10015-01
(ouepenHoe obHoBneHue 1.8) (manee — Astra Linux SE 1.8), paspaboranHoii OOO "PycbUTex-
Actpa".
2 OOBEKT UCTIBITaHUM
2.1 IlepeueHb KOMIIOHEHTOB, JKCIUIyaTUPOBABLIUXCA B XOJAe T[IPOBeJEeHUs [aHHBIX
UCTIBbITaHUH, OTHOCsuxcs K [10, mpencrasiex B Tabsurie 1.

Tabnura 1 — [TepeueHb KOMITIOHEHTOB, OTHOCsIIMXCsA K [10

Onucanue HaumMmenoBaHue MD5 HNcTrounuk

5be632718598e24f35bf27a
5b71be39c

@aiin MporpaMmMHOTO
kess_3.3.0-147_amd64.deb Cropona pa3spaborurika [10

nakera guctpubytusa 10

@aiin apxuBa, CofiepKariuii
85b35e63b121f4d20ba44e0
3c8fd56c1

¢aiinel fucTpubyTHBOB kess-gui_3.3.0-

Cropona pa3paboruvika I10
147 _amd64.deb

[IOTIO/THUTETBHBIX MOAY/ei

1o

Pecypc B cetu "VHTepHeT",

OdwmipanpHOe pyKOBOJCTBO
no skcrutyarauuu [10 B

3/IEKTPOHHOM opmare

"O Kaspersky Embedded
Systems Security 3.3 aJis

Linux"

azpec:
"https://support.kaspersky.c
om/help/KESSLinux/3.3.0/r
u-RU/251963.htm"

3 Xo/ UCrbITaHUH

3.1B Xo4e rnpoBeaeHUA HaCTOAILUX WCIMBITAHUH ObI/TA BBITTO/THEHEI MPOBEPKH KOPPEKTHOCTHU

¢dyukumonvposanus I10 B cpesie Astra Linux SE 1.8, B o6beme, yka3anHoM B IIpunoxkernu 1.

3.2 IlepeueHs UCIIO/Ib3YEeMbIX PEIIO3UTOPUEB NpuBesieH B [Ipunoykenuu 2.
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3.3 C uesbio NpoBeJeHus1 TIPOBEPOK MpU BKIOUEHHOM pexkuMe 3I1C ucnosb3oBascs (aiin
OTKPBITOTO KJTto4a pa3pabotuuka I10.

3.4 TIpoBepka KOppeKTHOCTH (yHKLUMOHHMPOoBaHUS [10 B yCIOBUSIX HEHY/IeBOrO YPOBHS
KOH(UW/IeHLIMaTbHOCTU MeXaHW3Ma MaH/JaTHOTO pa3rpaHryeHus focTyna (ganee — MP/T) ykazaHHbIX
CpeJ, TPOBOAMWIACH COIVIACHO COOTBETCTBYIOLLEMY CLIeHAapUl0, MpefoCTaB/eHHOMY CTOPOHOMN
pa3pabotunika I10.

4 Pe3ynbTaThl UCIIBITAHUMN

4.1 TIO koppekTHO ¢yHKLMOHKpYeT B cpefie Astra Linux SE 1.8.

5 BriBoz

5.1 T1O u omnepaljMoHHasi cMCTeMa CIielia/ibHOro Ha3HaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepemHoe oOHOBieHWe 1.8) coBMeCTHMbI, TPUHMMAasi BO BHHUMaHHe
rHopMaLMIo, coziepsKalllytocs B pa3zenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii rpymnribl ¥ TIOANKMCH CTOPOH

6.1 [TaHHBII TTPOTOKOJ COCTaB/IeH yUuaCTHUKaMU paboueit rpymb:

Kapnenko [I. V1. — Haua/IbHUK CeKTOpa OTZesla TEXHOJI0IMYeCKOU COBMECTUMOCTH
JlerlapramMeHTa pa3BUTUS TeXHOJIornueckoro corpyaauyectsa [BuC OOO "PycbUTex-Actpa”;

[akvpoB U. D. — ur>keHep oTAena HHPPACTPYKTypbl pabounx MecT [lenapramMeHTa

BHezipeHus1 U conpoBoxkeHuss OO0 "AnCudn Actpa Cepsuc'.
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ITpunoxenue 1 x Ilporokony Ne 26333/2024

ITepeuennb npoBepok coBMectuMocTH I10 u Astra Linux SE 1.8

Pesynbrar npoBepku I10 u Astra Linux SE
15‘; HanmenoBanue npoBepku 1.8 c sgpom OC
6.1.90-1-generic 6.6.28-1-generic
1. | YcranoBka I10 Yerewso Ycnemso
2. | Okcnnyarayus 10 Yerewso Yenemno
3. | ¥Ypanenue I10 YeneiuHo Yenerso
4. | TpeboBanwusi 6e3omacHoctt ALSE Yertewto YentemHo
5. | Mexauusm 6e3omacHocty 3I1C Yerewso Ycnemso
6. | Mexanusm 6e3onacHocty MKIT Yerewso Ycnemso
7. | Mexanusm 6e3onacHocty MP/I Yenewso Yenemso
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ITpunoxxenue 2 K ITporokony Ne 26333/2024

HHcTpyKiusa no ycraHoBke U yaasieHuo I10 B cpefe Astra Linux SE 1.8
1 Vicrionb3yeMblie pero3uTopyu:
B Astra Linux SE 1.8:
* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.1/main-repository/  1.8_x86-64
main contrib non-free non-free-firmware
2 ¥Ycranogka I10:
2.1 BBLITIO/IHUTL CUCTeMHBIe KOMaH/BI, I,L[eI‘/JICTBI/ISIZ
sudo apt-get install -y astra-digsig-oldkeys
sudo apt-get install -y ./kess_3.3.0-147_amd64.deb ./kess-gui_3.3.0-
147 amd64.deb
sudo mkdir -p /etc/digsig/keys/legacy/kaspersky/
sudo cp /opt/kaspersky/kess/shared/kaspersky astra_pub_key.gpg
letc/digsig/keys/legacy/kaspersky/
sudo astra-digsig-control enable
echo 'EULA_AGREED=yes
PRIVACY_POLICY_AGREED=yes
USE_KSN=yes' | sudo tee autoinstall.ini
sudo /opt/kaspersky/kess/bin/kess-setup.pl --autoinstall=autoinstall.ini
sudo reboot
3 Ynanenue I10:
3.1 BBINOHUTE CUCTEMHYIO KOMaH/AY:

sudo apt-get purge -y kess kess-gui
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ITpunoxxenue 3 K IIporokony Ne 26333/2024

ITepeueHb UCNO/Ib3yeMbIX COKPaIl[eHH

Astra Linux SE 1.8 — onepauuoHHasi cucTteMa CIieljiajibHOrO HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe o6HoBeHMe 1.8);

OBuC — nupekiys BHeAPEHUSI U COTTPOBOXKAEHUS;

3I1C — 3aMKHyTas IporpamMMHas Cpeza;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHast CUCTEMa;

10 — mnporpammHoe obecrieuenue "Kaspersky Embedded Systems Security" Bepcuu

3.3.0.147.

MaeHTndunkatop AokymeHTa 742d813d-4295-413f-9d70-40931cd524c2 - I
JokymeHT noanucan 1 nepegax Yepes oneparopa 340 AO «[1® «CKb KoHTyp»
OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepvos AencTemna
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