ITPOTOKOJI Ne 26688/2025
MPOBe/[eHUsI COBMECTHBIX MCIIBITAHUH MporpaMmMHoro obecreuenus "Kaspersky Security
Center Linux" Bepcuu 15.2 1 onepanjioHHON CUCTeMBbI Clleia/IbHOT0 Ha3HaueHusn " Astra
Linux Special Edition" PYCB.10015-01 (ouepegHoe ooHOB/1eHuUe 1.8)
r. Mocksa 04.02.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokone 3adukcrpoBaH (akt nposefenust B niepuof ¢ 03.02.2025 no
04.02.2025 coBMecCTHBIX HCMbITaHUM mporpamMmmHoro obecrieuenusi "Kaspersky Security Center
Linux" Bepcum 15.2 (gmanee — II0), pa3paboranHoro AQO "Jlabopatopust Kacmepckoro", u
OTepaLMOHHOW CHCTeMBI CrieljuanbHOro HasHaueHHs "Astra Linux Special Edition" PYCB.10015-01
(ouepenHoe obHoBneHue 1.8) (manee — Astra Linux SE 1.8), paspaboranHoii OOO "PycbUTex-
Actpa".

2 OOBEKT UCTIBITaHUM

2.1 IlepeueHb KOMIIOHEHTOB, JKCIUIyaTUPOBABLIUXCA B XOJAe T[IPOBeJEeHUs [aHHBIX
UCTIBbITaHUH, OTHOCsuxcs K [10, mpencrasiex B Tabsurie 1.

Tabnura 1 — [TepeueHb KOMITIOHEHTOB, OTHOCsIIMXCsA K [10

Onucanue HaumMmenoBaHue MD5 HNcTrounuk

7424a08fb63ea60b90861c3 | Pecypc B cetn "MHTepHeT",

ksc64_15.2.0-
44?2 amd64.deb 6303cdd34 azpec:
@aiin MporpaMMHOTO "https://www.kaspersky.ru/s
nakera guctpubytusa I[10 mall-to-medium-business-
ksc-web-console- 863e581de0fec0a87ff10edc )
15.2.265.x86_64.deb 29221291 security/downloads/

endpoint”

Pecypc B cetu "UHTepHeT",

kaspersky_astra_pub_key.g |613083285a102dd8ca544e5 aapec.
pg 04fd11c80 "https://support.kaspersky.r

wksc-linux/15/250717"

®aiin OTKPBITOrO K/rouya

3 Xo/ UCbITaHUH

3.1 B xofie npoBe/ieHUsT HACTOSIIUX MCITBITAaHWH ObUTH BBITIOTHEHBI TIPOBEPKH KOPPEKTHOCTH
dynkimonrpoBanus [10 B cpege Astra Linux SE 1.8, B 06beme, ykazanHoM B [IpuioskeHuu 1.

3.2 [lepeueHb UCTI0/Ib3yeMbIX peIlO3UTOpHeB IpuBeeH B IIpunoykeHuu 2.

3.3 C uenbio NpoBe/ieHUs IPOBepoK Mpu BK/ItOuéHHOM pexkume 3I1C ucrnonb3oBacs gaiin

OTKPBITOT'O K/Ttoua pa3pabotuuka I10.
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3.4 TIpoBepka KOppeKTHOCTH (QyHKUHMOHUpPOBaHUs [IO B yCI0BUSX HEHY/IE€BOTO YPOBHS
KOH(U/IeH[MaTbHOCTH MeXaHM3Ma MaH/IaTHOTO pa3rpaHuyeHus gocryna (ganee — MP]) yka3aHHbIX
cpel He TIPOBOAWIACH 0 MpUUMHE OTCYyTCTBUS mnoafepxku [IO  cooTBeTCTByrOLLEH
¢dyukmonanpHoct OC. VHpopManys 06 OTCYTCTBUM YIIOMSIHYTOM TOAJePXXKM Obia 3asiBjieHa
cTopoHoii paspaborurka I10.

4 Pe3ysbTaThl UCTIBITAHUM

4.1 T1IO koppekTHO ¢GyHKLMOHKpYeT B cpefie Astra Linux SE 1.8.

5 BriBoz

5.1 T1O u onepaljoHHasi cMcTeMa Clieliia/ibHOro Ha3HaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepensHoe obHoBneHue 1.8) coBMecTHUMBI, TIPUHMMass BO BHHMaHUe
vH(OopMaLMIo, coziepsKalllytocs B paszenax 3, 4 u [IpunoxeHun 2.

6 CocraB paboueii TPyMITbI U MMOAMCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

Kapnenko [I. Y. — HauanbHUK cekTopa, OO0 "PycbUTex-AcTtpa";

Honuyk A. . — urmxenep, OOO "PycbUTex-Actpa".
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ITpunoxenue 1 K Ilporokosy Ne 26688/2025

ITepeuennb npoBepok coBMectuMocTH I10 u Astra Linux SE 1.8

Pesynbrar npoBepku I10 u Astra Linux SE

15‘; HanmenoBanue npoBepku 1.8 c sgpom OC
6.1.90-1-generic 6.6.28-1-generic

1. | YcranoBka I10 Yerewso Ycnemso

2. | Okcnnyarayus 10 Yerewso Yenemno

3. | ¥Ypanenue I10 YeneiuHo Yenerso

4. | TpeboBanwusi 6e3omacHoctt ALSE Yertewto YentemHo

5. | Mexauusm 6e3omacHocty 3I1C Yerewso Ycnemso

6. | Mexanusm 6e3onacHocty MKIT Yerewso Ycnemso

7. | Mexanusm 6e3onacHocty MP/I He nposoaunack He npoBopunach
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IIpunoxxenue 2 K ITporokosy Ne 26688/2025

HHcTpyKiusa no ycraHoBke U yaasieHuo I10 B cpefe Astra Linux SE 1.8

1 Vicrionb3yeMblie pero3uTopyu:

B Astra Linux SE 1.8:

* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.1/main-repository/  1.8_x86-64

main contrib non-free non-free-firmware

2 ¥Ycranogka I10:

2.1 BBLITIO/IHUTL CUCTeMHBIe KOMaH/BI, I,ELEI‘/JICTBI/ISIZ

sudo apt install -y mariadb-server mariadb-client

BoinomauTh nepsuynyto HacTporky CYB]] ¢ momoIipio KoMaH Ibl:

sudo mysql_secure_installation

Iayiee BBITTOJHUTD CJIEYIOIINE KOMAH/IbI:

sudo mysql -e "CREATE USER 'KSCAdmin'@'localhost’ IDENTIFIED BY
'<naposnb>';"

sudo mysql -e "GRANT USAGE ON *.* TO 'KSCAdmin'@'localhost’;"

sudo mysql -e "GRANT ALL ON kav.* TO 'KSCAdmin'@'localhost';"

sudo mysql -e "GRANT SELECT, SHOW VIEW ON mysql.* TO
'KSCAdmin'@'localhost’;"

sudo mysqgl -e "GRANT SELECT, SHOW VIEW ON sys.* TO
'KSCAdmin'@'localhost";"

sudo mysql -e "GRANT PROCESS ON *.* TO 'KSCAdmin'@'localhost';"

sudo mysql -e "GRANT SUPER ON *.* TO 'KSCAdmin'@'localhost';"

sudo mysql -e "CREATE DATABASE kav;"

sudo mysql -e "ALTER DATABASE kav DEFAULT CHARACTER SET ascii;"

sudo mysql -e "ALTER DATABASE kav DEFAULT COLLATE ascii_general_ci;"

sudo mysql -e "FLUSH PRIVILEGES;"

sudo mkdir /etc/systemd/system/kladminserver_srv.service.d

sudo bash -c 'cat > /etc/systemd/system/kladminserver_srv.service.d/override.conf
<< EOL

[Service]

User=

User=ksc

CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
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ExecStart=

ExecStart=/opt/kaspersky/ksc64/sbin/kiserver -d from_wd

EOL'

sudo mkdir /etc/systemd/system/klwebsrv_srv.service.d

sudo bash -c 'cat > /etc/systemd/system/klwebsrv_srv.service.d/override.conf <<
EOL

[Service]

User=

User=ksc

CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK

ExecStart=

ExecStart=/opt/kaspersky/ksc64/shin/klcsweb -d from_wd

EOL'

sudo useradd ksc

echo "ksc:<naponb>" | sudo chpasswd

sudo groupadd kladmins

sudo gpasswd -a ksc kladmins

sudo usermod -g kladmins ksc

sudo bash -c 'cat > /etc/security/limits.conf << EOL

ksc soft nofile 32768

ksc hard nofile 131072

EOL'

sudo apt install ./ksc64_15.2.0-442_amd64.deb

sudo /opt/kaspersky/ksc64/lib/bin/setup/postinstall.pl

CiemoBaTh MHCTPYKIIMSIM IO HACTPOVIKE.

sudo touch /etc/ksc-web-console-setup.json

sudo bash -c 'cat > /etc/ksc-web-console-setup.json << EOL

{

"address™": "127.0.0.1",

"port": 8080,

"trusted": "127.0.0.1|13299|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|
KSC Server",

"acceptEula™: true

}
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EOL'

sudo apt install ./ksc-web-console-15.2.265.x86_64.deb
sudo systemctl restart KSC*

3 Ynanenue I10:

3.1 BBITIOTHUTEL CUCTEMHLIE KOMaH/BI, I,ZLEI‘/JICTBI/ISI:

sudo systemctl stop kI* KSC*

sudo mysql -e "DROP DATABASE kav;"

sudo /opt/kaspersky/ksc64/lib/bin/setup/uninstall.pl
sudo apt purge -y ksc64 ksc-web-console

sudo rm -r /var/opt/kaspersky/
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IIpunoxxenue 3 K ITpoTrokosy Ne 26688/2025

ITepeueHb UCNO/Ib3yeMbIX COKPaIl[eHH
Astra Linux SE 1.8 — onepauuoHHasi cucTteMa CIieljiajibHOrO HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe o6HoBeHMe 1.8);
3T1C — 3aMKHYyTasi IpOrpaMMHasi Cpe/ia;
MKII — MaHJaTHBIA KOHTPOJIb LJeJI0CTHOCTH;
MP]] — maHziaTHOe yIipaB/ieHye JOCTYIIOM;
OC — onepanoHHas CUCTEMa;

1O — mporpamMHoe obecrieuerue "Kaspersky Security Center Linux" Bepcuu 15.2.

MaeHtndukatop aokymenta db7c5d39-c2c3-419a-ac29-63c1f1f4b895 - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepvos AencTemna
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