ITPOTOKOJI Ne 27468/2025
NMPOBe/ieHNsI COBMECTHbBIX HCIBITAHUI MPOrpaMMHOro odecrieuenus "'Kubdep bakan" Bepcuun
17.2 1 onepaniiOHHOM CHCTeMBbI CllejMa/IbHOro HasHaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepegHoe o6HOB/IeHHe 1.8)
r. Kasans 20.03.2025

1 Ilpegmet ncribITaHUM

1.1 B HacTosiiieM mpoTokose 3adukcrupoBaH (akT mpoBesieHyst B nepuog ¢ 18.03.2025 mo
20.03.2025 cOBMeCTHBIX WCIBITaHUK TMporpaMMHOro obecrieuenusi "Kubep B3kam" Bepcun 17.2
(manee — I10), paspaboranHoro OOO "KubeprpoTekT", ¥ OMepaliiOHHON CUCTEMBI CITeI[UabHOTO
Ha3HaueHus1 "Astra Linux Special Edition" PYCB.10015-01 (ouepenHoe o6HoBeHue 1.8) (manee —
Astra Linux SE 1.8), paspa6oranHoit OOO "PycBUTex-Actpa".

2 OOBEKT UCTTBITAaHUM

2.1 [lepeueHb KOMIIOHEHTOB, SKCIUTyaTUPOBABIIMXCSI B XOJe TMPOBeJeHUsl JaHHBIX
UCTbITaHWM, oTHOCsiuxcs K [10, nipeacrasnen B Tabnutie 1.

Tabnuia 1 — ITepeueHb KOMITOHEHTOB, OTHOCAIIMXCS K 1O

Onucanue HaumMmeHnoBaHue MD5 N cTouHuk

daiin apxuBa CyberBackup_17_64- | Ocedac3d2cad6da8fc3b30

CropoHa pa3paboruuka ITO
muctpubytusa 110 bit.x86_64.tar d11a6flab3

Pecypc B cetu "MHTepHeT", agpec:
OdurmanbHoe pykoBogcTBO | "Kubep Bakan Bepcus
"docs.cyberprotect.ru/ru-RU/Cybe
nosib3oBaresisi [10 B 17.2 PyKoBOJCTBO -
rBackup/17.2/CyberBackup_userg

3/IeKTPOHHOM (popMmare roJsib3oBaresis”
uide_ru-RU.pdf "

3 Xo/ UCrbITaHUH

3.1 B xo/ie poBeieHNsT HACTOSIILUX UCTIBITAaHUIA OBI/TM BHITIOTHEHBI TTPOBEPKU KOPPEKTHOCTH
¢yukmonuposanus 10 B cpege Astra Linux SE 1.8, B o6beme, ykazanHoM B [Ipunioxennu 1.

3.2 [lepeueHp MCIONMB3YEMBIX PENO3UTOpPHEB NpUBeieH B [Ipunoxxennn 2.

3.3 C uesbio NpoBeJieHus1 TIPOBEPOK MpU BK/IOUEHHOM pexkuMe 3I1C ucnosb3oBascs (aiin
OTKPBITOTO K/Ttoua pa3paborurka I10.

3.4 TIpoBepka KOppeKTHOCTH (yHKUMOHMpOoBaHUs [10 B yCIOBUSIX HEHY/EBOrO YPOBHS

KOH(UW/IeHLIMaTbHOCTU MeXaHW3Ma MaH/JaTHOTO pa3rpaHrWyeHust focTyrna (fanee — MP/T) ykazaHHbBIX
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CpeJ, TPOBOAMWIACH COIVIACHO COOTBETCTBYIOLLEMY CLIeHAapUl0, IpefoCTaB/eHHOMY CTOPOHOM
pa3paboturika I10.

3.5 [lns mepBoHayaapHOTO BXozia B BeO-uHTepdeiic 10 TpebyeTcst co3aark Mosb3oBaresis
aZIMUHHCTPaTopa, HeoOX0oAUMBIe il 3TOTO JelCTBHS ONMCaHbI B [IpunoxeHnu 2.

3.6 Insg coxpaHeHWs W3HAuaJbHbIX MaHJATHBIX MeTOK (hailJloB U TAroK TIpU
BOCCTAaHOB/IEHHHM W3  pe3epBHOM Kormuud  Tpebyercss HasHauath PARSEC-npuBuieriio
"PARSEC_CAP_UNSAFE_SETXATTR" areHTy 3amuTel Ha BpeMs BOCCTaHOBJIEHUS,
HeoOXoAMMBIe 7St 3TOTO /IeMCTBUs onvcaHbl B [Ipunoxkenun 2.

3.7 Ilpu ycraHoBke u »3kKcruryarauud [IO He BbInosHAIOTCA ycoioBus 1. 18.2.1.5
"PykoBojictBo o KC3 Y. 1". B cpegy OC npHUBHOCUTCS BHEIIHUM MOAY/b sifipa "snapapi26",
MPOBECTH KOHTPOJIb LIeJIOCTHOCTH MO/YJ/ISI B PpaMKaX MCIBITAHUM He MPeJCTaB/seTC s BO3MOXXHBIM.

3.8 [Ipu ycraHoBke u yaaneHuu I10 co3pgatorcs U ypanstorcs (aitiel PAM-ciieHapuieB
"acronisagent"”, "acronisagent-trusted", Haxofsiuecs B Karajore '/etc/pam.d", cyljecTByol1e
(baiisibl MpY 3TOM He 3aTparuBarOTCs.

4 Pe3ynbTaThl UCIIBITAHUMN

4.1 TIO koppekTHO ¢yHKLMOHKpYeT B cpefie Astra Linux SE 1.8.

5 BriBoz

5.1 T1O u omepaljMoHHasi cMCTeMa CIielia/ibHOro Ha3HaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepemHoe oOHOBieHWe 1.8) coBMeCTHMbI, TPUHMMAasi BO BHHUMaHHe
rH(opMaLMIo, coziepsKalllytocs B pa3zenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii rpymnribl ¥ TIOANKMCH CTOPOH

6.1 [TaHHBII TTPOTOKOJ COCTaB/IeH yUuaCTHUKaMU paboueit rpymb:

Kaprnienko [I. 1. — HauanbHUK cekTopa, OO0 "PycbUTex-Actpa";

[Tonukapos E. A. — nwxenep, OOO "AuCudn Actpa Cepsuc'.
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ITpunoxenue 1 K Ilporokosy Ne 27468/2025

ITepeuennb npoBepok coBMectuMocTH I10 u Astra Linux SE 1.8

Pesyaprar npoBepku I10 u Astra Linux SE
15‘; HanmenoBanue npoBepku 1.8 c spgpom OC
6.1.90-1-generic 6.6.28-1-generic
1. | YcranoBka I10 Yerewso Ycremso
2. | Okcnnyarayus 10 YererHo Yenemso
3. | ¥Ypanenue I10 YererHo YenerHo
4. | TpeboBanwusi 6e3omacHoctt ALSE HeycriewHo HeycrieuHo
5. | Mexauusm 6e3omacHocty 3I1C Yerewso Ycremso
6. | Mexanusm 6e3onacHocty MKIT YererHo Ycnemso
7. | Mexanusm 6e3onacHocty MP/I Yenewso Yenenso
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IIpunoxenue 2 K ITporokosy Ne 27468/2025

HHcTpyKiusa no ycraHoBke U yaasieHuo I10 B cpefe Astra Linux SE 1.8
1 WUcnonb3yeMmsle periozutopuu B Astra Linux SE 1.8:
* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.1/main-repository/  1.8_x86-64
main contrib non-free non-free-firmware
* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.1/repository-extended/ 1.8_x86-
64 main contrib non-free
2 YcranoBka I10:
2.1 BBITIOJHUTHL CUCT@MHbIe KOMaH/Ibl, I€HCTBUS:
sudo apt install -y rpm make gcc
tar --xattrs --xattrs-include=* -xvf CyberBackup_*
chmod +x CyberBackup_*
Mpy nepBOM 3anycke ycTaHoBLMKa AobaButcs Ktod gns 3MC:
sudo ./CyberBackup_17_64-bit_33697.x86_64
sudo update-initramfs -uk all && sudo reboot
Mpu BTOPOM 3anycke Ha4yHeTCs ycTaHOoBKa (NapaMeTpbl YCTaHOBKM ONMMCaHbl B
pyKoBOACTBE Nosb3oBaTtens):
sudo ./CyberBackup_17_64-bit_33697.x86_64
[na nepBoHavasibHOrO BXoga B BeE6-UHTephelic Heob6xoanmo co3natb
nonb3oBarens agMuHucTparopa (Hanpumep tmpuser):
sudo useradd -o -u 0 -g O -s /bin/bash tmpuser
sudo passwd tmpuser
echo "tmpuser"” | sudo tee -a /etc/security/acronisagent.conf
sudo systemctl restart acronis_ams
[N coxpaHeHns n3HavaibHbIX MaHAATHbIX METOK (haiisioB 1 nanok npwu
BOCCTAHOB/IEHUMN U3 PE3ePBHON KoMK Heobxoammo HasHavyaTb PARSEC-
npusunernio PARSEC_CAP_UNSAFE_SETXATTR areHTy 3aluTbl Ha Bpems
BOCCTaHOB/IEHUS.
[lns aToro Heo6xoaMMO B haline cepsuca
"letc/systemd/system/acronis_mmes.service" B cekuun [Service] 4o6aBUTb:
CapabilitiesParsec=PARSEC_CAP_UNSAFE_SETXATTR
Mocne 4ero BbINOAHUTL KOMaHAb!:

sudo systemctl daemon-reload
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sudo systemctl restart acronis_mms

echo 1 | sudo tee /parsecfs/unsecure_setxattr

Mocne nepesarpy3kn MmawuHbl B dpainn “/parsecfs/unsecure_setxattr" 3anncoiBaercs
0.

3 Ynanenue I10:

3.1 BBIMIOTHUTH CUCTEMHYIO0 KOMaH/Iy:

sudo /ustr/lib/Acronis/BackupAndRecovery/uninstall/uninstall
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IIpunoxxenue 3 K ITpoTrokosy Ne 27468/2025

ITepeueHb UCNO/Ib3yeMbIX COKPaIl[eHH

"PykoBogctBo mo KC3 Y. 1" — pgokymeHt "OriepauuOHHasi CUCTeMa CIieLiajbHOro
Ha3HaveHus "Astra Linux Special Edition". PykoBozctBo no KC3. Hacts 1" PYCB.10015-01 97 01-
L

Astra Linux SE 1.8 — onepauuoHHasi cucTeMa CIleljiajbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepeaHoe o6HoBeHue 1.8);

3I1C — 3aMKHyTas porpaMMHasi Cpeza;

MKII — MaHJaTHBINA KOHTPO/b 11€/I0CTHOCTH;

MP/I — MmaHziaTHOe yIipaB/ieHUe JOCTYIIOM;

OC — onepanjoHHas CUCTeMa;

1O — nporpammHoe o6ecriedenrie "Kubep bakan" Bepcun 17.2.

VaeHTndukaTop AokymeHTa Sce76e5a-1c50-4ac6-996e-072fa5ddcc8b - I
JokymeHT noanucan 1 nepegax Yepes oneparopa 340 AO «[1® «CKb KoHTyp»
OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens
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