ITPOTOKOJI Ne 28043/2025
NMPOBe/IeHNsI COBMECTHBIX MCIIBITAHUI NMPOrpaMMHOro obecrneuenus "TIporpaMMHbIH
KOMIUIEKC /i/Is1 00HapY)XeHHsI ¥ mpeoTBpaiieHns yreuek uangopmanuu Kubdep Ilporero”
Bepcuu 10.5 ¥ onepaMOHHOM CHCTeMBbI Criel[ia/IbHOro Ha3HaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepegHoe ooHOB/IeHuUe 1.8)
r. Mockga 24.04.2025

1 IlpeaMeT UCIIbITaHUN

1.1 B HacrosieM npoTtokosie 3auKCcUpoBaH (hakT rpoBeseHust B repuof ¢ 23.04.2025 mo
24.04.2025 cOBMeCTHBIX MCITIBITAHUM MPOrpaMMHOT0 obecrieuenus "[IporpaMMHBIN KOMIUIEKC Jjist
obHapy>xeHUs1 U TIpefjoTBpallieHust yTeuek uHpopMaiuu Kubep ITporero" Bepcuu 10.5 (manee —
I10), paspaboranHoro OOQO "KuOeprmpoTeKT", ¥ OINepaljioOHHOM CHCTEeMBI CIIeLUaJTbHOr0
HasHaueHHWss "Astra Linux Special Edition" PYCB.10015-01 (ouepemHoe oOHOBneHue 1.8) ¢
yCTaHOBJIEHHBIM OIepaTUBHbIM 00HOBieHHeM Oe3omacHoctd BHOJIJIETEHB Ne 2025-0411SE18
(omepatuBHOe oOHOB/MeHWe 1.8.2) (mamee — Astra Linux SE 1.8.2), paspaboranHoii OOO
"PycbUTex-Actpa".

2 OOBEKT UCTTBITAaHUM

2.1 IlepeueHp KOMIIOHEHTOB, 3KCIUIyaTHPOBAaBLIMXCS B XOZJe TIPOBeeHHs [aHHBIX
UCTbITaHWM, oTHOCsiuxcs K [10, nipeacrasnex B Tabmutie 1.

Tabnuia 1 — ITepeueHb KOMITOHEHTOB, OTHOCAIIMXCS K 1O

Onucanue HaumeHnoBaHue MD5 HcTouHuK

®aiin apxuBa, COAepKallii
d871d1ae1c83d4c997bc158

daiinel fucTpubyTHBOB CyberProtegoServerInstaller
JIOTIONTHUTETbHBIX MOAy/iel | -astra.tar c1{814889 Cropona pa3pa60TqI/IKa Ho
1o

Pecypc B cetn "UHTepHeT",
OdunmansHoe pykosogcTso | Cyber Protego 10.5 azpec:
o skcrtyarauuu I10 B PykoBoacTBO nosb3oBarens |- "https://docs.cyberprotect.ru
3/1eKTPOHHOM ¢opmare Be0-KOHCO/H /ru-RU/CyberProtego/10.5/

web/#installation.html"
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3 Xo/ ucrbITaHUH

3.1 B xo/ie mpoBeieHNsI HACTOSIIL[UX UCTIBITAaHUMA OBI/TM BHITIONTHEHBI TTPOBEPKU KOPPEKTHOCTH
¢yukimonuposanus 10 B cpene Astra Linux SE 1.8.2, B o6beme, ykazaHHoM B [Ipunoxennu 1.

3.2 [lepeueHb MCIONMB3YEMBIX PENO3UTOpPHEB NpuBeieH B [Ipunoxennn 2.

3.3 C uesiblo MpoBefieHUs MPOBEPOK MpU BKIOUEHHOM pexxume 3IIC B xone BHepeHHs
SUIT 8 ELF/PE32-daiinbi I10 ucronb3oBasics KOMIIEKT U(PPOBBIX Kiroueii iporpaMmmel Ready for
Astra Linux OOO "PycbUTex-Actpa".

3.4 Bueppenvie DLI1 B ELF/PE32-daiisibl BbINO/IHSAETCS HEKOPPEKTHO, B CBsizu ¢ ueM 10 He
MOXKeT (PYyHKLIMOHUPOBATh C aKTUBHBIM pexxrMoM 3I1C.

3.5 IIpoBepka KOppeKTHOCTU (yHKIMOHHPOBaHUSI 10 B yC/IOBUSX HEHY/eBOTO YPOBHS
KOH(UIeH[MaIbHOCTH MeXaHHW3Ma MaH/IaTHOTO pa3rpaHuueHus Aoctymna (ganee — MP/I) yka3aHHBIX
Cpel, He TpOBOAWIACh MO MNpUYMHe OTCYTCTBUS nopfepxku I1O  cooTBeTcTByMOLIEH
¢yukumonansHoct OC. MHbopmalys 06 OTCYTCTBUM YIIOMSIHYTOM TIOAIep)KKK Obula 3asiBlieHa
CTOPOHOM pa3paboTurika I10.

3.6 TectupoBanue 1O BBITIONMHSAIOCH C TIOATOTOBJAeHHOW 0a3oi gaHHbIX "Tantor SE"
Bepcuu 16.

3.7 Ilpu ycraHoBke U >3kKcruyartaquu [1O BHOCATCI UW3MEHEHMs] B CYLeCTBYIOLME
KOH(UrypallMoHHble  (aiyibl  poTaluu  KypHasioB  "/etc/logrotate.d/*", uTo BAUsSIeET Ha
(yHKIIMOHMPOBaHKe MeXaHW3Ma 3aluThl ""PervcTparys cobbiThii Ge3omacHocTy'.

4 Pe3ynbTaThl UCTIBITAHUM

4.1 T10O xoppekTHO QyHKLUHMOHUPYeT B cpefe Astra Linux SE 1.8.2.

5 BriBOj,

5.1 1O u onepaijoHHas cUcTeMa CrieljiaapHoro HasHaueHus "Astra Linux Special Edition”
PYCB.10015-01 (ouepesHoe oOHOBieHWe 1.8) cOBMeCTHMbI, TPUHMMasi BO BHHUMaHHe
H“H(OopMal[1to, CoflepXKalllyrocs B pa3zenax 3, 4 u [IpunokeHuu 2.

6 CocraB paboueii TPYIIITLI U TTOJITUCH CTOPOH

6.1 JlaHHbII IPOTOKO/I COCTaB/IeH yUuaCTHUKaMHU paboueld TpyTIibL:

Kapnenko [I. Y. — HauanbHUK cekTopa, OO0 "PycbWTex-Actpa";

Corukos I1. A. — unxenep, OOO "PycbUTex-Actpa".
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ITpunoxenue 1 K Ilporokosy Ne 28043/2025

Ilepeuensb npoBepok coBmecTumocTH I10 m Astra Linux SE 1.8.2

Pesynbrar npoBepku I10 u Astra Linux SE
15‘; HanmenoBanue npoBepku 1.8.2 c agpom OC
6.1.124-1-generic 6.12.11-1-generic
1. | YcranoBka I10 Yerewso Ycnemso
2. | Okcnnyarayus 10 Yerewso Yenemno
3. | ¥Ypanenue I10 YeneiuHo Yenerso
4. | TpeboBanwusi 6e3omacHoctt ALSE Yertewto YentemHo
5. |Mexaunusm besomacHoctu 3I1C Heycnieuso Heycnemso
6. | Mexanusm 6e3onacHocty MKIT Yerewso Ycnemso
7. | Mexanusm 6e3onacHocty MP/I He nposoaunack He npoBopunach
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IIpunoxxenue 2 K ITporokosy Ne 28043/2025

MucTpykiusa no ycraHoBke U yaaseHuio I1O B cpege Astra Linux SE 1.8.2

1 WUcnonib3yeMmsle periozutopuu B Astra Linux SE 1.8.2:

* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.2/main-repository/  1.8_x86-64
main contrib non-free non-free-firmware

* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.2/extended-repository/ 1.8_x86-
64 main contrib non-free non-free-firmware

2 YcraHoska [10:

2.1 BBINOMHUTE CUCTEMHbIe KOMaH/Ibl, JeCTBUS:

2.1.1 CkomnpoBath B cucTeMy apxuB AucTpuOyTiBa I1O 1 BBITIOIHUTE PaCcIIakoBKY:

tar xvf CyberProtegoServerinstaller-astra.tar

2.1.2 BbINOMHUTE 3aIlyCK YCTaHOBKU CKPUIITA:

sudo ./start_CyberProtegoServerinstaller.sh

3 Ynanenue I10:

3.1 BBINIOJIHUTE CUCTEMHBIE KOMaH/bl, elCTBUS:

sudo apt remove --purge cyber-protego-server nginx -y
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IIpunoxxenue 3 K ITporokosy Ne 28043/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

Astra Linux SE 1.8.2 — omnepanjoHHasi cCMCTema CrieLajbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHue 1.8) ¢ ycTaHOB/IEHHBIM OTlepaTHBHBIM
obHoreHreM 6e3oracHocty BROJIJIETEHD Ne 2025-0411SE18 (orepatuBHOe 06HOB/eHue 1.8.2);

3I1C — 3aMKHyTas IporpamMMHas Cpeza;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHast CUCTEMa;

[I0 — mporpammHoe obecrieueHrie "TIporpaMMHBIN KOMITIEKC /11 OOHApy>keHWs |

nipeioTBpartieHus yreuek nHdopmarun Kubep ITporero” Bepcuu 10.5.

MaeHtndukatop aokymenTa lcdc8ce6-ae58-4f9-880d-c42824e9bed1 - I
JokymeHT noanucan 1 nepegax Yepes oneparopa 340 AO «[1® «CKb KoHTyp»
OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens
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