ITPOTOKOJI Ne 30825/2025
MPOBe/[eHUsI COBMECTHBIX MCIIBITAHUH MporpaMMHoro odecreuyenus "IVA Terra" Bepcuu 2.0 u
onepanroHHON CUCTeMBbI CrieljMa/IbHOro Ha3HaueHus "Astra Linux Special Edition™
PYCB.10015-01 (ouepegHoe ooHOB/IeHHUe 1.8)
r. Mocksa 01.11.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokose 3ahuKCUpoBaH (PaKT MpOBeJeHHsi COBMECTHBIX UCIIbITaHUI B
nepuog ¢ 31.10.2025 no 01.11.2025 nporpammHoro obecrnieuenust "IVA Terra" Bepcuu 2.0 (ganee —
I10), paspaboranHoro ITAO "MIBA", u omnepaijiOHHON CHCTEMBI CITelMaIbHOr0 Ha3HaueHus1 "Astra
Linux Special Edition" PYCB.10015-01 (ouepegHoe o6HOBieHWe 1.8) € ycCTaHOBIEHHBIM
oriepatuBHBIM 00HOBneHWeM Oe3oracHoct BHOJIJTIETEHB Ne 2025-0811SE18 (omepaTtuBHOe
obHoesenue 1.8.3) (manee — Astra Linux SE 1.8.3), pa3paboranHoit OOO "PycbMTex-Actpa".

2 OOBEKT UCTIBITaHUM

2.1 Ilepeuens komrioHeHTOB [1O, 3KCIUTyaTHpPOBAaBIIMXCS B XOZe NPOBeJEeHUs UCIbITaHUM,
nipesicTaBseH B Tabmure 1.

Tabmuna 1 — JuctpubyTuB u fokymeHTalus [10

. CcpUIKa Ha 3KCIUTyaTalMOHHY IO
HaumeHnoBaHue ¢aiiia KonrposbHasa cymma (MD5)
JOKYMEHTAIUI0
V2.0.zip d522205caeaf320170ee8100379b0a26
JokymeHTaLms.Zip f93cc3696aded86d36613ebdd51a9e65

3 Xo/ UCbITaHUH

3.1 B xofie mpoBe/ieHUsT HACTOSIIMX MCIBITaHWH ObUTH BBITIOHEHBI TipoBepku 10 B cpexe
Astra Linux SE 1.8.3 B 06beme, ykazaHHoM B [Ipunokenuu 1.

3.2 IlepeueHs UCIIO/NBL3YEeMbIX PEIIO3UTOPUEB NpuBesieH B [Ipunoykenuu 2.

3.3 OyHKUMOHMPOBaHWe TIPEJCTaBIeHHOTO HA WCIbITaHus auctpubytuBa I1O B cpepe
OTepaLMOHHOU CHUCTeMBI C aKTUBHBIM pexxuMoM 3I1C He moep>KuBaeTcs.

3.4 TIpoBepka KoppeKTHOCTH (pyHKLMoHUpoBaHus 10 ¢ ypoBHeM KoHbUeHI[MaTbHOCTH 1-3
MexaHW3Ma MaHJJaTHOTO pa3rpaHWYyeHusl [OCTyla He IIPOBOAW/IACh MO MPUYMHE OTCYTCTBUS
nopgepxku I1O cootBeTcTBYyIOMeH QyHKIMoOHanbHOCTH OC. WHpopmaius o0 oTcyTCTBUM
YIIOMSIHYTOH TTO/IeP>KKH Obl/ia 3asiBjieHa CTOPOHOM pa3paborurka I10.

3.5 [nst koppekTHO# paboTtsl [1O TpebyeTcst OTK/IIOUMTh KOHTPO/Ib Pa3pellieHus] UCTIOTHeHHS
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KO7Zla B IPOrPaMMHOM CTeKe.



4 BoIBOJ,

4.1 "IVA Terra" Bepcuu 2.0 GyHKUMOHUDYeT B Cpefie OIepaliOHHOM CHUCTeMbI

crnenanbHOTO HasHaueHWs "Astra Linux Special Edition" PYCB.10015-01 (ouepegHoe 06HOBNeHNE
1.8) ypoBeHb 3amuileHHOCTH "ba30BbI" U MPU3HAHO COBMECTHMbIM, TIPUHMMAasi BO BHUMaHUeE
H“H(OpMal[to, CofiepXKalllyrocs B pa3zesie 3.

5 CoctaB paboueii TpyTIITbI ¥ MOATUCH CTOPOH

5.1 JlaHHBII TIPOTOKOJ COCTaB/IeH yYaCTHUKaMH paboyeii rpyTimb:

[Tpokantok /1. C. — HauasibHUK cekTopa, OO0 "PycbUTex-Actpa";

3bipsiHoB U. U. — urxkenep, OOO "PycbBUTex-Actpa".
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IIpunoxxenwue 1 k ITporokosny Ne 30825/2025

Ilepeuens npoBepok coBMecTumocTy I10 u Astra Linux SE 1.8.3

Tabmua 1.1 - Pe3ynesratsl mpoBepok 10

Ilepeyens npoBepok

Bepcus apaep

Craryc MexaHH3MOB 0e30IacHOCTH

6.1.141-1-generic 6.12.34-1-generic 3IIC MKIJ MP/,
Ycranoka [10 Yenewno Yenewno Heycremso
Ikcrutyarauus 10 Yenewso YerewHo Heycreuito
Ynanenue I1O Yenewso Yenewno Heycniewso AKTHBeH AxrHBeH
Okcmtyaranus I10.
YpoBeHb
KOH(DHAGHHHH JIbHOCTHU He npoBogunacs He npoBogunace He npoBogunach
1-3 (onumoHambEHas
IPOBEpKa)
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IIpunoxxenue 2 K ITporokosy Ne 30825/2025

NucTpykuus o ycraHoBke U yaaaenuro ITO

1. Acnone3yeMsle periozutopuu B Astra Linux SE 1.8.3:

* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.3/main-repository/ 1.8_x86-64
main contrib non-free non-free-firmware

* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.3/extended-repository/ 1.8_x86-
64 main contrib non-free non-free-firmware

2. ¥Ycranogka I10 a5 pexxuma pa3septeiBanus Full:

2.1 Jns 3anycka docker-koHTeHHEpOB HEOOXOAMMO BBITIOTHUTD CTIeyOIIHe

MOJTrOTOBUTE/IbHBIE 111aTU:

2.1.1 OTK/IOUUTHL KOHTPOJIb pa3pelleHrs MCIIOJHEeHWs KoJa B MPOrpaMMHOM CTeke. [ljis

3TOTO0 HY)KHO [100aBUTH MapaMmeTp siipa parsec.execstack co 3HaueHHMeM 1 B CTpPOKY

3HaueHudi mnapamerpa GRUB_CMDLINE_LINUX_DEFAULT B KoH(MUrypalilOHHOM

daiine /etc/default/grub, oO6HOBUTHL KOH(Wryparui0 3arpy3udika, 3aTeM BBIOJHHUTD

nepe3arpysky cucreMsl Sudo reboot;

2.1.2 Hacrpouts cpeny BeinonHeHus1 nvidia B docker. ycraHoBHB makeT nvidia-container-

toolkit:

 [lnsg 3TOro 3aMeHUTh B KOH(uryparmoHnHoMm (atine /etc/os-release Ha3BaHue
muctpubyTtrBa u Bepcur OC:

sudo sed -i 's|ID=astra|ID=debian|g' /etc/os-release

sudo sed -i 's|VERSION_ID=1.7 x86-64|VERSION_ID="10"|g' /etc/os-release

e VIMOopTUpoOBaTh K/IH0U gpg, KOTOPLIM MOAIKCAHbI MTaKeThl B perno3uTopuu nvidia:

curl -fsSL https://nvidia.github.io/libnvidia-container/gpgkey |\

sudo gpg --dearmor --yes --output /etc/apt/trusted.gpg.d/nvidia-container-toolkit-

keyring.gpg

* Co3gathk ¢alin co ccbUIKOM Ha perio3uTopui nvidia:

curl -s -L https://nvidia.github.io/libnvidia-container/stable/deb/nvidia-container-

toolkit.list |\

sudo tee /etc/apt/sources.list.d/nvidia-container-toolkit.list

*  OOGHOBUTH CITUCOK JJOCTYITHBIX ITAaKeTOB:

sudo apt update

* YcraHoBUTH Naket nvidia-container-toolKkit:

sudo apt install nvidia-container-toolkit —yes
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» IIpuBecTy KOHGUrypaljMoHHbIH (aiia /etc/os-release B uCxoqHOe COCTOSHUE:
sudo sed -i 's|ID=debian|ID=astra|g' /etc/os-release

sudo sed -i 's|VERSION_ID="10"|VERSION_ID=1.7_x86-64|g' /etc/os-release
* YcraHoButh docker u docker-compose:

sudo apt install docker docker-compose-v2

* 3areM HaCTpOUTH runtime:

sudo nvidia-ctk runtime configure —runtime=docker

sudo systemctl restart docker

2.2 PazapxuBupoBath 10 B fomalliHel AUPeKTOPUH U 3arpy3uth obpasa docker:
unzip V2.0.zip

cd vV2.0/

sudo docker load -i rabbitmq3130.img.gz

sudo docker load -i postgres163alpine.img.gz

sudo docker load -i terra_api.v2_0.img.gz

sudo docker load -i terra_single_api_nginx.v2_0.img.gz

sudo docker load -i terra_online_worker.v2_0.img.gz

sudo docker load -i terra_offline_worker.v2_0.img.gz

sudo docker load -i terra_spectacular_back.v2_0.img.gz

sudo docker load -i terra_spectacular_front.v2_0.img.gz

sudo docker load -i terra_adp_client.v2_0.img.gz

sudo docker load -i terra_translator_worker.v2_0.img.gz

2.3 BpINo/HATS 3a11yCK KOHTEHMHEPOB:

- B xopHe aupekTopuu co3zars Karasor DEPLOY

mkdir DEPLOY

- Tlepemectuth B co3gaHHbii Karanor deploy.terra_v2.0.sh, docker-compose-full-
v2.0.yml:

mv deploy.terra_v2.0.sh docker-compose-full-v2.0.yml DEPLOY/

- [TepeumenoBatk docker-compose-full-v2.0.yml B docker-compose-v2.0.yml:

cd DEPLOY/

mv docker-compose-full-v2.0.yml docker-compose-v2.0.yml

- B datine docker-compose-v2.0.yml go6aButhk nmapamerp DJANGO_ALLOWED_HOSTS

CO 3HauaHWeM ip-aZipeca cepBepa WM UMeHeM JJoMeHa B CeKLUU terra_spectacular_service
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- YcranoButb [10 KomMaHzOM:

sudo bash deploy.terra_v2.0.sh



- [IpoBepuTh, UTO KOHTEHHEPbI TOAHSINUCH:

sudo docker ps

- BbmonHuThE get-3ampoc B a/[pecHOM CTpOKe Opay3epa [jisi CO37laHHUSI TE€PBON yUETHOH
3aIuCH:

https://<IP_domen_Terra>:9443/api/vl/accounts/initiate/

- [TpoBeputs BXx0A 1 paboOTOCIOCOOHOCTD MO, YUETHOM 3aMMChI0 a[MUHKCTpATOpa (JIOTHH:
admin, maponb: Admin@IVA), BBITIOJTHUB 3aIpoC B a/[peCHOM CTpoKe Opay3epa:
https://<IP_domen_Terra>:9443/

3. Ynanenue I10:

3.1 OcTaHOBUTH 3amylljeHHble KOHTeHHepPbl

cd V2.0/DEPLOY

sudo docker compose -f docker-compose-v2.0.yml down

3.2 YnanuTh 3arpykeHHble o6pa3sl docker

sudo docker image prune -a

3.3 Ynanute gupekroputo V2.0/

cd

sudo rm -r V2.0/

3.4 Ynanuts nvidia-container-toolkit:

sudo apt purge nvidia-container-toolkit -y

3.5 Ypanuts docker 1 docker compose

sudo apt purge docker docker-compose-v2 -y

MepepnaH yepes Anapok 01.11.2025 14:43 GMT+03:00;
666cd046-1820-41d7-967e-fa25d7f88509
CtpaHuua 6 ns 7



IIpunoxxenue 3 K ITporokosy Ne 30825/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

Astra Linux SE 1.8.3 - omnepanjoHHasi cucTeMa CIieljiajbHOro HasHadyeHusi "Astra Linux

Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHue 1.8) ¢ ycTaHOB/IEHHBIM OTlepaTHBHBIM

obHoreHreM 6e3oracHocty BRFOJIJTIETEHD Ne 2025-0811SE18 (onepatuBHOe 06HOB/IeHue 1.8.3);

PKC3 - [JokyMeHT U3 cOCTaBa 3KCIUlyaTallMOHHOM AoKymeHTarmu Astra Linux SE 1.8.3,

Pykosogcreo no KC3. Hacts 1;
KC3 - xoMILIeKC Cpe/iCTB 3allUThl;
OC - onepalMoHHast CUCTEMa;
3I1C - 3aMKHyTas porpaMmMHas cpeja;
MKTI] - MaH[aTHBIM KOHTPOJIb L[e/I0OCTHOCTY;
MP/I - maHziaTHOe yIipaB/ieHue JOCTYIIOM;

ITO - nmporpammMHoe obecrieuenue "IVA Terra" Bepcun 2.0.
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