IMPOTOKOJI Ne 25733/2024
MPOBe/IeHUsI COBMECTHBIX HCTIBITAHUH MPOrPaMMHOI0 o0ecrieueHus: "' AHa/TUTHYeCKast
miardgopma Visiology" Bepcuu 3.10 u nporpammHuoro u3gennst CYB/] "Tantor SE" Bepcuu
16.2.1
r. MockBa 08.10.2024

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokone 3adukcrpoBaH (pakT rnpoBefeHust B niepuof ¢ 06.10.2024 no
08.10.2024 coBMeCTHbIX MCIMbITaHUN TpOrpaMMHOro obecrieueHust "AHanuTHyecKas riardopma
Visiology" Bepcuu 3.10, pa3paboranHoro OOO "Busuonomku", u nporpammaoro uszgenvss CYB]]
"Tantor SE" Bepcun 16.2.1, pa3paborannoro OOO "TAHTOP JIABC".

2 OOBEeKT UCTIBITAHUIM

2.1 TlepeueHp KOMIIOHEHTOB, SKCILJIyaTUPOBABIIMXCSI B XOJe TMpOBEJeHUsl JaHHBIX
WCTIBITaHWH TIpe/icTaB/ieH B Tabmuie 1.

Tabmura 1 — ITepeueHb MakeToOB JUCTPUOYTHBA

HanmenoBaHnue
OmnucaHue MD5 McTounuk
JAUCTpUOyTHBa
daii mporpaMMHOro
rakeTa AUCTpUOyTHBa 0062ef803c2882420651431
2.39_3.10.tar CropoHa pa3pabotuuka ITO
" AHa/IMTHYe CKast - 6c4f0448d potia pasp
rsiatrdopMa Visiology"
ecypc B ceTd «/IH-TepHeT»,
azipec:
TlakeT JOMOMTHUTE/IBEHOTO
dock https://download.docker.co
MPOrpaMMHOT0 ocker-compose-
adf9e611035c8680e304aad | 1/Jinux/debian/dists/buster/
obecrieueHyst plugin_2.10.2~debian- 557ad6e8
adbe pool/stable/amd64/docker-
Heo0X0IUMOTO /ISt buster_amd64.deb
compose-
¢dyHxmonuposanus [10
plugin_2.10.2~debian-
buster_amd64.deb
daiin mporpaMMHOro
tantor-se-server- 112a0c0d04edc99dcc103a9
nakeTa AuCTpubyTrea Cropona pa3paboruvika I10
16_16.4.1_amd64.deb 47375418
CYB/ "Tantor SE"
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3 Xo/ ucrbITaHUH

3.1 B xo7ie mpoBefieHNsT HACTOSIIMX UCIIBITAHUI ObI/TM BBITTOTHEHBI TIPOBEPKU KOPPEKTHOCTU
coBMecTHOro ¢yHkuronvpoBanuss CYB/] "Tantor SE" u "AHanutndeckas niargopma Visiology" B
obbeme, ykazaHHOM B [Ipunokeruu 1.

3.2 B xo/ie UCIbITaHW} WCII0/Ib30BAJICS TECTOBBIM CTeH/, ONUCcaHHbIN B [IpuoykeHuu 3.

4 Pe3ysbTaThl UCTIBITAHUM

4.1 "Ananutnueckass mnardopma Visiology" KOppeKTHO (YHKL[MOHHMDYeT COBMECTHO C
CYB/ "Tantor SE".

5 BriBoz

5.1 "AHanutuueckas: ruiatdopma Visiology" Bepcun 3.10 u CYB/l "Tantor SE" Bepcuu
16.2.1 coBMeCTHMBI, NPUHUMasl BO BHUMaHKWe MH(POPMaL1Io, COAep Kalllytocs B pa3jenax 3, 4.

6 CocraB paboueii TPyMITbI U MMOAMCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

Kaprnienko [I. V. — Haua/lbHUK CEKTOPa OT/Zies1a TeXHOJ0THYeCKOM COBMEeCTUMOCTH
JlerlapTamMeHTa pa3sBUTUS TexHoJiornyeckoro corpygaudectsa JBuC OOO «PycbUTex-Actpa»;

[TnotHukoB /1. B. — uH)KeHep OT/e/1a TeXHOIOTUYeCKOW COBMECTUMOCTH JleriapTamMeHTa

pasBuUTUs TexHosornyeckoro corpygHruectsa IBuC OOO «PycbUTex-Actpa».
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IIpunoxenue 1 kK ITporokosy Ne 25733/2024

IlepeyeHb MPOBEPOK COBMeCTUMOCTH "AHanuTHuecKas niargopma Visiology" u

CYB/] "Tantor SE"

Ne

wn HauMeHoBaHue NIPOBEpPKH Pe3ynbTar nnpoBepku
1. | Mangumanusanus coeguHenus ¢ CYB/] "Tantor SE" YcrieriHo

2. | DyHKUMOHA/IIBHOE TeCTUPOBaHUe YcreriHo
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ITpunoxxenue 2 K ITporokony Ne 25733/2024

HHcTpyKiusa no uHTerpanuy "AHanuTuueckas niargopma Visiology™ ¢ CYB]]

"Tantor SE"

1 Hactpotika "AHanutruueckas ratdopma Visiology™:

1.1 BBITIOIHUTH IEUCTBUS:

1.2 Heobxoaumo ycraHoBuTh nakeT "docker.io" u3 cocraBa main-peno3urtopusi Astra Linux:

sudo apt update

sudo apt -y install docker.io

sudo usermod -a -G docker SUSER

bash. rze:

$USER — monb3oBaresis 0T ©MeHU KOTOPOro OyzeT BOCIpPOM3BOAUTLCS paboTa ¢ docker-
KOHTeliHepamy;

1.3 Takke HeobX0AUMO CKayaTh M yCTAaHOBUTHL TakeT "docker-compose" W3 pemno3uTopus
Debian 10 (Buster):

wget https://download.docker.com/linux/debian/dists/buster/pool/stable/amd64/
docker-compose-plugin_2.10.2~debian-buster_amd64.deb && sudo apt install ./docker-
compose-plugin_2.10.2~debian-buster_amd64.deb

1.4 HeobxoapMo c03/1aTh CepBUCHBIE KaTaIor /s pacrakoBku I10 u o6pa3oB docker:

sudo mkdir -p /var/lib/visiology/{scripts,certs}

sudo mkdir -p /var/lib/visiology/v3/dashboard-viewer/customjs

sudo chown -R "$(id -u):$(id -g)" /var/lib/visiology/

mkdir ~/visiology

1.5 Tlocnie co3aaHusi CEPBUCHBIX KaTajoroB HeoOXOAWMO pacriakoBath apxuB c I10 #u
rnopTvpoBaTh 06pa3 B namsTh "docker":

tar -xvf 2.39_3.10.tar -C ~/visiology && docker load < ~/visiology/images/platform-
deployment.tar.gz

1.6 Manee HeoOXOAWMMO 3amyCTUTh KOHTeWHep pa3BEPTKW, [Jis CO3[aHUs CKPHIITOB B
CEepBUCHBIX KaTajorax:

docker run -it --rm -u "$(id -u):$(id -g)" -v /etc/passwd:/etc/passwd:ro -v /var/lib/
visiology:/mnt/volume

cr.yandex/crpelmi33uplrq7coc9d/visiology/release/platformdeployment:2.39_3.10
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5

1.7 Ilocne »3TOro 1mara CTOMT NOpPUCTYNUTH K Hactpovike CYB]/] "Tantor SE" mnepep
ripopopkeHrem, B ciaydae ecm CYB]I "Tantor SE" OGygeT HMCIo/b30BaThCs B KaueCTBe XpaHU/IUIIA
MeTaMOZeJIu.

1.8 TTocne Hactpoiiku CYB]I Tantor SE B KauecTBe XpaHWU/IMII[A METaMO/e/TH HEOOX0JUMO
nobaBuTh "secret’s" B mamaATh "docker swarm". [Isisi 3TOro HeoOXOAWMO BBITIOJIHUTL C/IAYIOLIHe

KOMaH/Ibl:

docker swarm init

echo -n "postgres_visiology root_user" | docker secret create -
visiology3_postgres_visiology=root_user POSTGRES_VISIOLOGY_ROOT_USER -

echo -n "postgres_visiology_root_password" | docker secret create -
visiology3_postgres_visiology=root_password
POSTGRES_VISIOLOGY_ROOT_PASSWORD -

echo -n "postgres_visiology _ds_user" | docker secret create -
visiology3_postgres_visiology=ds_user POSTGRES_VISIOLOGY_DS USER -

echo -n "postgres_visiology ds_password" | docker secret create -
visiology3_postgres_visiology=ds_password POSTGRES_ VISIOLOGY_DS PASSWORD

echo -n "postgres_visiology fe user” | docker secret create -
visiology3_postgres_visiology=fe _user POSTGRES_VISIOLOGY_FE_USER -

echo -n "postgres_visiology fe_ password" | docker secret create -I
visiology3_postgres_visiology=fe_password POSTGRES_VISIOLOGY_FE_PASSWORD -

echo -n "postgres_visiology _dm_user" | docker secret create -
visiology3_postgres_visiology=dm_user POSTGRES_VISIOLOGY_DM_USER -

echo -n "postgres_visiology _dm_password" | docker secret create -I
visiology3 postgres_visiology=dm_password
POSTGRES_VISIOLOGY_DM_PASSWORD -

echo -n "postgres_visiology ws_user" | docker secret create -I
visiology3 postgres_visiology=ws_user POSTGRES_VISIOLOGY_WS_ USER -
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echo -n "postgres_visiology ws_password" | docker secret create -
visiology3_postgres_visiology=ws_password POSTGRES_ VISIOLOGY_WS_PASSWORD

roe:

postgres_visiology db — 6a3a gaHHbIX /151 XpaHeHUA MeTaMoenu;

postgres_visiology_root_user — nosb3oBarenb-snajgeney, scei 6asbl AaHHbIX A5
XpaHeHnss MeTamoenu,

postgres_visiology root_password — naposib nosib3oBarens-snagenbLa scein 6asbl
[aHHbIX 1A XpaHeHUss MeTaMoaesv;

postgres_visiology_(ds|fe|[dm|ws)_user — nonb3oBatenu Ans B3anMOAENCTBUSA C
pas/IMYHbIMN KOMMOHEHTaMu CUCTEMBI,

postgres_visiology (ds|fe|dm|ws)_password — naponu nosnb3oBaTenen Ans
B3aMMOAENCTBUSA C pa3/IMYHbIMN KOMMOHEHTaMW CUCTEMBI;

1.9 Tanee Heobxoaumo oTpegakTHpoBaTh aiin /var/lib/visiology/scripts/v3/defaults.env,
cornacHo Tpebyemoii uHdpactpykrype. Hanpumep anst paboter ¢ CYB/] "Tantor SE" B kauecTBe
XpaHWMIa Mertamozenu rmocse tiapamerpa POSTGRES_PORT=5432 no6aBuTh CiiefyroLue
MapaMeTphbI:

POSTGRES VISIOLOGY_ HOST=<BHelUHWI ip-agpec xocTa>

POSTGRES_VISIOLOGY_PORT=<nopt b/} Tantor>

POSTGRES_VISIOLOGY_DB=postgres_visiology_ db

POSTGRES_VISIOLOGY_DS_SCHEMA=postgres_visiology_ds_schema

POSTGRES _VISIOLOGY_FE_SCHEMA=postgres_visiology fe schema

POSTGRES_VISIOLOGY_DM_SCHEMA=dm

POSTGRES_VISIOLOGY_WS_SCHEMA=postgres_visiology ws_schema

HpI/I YKa3aHHUU CXeM HGOGXO,E[I/IMO CBepATHCA C HaCTpoﬁKaMH CTPYKTYPBI CO3,E[aHHOI>JI 0asbl
AaHHBIX. TaK}Ke, HEOGXO,E[I/IMO YUUTBIBATD, qTo rnepemMeHHas
"POSTGRES_VISIOLOGY_DM_SCHEMA" fomkHa UMeTh CTporoe 3HaueHue "dm".

1.10 Janee HeoOXOAUMO AOTPY3UTh KOMIIOHEHTHI TuiaTdopmbl U moayuuts "HWID" mpu
TOMOIH KOMaH/:

/varllib/visiology/scripts/load_images.sh --version v3 -i /home/u/visiology/images

Ivarl/lib/visiology/scripts/v3/prepare-config.sh

1.11 [Tony4ynTh JIULIEH3UIO COIVIACHO JOKYMEeHTaL|UK.

1.12 Tlocsie monydeHus: JWLEH3UM HeoOXOAMMO 3amyCTUTh I11aT¢OpMy TIpU TIOMOILU

CKDWIITA 3arycKa:
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Ivar/lib/visiology/scripts/run.sh --start v3 -p <ip>

<ip> - HEO6XOAMMO YKa3blBaTb BHELUHWA.

1.13 TTocne ayreHTHduKauuu B BeO-uHTepdetice T1O u co3manus paboueit obmactH, AJs
ucnonb3oBanus CYB]I "Tantor SE" B KauecTBe XpaHW/MIIA JaHHBIX, HEOOXOAUMO CO3/1aTh HabOp
JJaHHBIX COIVIaCHO [JOKYMEHTAl[i{, B KauecTBe MCTOUHHKA JaHHBIX BbIOpaTh MeTof "JDBC" u
yKa3zaTh TiapameTpsl /151 nogkatoueHus K b, Hanpumep:

postgresql://localhost:5432

2 Hactporika CYB/I "Tantor SE™:

2.1 BBINOMHUTB [J€NCTBUS:

2.2 Ycranosutbh CYB/] "Tantor SE" coriacHO JOKyMeHTaLMu

2.3 HeobOxopymo co3path 0a3y [aHHBIX M TIOATOTOBUTH CTPYKTYPY [/ WCTIO/Ib30BaHUS
CYB/[, "Tantor SE" B KauecTBe XpaHWMILa MeTamozenu. B ciydae, eciu 1iaHupyeTcs
ucrionb3oBanve CYB/[] "Tantor SE" To/bKO B KauecTBe XpaHW/MINA [JaHHBIX, ZaJbHEUIyIO
HAaCTPOMKY MOXXHO IIPOIYCTUTH BIUIOTH /10 yHKTA 2.6 JaHHOU UHCTPYKLIUU.

2.4 3anycTuTh YTUIUTY "psql” ¥ BBIMOMHUTEG B Hell cieflytolye KOMaH/bl:

--Co3paém Briajienblia Oyayiieit 6a3bl JaHHBIX

CREATE ROLE "postgres_visiology _db" WITH PASSWORD

'postgres_visiology_root_password’;

-- Co3gaem 6a3y JaHHBIX visiology
CREATE DATABASE "postgres_visiology db";
GRANT ALL ON DATABASE "postgres_visiology_db" TO

"postgres_visiology_root_user";

-- [Tepeknrouaemcst Ha 6a3y AaHHBIX visiology

\c postgres_visiology_db;

-- DS User u cxema

CREATE USER "postgres_visiology_ds_user" WITH PASSWORD
‘postgres_visiology_ds_password’;

GRANT CREATE ON DATABASE "postgres_visiology_db" TO
"postgres_visiology ds_user";

ALTER USER "postgres_visiology_ds_user" WITH NOSUPERUSER;
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CREATE SCHEMA "postgres_visiology ds_schema" AUTHORIZATION
"postgres_visiology ds_user";

CREATE SCHEMA "postgres_visiology ds_schema_hangfire" AUTHORIZATION
"postgres_visiology_ds_user";

ALTER SCHEMA "postgres_visiology ds_schema" OWNER TO
"postgres_visiology ds_user";

ALTER SCHEMA "postgres_visiology_ds_schema_hangfire® OWNER TO
"postgres_visiology_ds_user";

GRANT USAGE ON SCHEMA “postgres visiology ds _schema" TO
"postgres_visiology ds_user";

GRANT USAGE ON SCHEMA "postgres visiology ds_schema_hangfire" TO
"postgres_visiology_ds_user";

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA
"postgres_visiology ds_schema" TO "postgres_visiology ds_user";

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA
"postgres_visiology_ds_schema_hangfire" TO "postgres_visiology ds_user";

ALTER DEFAULT PRIVILEGES IN SCHEMA "postgres visiology ds schema"
GRANT SELECT, INSERT, UPDATE, DELETE ON TABLES TO
"postgres_visiology_ds_user";

ALTER DEFAULT PRIVILEGES IN SCHEMA
"postgres_visiology_ds_schema_hangfire® GRANT SELECT, INSERT, UPDATE, DELETE
ON TABLES TO "postgres_visiology ds_user";

-- FE User u cxema

CREATE USER "postgres_visiology_fe_user" WITH PASSWORD
'‘postgres_visiology fe password’;

GRANT CREATE ON DATABASE "postgres_visiology_db" TO
"postgres_visiology _fe_user";

ALTER USER "postgres_visiology fe_user" WITH NOSUPERUSER,;

CREATE SCHEMA "postgres_visiology fe_schema" AUTHORIZATION
"postgres_visiology_fe_user";

CREATE SCHEMA "postgres_visiology fe_schema_hangfire® AUTHORIZATION

"postgres_visiology fe user";
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9

ALTER SCHEMA "postgres_visiology fe_schema” OWNER TO
"postgres_visiology fe_ user";

ALTER SCHEMA '"postgres_visiology fe_schema_hangfire® OWNER TO
"postgres_visiology _fe_user";

GRANT USAGE ON SCHEMA  "postgres_visiology fe schema” TO
"postgres_visiology fe user";

GRANT USAGE ON SCHEMA "postgres visiology fe schema_hangfire" TO
"postgres_visiology _fe_user";

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA
"postgres_visiology fe_schema" TO "postgres_visiology fe_ user";

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA
"postgres_visiology_fe_schema_hangfire" TO "postgres_visiology_fe_user";

ALTER DEFAULT PRIVILEGES IN SCHEMA "postgres visiology fe schema"
GRANT SELECT, INSERT, UPDATE, DELETE ON TABLES TO
"postgres_visiology_fe_user";

ALTER DEFAULT PRIVILEGES IN SCHEMA
"postgres_visiology fe_schema_hangfire" GRANT SELECT, INSERT, UPDATE, DELETE
ON TABLES TO "postgres_visiology fe user";

-- WS User u cxema

CREATE USER "postgres_visiology _ws_user" WITH PASSWORD
'‘postgres_visiology ws_password’;

GRANT CREATE ON DATABASE "postgres_visiology_db" TO
"postgres_visiology_ws_user";

ALTER USER "postgres_visiology _ws_user" WITH NOSUPERUSER,;

CREATE SCHEMA "postgres_visiology _ws_schema" AUTHORIZATION
"postgres_visiology_ws_user";

CREATE SCHEMA "postgres_visiology _ws_schema_hangfire" AUTHORIZATION
"postgres_visiology_ws_user";

ALTER SCHEMA "postgres_visiology _ws_schema" OWNER TO
"postgres_visiology_ws_user";

ALTER SCHEMA "postgres_visiology_ws_schema_hangfire® OWNER TO

"postgres_visiology_ws_user";
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GRANT USAGE ON SCHEMA "postgres visiology ws schema” TO
"postgres_visiology ws_user";

GRANT USAGE ON SCHEMA "postgres_visiology_ws_schema_hangfire" TO
"postgres_visiology_ws_user";

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA
"postgres_visiology_ws_schema" TO "postgres_visiology ws_user";

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA
"postgres_visiology_ws_schema_hangfire" TO "postgres_visiology ws_user";

ALTER DEFAULT PRIVILEGES IN SCHEMA "postgres_visiology ws_schema"
GRANT SELECT, INSERT, UPDATE, DELETE ON TABLES TO
"postgres_visiology_ws_user";

ALTER DEFAULT PRIVILEGES IN SCHEMA
"postgres_visiology_ws_schema_hangfire® GRANT SELECT, INSERT, UPDATE, DELETE
ON TABLES TO "postgres_visiology ws_user";

roe:

postgres_visiology db — 6a3a gaHHbIX /151 XpaHeHUa MeTaMoenu;

postgres_visiology_root_user — nosb3oBarenb-snajgeney, sceil 6asbl AaHHbIX A5
XpaHeHna meTamoaenu,

postgres_visiology root_password — naposib nosnb3oBarens-snagenoLa scein 6asbl
OaHHbIX ANA XpaHeHua MmeTamonenu;

postgres_visiology_(ds|fe|[dm|ws)_user — nonb3oBatenu Ans B3anMOAENCTBUSA C
pa3/IN4yHbIMU KOMMOHEHTAMWN CUCTEMBI,

postgres_visiology (ds|fe|dm|ws)_password — naponu nosnb3oBaTenein Ans
B3aMMOAENCTBMUA C Pa3/IMYHbIMU KOMNOHEHTaMN CUCTEMBI;

2.5 HeoOxomMo TakXe HAcTpoUTh TapaMmeTphl moakmouennss Kk CYBJl "Tantor SE"
KOH(UIypaLMOHHbIe Gaitnel: /var/lib/postgresql/tantor-ber-16/data/pg_hba.conf "
/var/lib/postgresqgl/tantor-ber-16/data/postgresql.conf. Haripumep:

B daiine postgresql.conf Hatitu mapametp "listen_addresses" u mpuBecTU ero ciegyroIeMy
BUJY:

listen_addresses = "*'

B daiine pg_hba.conf 106aBuTE 3amMch B COOTBETCTBYIOIIUH pa3ziet:

host all all 0.0.0.0/00 md5

HOnst pasperuenus moakaodeHust K CYB/I "Tantor SE" co Bcex agpecos.
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ITpunoxxenue 3 K IIporokony Ne 25733/2024

OnucaHue cTeHja
1. CYB/l "Tantor SE" 3amyiieHHbINM B Cpefie ONepaljMOHHOW CUCTEMbI CIeLaJbHOro
Ha3HaueHus "Astra Linux Special Edition" PYCB.10015-01 (ouepenHoe ob6HoB/ieHue 1.8) Ha sifipe
6.1.90-1 generic.
2. "Anamutuueckas muiatdopMma Visiology" 3amylieHHbBIM B Cpefle OrepaljiOHHOMN
CUCTeMbI CrieliMasbHOro Ha3HaueHus "Astra Linux Special Edition" PYCB.10015-01 (ouepeaHoe

obHoBneHue 1.8) Ha simpe 6.1.90-1 generic.
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ITpunoxxenue 4 K ITporokony Ne 25733/2024

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH
ABuC — nupexnys BHeZIpeHUs U COIIPOBOXKeHUS;
CYB/l — cuctemMa yripaBrieHust 6a3aMu JaHHBIX;
B/l — 6a3a aHHBIX;

10 — mporpammHOe obecrieueHue.
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