CEPTUOUKAT
COBMECTUMOCTWU

N226901/2025

Hacrosawum ceptudukatom 000 «PycBUTex-Actpa» u AO «43A3» noareepxaatoT paboTocnocobHOCTb
KOPPEKTHOCTb COBMECTHOIO PYHKLMOHUPOBAHUA OMepaLMoHHON CUCTEMbI CreLuanbHOro HasHa4yeHus
Astra Linux Special Edition PYCE.10015-01 (ouepegHoe o6HoBneHwue 1.7)

C NporpamMmMHbIM obecneyeHnem

BempSecurity — 1.4.4.2

KoMnaHum AO «43A3»
Ha OCHOBaHWK Pe3yNbTaTOB COBMECTHbIX UCMbITaHUIA,
yKasaHHbIx B npoTokone N226901/2025.

MpoTOKON ABNAETCA HEOTHEMNEMON YacTblo cepTudmKarTa.

(astrANUX) | X | UDMS

12 maqa 2025 ropa

Anekcein Tpy6o4es Fopenoe AnexkcaHgp



ITPOTOKOJI Ne 26901/2025
MpoBeJeHNs UCITbITAaHUI IPOrpaMMHOro odecreueHust «BempSecurity» Bepcun 1.4.4.2, pyHkimo-
HUPYIOIIIEro B cpele mporpaMmMHoro obecreyennss « Wine» Bepcum 9.0, ¥ orrepanyioHHON CUCTEMBI
crenyuajaIbHOro HasHaueHus «Astra Linux Special Edition» PYCB.10015-01 (ouepearoe o6HoBIIe-

Hue 1.7)
r. Mocksa 15 Anpensa 2025
1 Pa6bouas rpyrmira
Pabouast rpymma B cocraBe: PpiGakoBa A. A. — crapliero MHjKeHepa-NporpaMMucTa OTHAesIa

ajanTtanyy IpUIOKeHM nenapramenTa conpoBoxkaenus u cepsuco JIBUC OO0 «PycbBUTex-Actpa»
u Epiosa B.A. — mutagiero-nH>keHepa oTena MpUKIaHbIX MCCAeIOBaHNIA U pa3pabOTKY ernapTaMeH-

Ta pasBUTUS TEeXHOJIOTMYeCKOro COTPYAHUYECTBA IBUC

00O «PycbHTex-Actpa».

2 JlaHHbIe 06 UCIIbITAHUN

2.1 IIpeagmeT ucHbITaHMIA

CocraBwia HacTosumii IIpoTokosn o Tom, uto 8 Ampesns 2025 6N MPOBENEHbI UCIIBITAHNUS MTPO-
rpaMmMHoro obecneuenusi « BempSecurity» Bepcun 1.4.4.2 (nanee — I10), pazpaboranHoro AO «4Y2A3»
dyHKIIMOHMpYIOIIErO B cpese mporpaMMHoro obecreyenust « Wine» Bepcun 9.0, u ornepaiiioHHOM CUCTe-

MbI CIlelaJbHOrO HasHaueHus «Astra Linux Special Edition» PYCB.10015-01 (ouepenHoe o6HOBIIEHME

1.7).
2.2 OOGBEKT UCIIbITaHUI
[TepeueHb KOMITOHEHTOB, MPUMEHSIEMbBIX B IPOLIECCe UCIbITaHUI, OTHOCsIIMXCs K 10, ykasaH B
Tabmuie 1.
Tabmuua 1 — [lepeueHb KOMIIOHEHTOB
Ne KonTponbHas
Onmcanne HaumenoBanmue HUcTounuk
n/n cymma MD5
1 2 3 4
I/IHCTI)YKHI/[H 110 YcTaHoOBKa U yoajieHne nmporpaMmHOIro
; YCTaHOBKE U yhasieHuio | obecreuyenns: « BempSecurity» Bepcumn Cropona
ITO B s1eKTpPOHHOM 1.4.4.2 B cpege «Wine» sBepcuu 9.0 B OC UCIIOJTHUTEJIS
dbopmare Astra Linux




[Tpopomskenue Tabmisl 1

1 2 3 4
@aiut mporpaMmmMHOTO
be656b0331375929 Cropona
MakeTa OUCTpuOyTHBa BempSecurity v1.4.4.2_setup.exe
1o acbdb54079ee6b9f | paspaborumka [1O

2.3 Xon ucribITaHuM

2.3.1 Vcnonb3yemoe 060pynoBaHNue

B xome mcrnbiTanuit 66utn mpoBenenbl mpoBepku [10 ¢ Astra Linux SE 1.7 (mamee — Astra Linux),
YCTaHOBJIEHHOJ Ha aBTOMAaTM3MpPOBAaHHOE pabouee MECTO CO CAEAYIOIIMMM XapaKTEPUCTUKAMM, YKa3aH-

HBIMM B Tabsuiie 2.

Tabmuma 2 — XapaKTepuCcTUKY aBTOMAaTU3MPOBAHHOTO paboyero Mecra

Ne HaumeHoBaHMe IpoM3BOAUTEISI M MOAEIN
n/u| HauMeHOBaHMe OCHOBHOTO KOMIIOHEHTA
OCHOBHOT'O KOMIIOHEHTA
1 LleHTpasbHBIN TTPOLIECCOD Intel Core 19-9900KF LGA1151 v2, 8 x 3.6 GHz
2 Bupeoamamnrep Nvidia Quadro RTX 5000 16 GB
3 OmnepaTrBHOE 3aIIOMMHAIOIIEE YCTPOIICTBO DDR4 32 GB
4 Haxonutenn Patriot Memory P300 1 TB M.2 P300P1TBM28 x2

2.3.2 Cpepna ucrnbITaHUM

B xome coBMeCTHBIX MCHBITaHUIM OBLIM IPOBeNEHbI MpoBepku (yHkumounposanust 110 B cpeme

«Wine» Bepcun 9.0 B Astra Linux — B o6beme, ykazaHHOM B ITpunoskennm Ne 2.
2.3.3 Pemnosutopun
ITepeuensb opuimanbhbix pernosutopueB ALSE, skCITyaTMpOBaBIIMXCS B YIIOMSHYTBIX Cpenax:
* B cpene Astra Linux: base, extended.

HeO(l)I/IL[I/IaJ'[beIQ pPerno3nTopun 0Jid YyKa3aHHbIX Cpell He 3KCITyaTUupPOBaJIMNCh.

2.3.4 3ameuauus



3ameuaHust KpUTnuecku Biausioiye Ha paboty [1O oTCyTCTBYIOT.

2.4 Pe3ynbTaThl UCIIBITAHUN

[TO KOppeKkTHO yCTaHaB/JIMBAeTCs, 3amycKkaeTcs u yaansietcsa B cpeme «Wine» Bepcun 9.0, ycra-

HOBJIeHHOM B Astra Linux, 3arpy>keHHOM C SIIPOM: «generic».

BriBOnBI

[TporpammHoe obGecneuenne «BempSecurity» Bepcum 1.4.4.2, dyHKUMOHMpYIOIlEe B cpene
«Wine» Bepcun 9.0, KOppeKTHO yCTaHABIMBAETCS, 3aITyCKAETCS U YOAJSIETCS U3 COCTaBa OIepalyiOHHOM
CUCTEMOI! cIielpasbHOro HasHaueHus «Astra Linux Special Edition» PYCB.10015-01 (ouepemHoe 06-

HoBJsieHue 1.7) ¢ sapamu, ormcanHbiMu B [Iputoskennm Ne 2.

OO0O «PycbUTex-Actpa»
CTapIMiA MHKeHep-TIPOrPaMMMICT OTAesIa afanTalyum

MIPUJIOSKEHUI IeTlapTaMeHTa COMPOBOKAEHMUS U
cepsucoB JIBUC

(IOMKHOCTD)

— Ppi6akoB A. A.

(bamusmmst, MUHULIMATIBL)




IMIpunoxenne Ne 1

K IIporokomy Ne 26901/2025

IlepeuyeHb MCIIOIb3yEeMBbIX COKPALLIEHUI

«PykoBoactBo nmo KC3 Y. 1» — gokymeHT «OrmnepaiyoHHasi CUCTeMa CITelaabHOrO Ha3HAueHUsT
«Astra Linux Special Edition». PykoBomgctBo o KC3. Yacts 1» PYCB.10015-01 97 01-1;

Astra Linux SE 1.7 — onepaumoHHas cucTeMa clieliMajJbHOro HasHaueHnst «Astra Linux Special
Edition» PYCB.10015-01 (ouepenHoe o6HoBenne 1.7);

IBuC — pupekiiusg BHeIPEHUS U CONPOBOKIECHMS;

ALSE — Astra Linux Special Edition;

KC3 — xomIuiekc cpencTB 3allUThI;

MKII — mMaHgaTHBII KOHTPOJIb 1I€JIOCTHOCTMH;

MP]I, —maHpmaTHOe yIIpaB/IeHMEe TOCTYIIOM;

3IIC — 3amKHyTas IporpaMMHasi cpefia;

OC — omnepauyoHHasi CUCTeMa;

®C — daiuioBas cucrema;

ITO «Wine» — mporpammHoe obecrieuenme « Winey;

ITO — mporpammHoe obecnieuenme «BempSecurity» Bepcun 1.4.4.2.



Taonumna 1 — Ilepeuens npoBepok coBmectTumoct ITO u Astra Linux SE 1.7

ITpunoxxenue Ne 2

K IIpoTokomy Ne 26901/2025

Pesynbrar npoBepku I10 B cpepe «Wine» B OC Astra Linux

Ne
i HaumeHoBaHUe IPOBepPKH 1.7 c appom OC
5.4.0-186-generic | 5.10.216-1-generic | 5.15.0-111-generic |6.1.90-1-generic

1 |YcranoBka «Wine» YcnemHo YcnentHo YcnentHo YcrerHo

2 | YcranoBka I1O B cpese «Wine» YcriewmnHo YcriewHo YcrentHo YcrieliHo

3 | 3amyck, ocranoB BbinoHeHus [10 B cpefe «Wine» YcnemrHo YcneurHo YcneurHo YcnemHo
3amyck IT1O B cpepe «Wine» B yCJIOBHAX HU3KOT0 YPOBHSA 1eJI0CTHOCTH MexaHu3sMa MK

4 o Cy pen y yp n I YcnewHo YcneurHo YcneurHo YcnemHo
3anyck I1O B cpefie «Wine» B yC/I0OBUAX HEHY/IEBOT0 YPOBHSI KOH(PH/JeHIHA/THHOCTH

5 y PeA y y yp (upeny He nmpoBopgunace |He nipoBogunace |He nipoBogunace |He nipoBogusiack
mexaHnusma MP]] OC

6 | JKcmiyaTauusa MHHHMA/IBLHON 0a30Boi# ¢ynkuuonaasHocT I10 B cpee «Wine» YcrelHo YcreriHo YcrerHo YcnenHo

7 |3anyck I1O B ycroBusx BK/touenHoro mexanusma 311C OC He npoeogunocs |He mpoogunock | He mpoBoguiock | He mpoBoauiocsk

8 | OrcyrcTBUe HapymeHu#d TpedoBaHui mogpasgena 17.3 «PykoBogcreo mo KC3 4. 1» YcnewHo YcnewmHo YcnewmHo YcnewmHo
CootrBercrBre 00bekToB @C OC guctpudyruBy OC npu s3xcityaranuu I1O B cpese

9 . AUCTPHDYTHERY P yarad pe YcneurHo YcneurHo YcneurHo YcnemHo
«Wine»

10 | Ypanenue IO u ero KOMIOHEHTOB B cpejie «Wine» YcrielHo YcrelHo YcneurHo YcnenHo

11 | Ypanenue «Wine» YcrelHo YcrelHo YcrelHo YcrnelHo

12 | OrcyTcTBHe HapyLieHu# TpeboBaHuii mogpasaena 17.2 «PykoBoacrso mo KC3 4. 1» YcrnerHo YcrentHo YcnentHo YcnewHo




ITpunoxkenue Ne 3
K IIpoTokony Ne 26901/2025

VcraHoBKa nporpaMMHOro ooecrneueHusi «BempSecurity» Bepcun 1.4.4.2 B cpene « Wine» Bep-

cun 9.0 B OC Astra Linux 1.7

IlaHHast MTHCTPYKLMS TIPEeIoJIaraeT, 4yTo:

1. Ha 1iesieBoM KOMITbIOTEPE TIPUCYTCTBYET MHTEPHET-COEIMHEHNE;

2. Ha neneBoM KOMITbIOTEpE YCTAaHOBJIEHBI CIeAyIONIMe MaKeThl: ia32-1libs, winetricks, wine,
zenity, winbind,

3. Ha 1es1eBoM KOMITbIOTEPE TTOIK/TFOUEHBI PEITO3UTOPUM C TIaKeTaMM COOTBETCTBYIOIIME Bep-
cum OC;

4. Bce HeobxonuMble IJ151 YCTAHOBKM ITPOrpaMMHOro obecrieuennsi « BempSecurity» Bepcun
1.4.4.2 (Oanee - I10) daitbl 3arpyskeHbI ¥ PacIionaraloTcs B KaTajore «3arpysku» 1eaeBo-
rO KOMITbIOTEPA;

5. Tlonb3oBareib, BHITOIHSIOINI YCTAHOBKY, SIBJISIETCSI aMUHUCTPATOPOM.

6. BHUMAHUE! I1pu konupoBanuy KoMaH[ 13 MHCTpYKIuu B popmare PDF cienure 3a nx
1IeJIOCTHOCTBIO. Ec/ IyTMHHbBIE KOMaH/IbI COIePsKaT MEPEHOC CTPOK, TO IIPEABAPUTETBLHO OT-

pemakTUPYITe UX B TEKCTOBOM peaKTope IJIs1 TPUBEIEeHNS K OMHOM CIUIOIIHOV CTPOKE.

[L1s1 BBITIOTHEHMST YCTAaHOBKY TpebOyeTcs: 3apaHee 3arpy3uTh U ITepeHeCTy Ha 11eJIeBO KOMITbIOTep B
Manky «3arpysku» cjenyroiye Ganbl:

* Apxus cIIO.

e Ckpunr ycra"HoBku I1O: install_bs_astra.sh.

*  Ckpunr yganenus [1O: unstall_bs_astra.sh.

Ccpinka Ha dansl: https://disk.astralinux.ru/s/NzEDdi207Wsy2Nt

1. VYcranoska I10:
B coorBercTBMM € HacTosen nHCTpyKIMen [10 GyneT ycTaHOB/IEH B OTAEIbHBIN TTpeduKC.
Wcnonb3oBaHme OTAeIbHBIX MPe(pMKCOB MO3BOJISIET U30e3KaTh BAMSHIE IPYTUX IMPOrpaMM U
MX HaCTpOeK mpeduKca Ha 3aIyCcK ApyT Apyra. VIHbIMY cJIOBaMM - U3OJISIVS CPe[l 3aITycKa.
Inst ycranoBku [1O He0OGXOAMMO BBITTOJTHUTD CIEAYIOIIME KOMaHIbl B «TepmuHasie fly»:
a) CHATb GJOKMPOBKY «ptrace» mjsl KOppeKkTHoro 3amycka I[10:

sudo astra-ptrace-lock disable


https://disk.astralinux.ru/s/NzEDdi2o7Wsy2Nt

sudo reboot
b) Ilepeiitit B manky «3arpysku»:
cd ~/3arpyzku
¢) BrimonHuTh ycTaHOBOUHBINM CKpUNT «install _bs_astra.sh»:
BHUMAHMUE: ITpu nepBom 3armycke, wine 3ampocuT ycTaHOBKYy « Wine-mono» - OTMeHUTb.

sh install bs_astra.sh

2. Vmanenwme I1O:
s koppektHoro yaanenust [10, TpeGyeTcs BBIMOJIHUATD CJIEAYIOIIME KOMaH/IbI B
«tepmuHae fly»:
a) IlepenTu B manky «3arpyskm»:
cd ~/3arpy3ku
b) Bemomauth ckpunt ynaneHus «uninstall_bs_astra.sh»:
sh uninstall_bs_astra.sh

Bri6pats myHKT « Ygamutb BempSecurity»



