CEPTUOUKAT
COBMECTMMOCTMU

Ne 27295/2025
Hactosuwmm ceptmmkatom OO0 «PycBUTex-AcTtpa» noarBepXaaeT COBMECTMMOCTb
1 paboTOCroCOBHOCTL OMEPaLIOHHON CUCTEMbI CMELMasIbHOMO Ha3HaYeHs
Astra Linux Special Edition PYCBE.10015-01 (o4epeaHoe obHoBieHne 1.7)

C nporpaMMHbIM obecreyeHvem

SILA Union-1.13

koMmmnaHum OO0 «CUJIA FOHVOH»
Ha OCHOBaHWM Pe3yIbTaTOB COBMECTHbIX UCMbITaHMNA,
yKa3aHHbIX B MpoTokosie Ne 27295/2025.
MpoToKoN ABNSETCA HEOTHEMJIEMON HacCTbio cepTUmKaTa.

(ASTRAﬁLINUX@] X

\. J \.

28 mapTta 2025 roga

1 CepB1COB
000 «PycbUTex-Ac

Anekceu Tpyb6oues



ITPOTOKOJI Ne 27295/2025
MPOBe/[eHUsI COBMECTHBIX HCIIBITAHUH MporpaMMHoro odecrneuenus «SILA Union» Bepcuun
1.13.0.3 1 onepalnMOHHON CUCTEeMbI CllelUa/IbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe ooHOB/IeHUe 1.7)
. Mocksa 19.01.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacrosiiijeM rmipoTokosie 3adukcupoBaH ¢akt rpoBefeHusi 19.01.2025 coBMeCTHBIX
UCTIbITaHUN TIporpamMMHoro obecrieuennss «SILA  Union» Bepcuu 1.13.0.3 (manmee — TI10),
paspaboranHoro OO0 «CUJIA FOHMOH», 1 oreparjioHHOM CUCTeMBI CITel[dabHOr0 Ha3HaueHHs
«Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe oGHOBneHue 1.7) ¢ yCTaHOBIEHHBIM
orepaTBHbIM 00HOB/IeHWeM Oe3omacHocT BIOJIJTETEHB Ne 2024-0830SE17 (omepaTtuBHOE
obHoesenue 1.7.6) (manee — Astra Linux SE 1.7.6), pa3paboranHoit OOO «PycbWTex-Actpa».

2 OOBEKT UCTIBITaHUM

2.1 IlepeueHb KOMIIOHEHTOB, JKCIUIyaTUPOBABLIUXCA B XOJAe T[IPOBeJEeHUs [aHHBIX

UCTIBbITaHUH, OTHOCsuxcs K [10, mpencrasiex B Tabsurie 1.

Tabmuria 1 — ITepeueHb KOMITIOHEHTOB, OTHOCSIIUXCA K [10

Omnucanue HanmenoBanue MD5 Ncrounuk

®aiis1 TpOorpaMMHOT0 ad5d07ddc5325222fbad283

bpm-backend.jar Cropona pa3paboruvika I10
nakera guctpubytusa I[10 669178fc0
®aiin NporpaMMHOro €c266019a0ec9534e988d5fa

bpm-script-engine.jar CropoHa pa3paboruvika I10
nakeTa auctpubyTrea I10 ee84e81e
datiin IporpaMMHOro a0559788a28ad468b03bdb8

bpm-image.jar Cropona pa3paborurika [10
naketa quctpubytusa 10 9b8e92b5¢

3 Xo/ UCbITaHUH

3.1 B xoie npoBefieHHs1 HACTOSIIUX MCITBITAHUN ObUTH BBITIO/IHEHBI IPOBEPKU KOPPEKTHOCTH
dynkimonrpoBanus [10 B cpege Astra Linux SE 1.7.6 B o0beMe, yka3aHHOM B IIpunoxenuu 1.

3.2 [lepeueHb UCTIO/Ib3yeMbIX PeIlO3UTOpHeB IpuBeeH B IIpunoykeHuu 2.

3.3 o nndopmaru ot paspaborurka 1O He momep>KUBaeT paboOTy C aKTUBHBIM PEKUMOM

3IIC. VcnbITaHus IPOBOAWINUCH ITPY OTK/IFOUeHHOM pexxume 3I1C.



3.4 TIpoBepka KOppeKTHOCTH (QyHKUHMOHUpPOBaHUs [IO B yCI0BUSX HEHY/IE€BOTO YPOBHS
KOH(U/IeH[MaTbHOCTH MeXaHM3Ma MaH/IaTHOTO pa3rpaHuyeHus gocryna (ganee — MP]) yka3aHHbIX
cpel He TIPOBOAWIACH 0 MpUUMHE OTCYyTCTBUS mnoafepxku [IO  cooTBeTCTByrOLLEH
¢dyukmonanpHoct OC. VHpopManys 06 OTCYTCTBUM YIIOMSIHYTOM TOAJePXXKM Obia 3asiBjieHa
cTopoHoii paspaborurka I10.

3.51Ipu ycraHoBKke W 3kKcryaraiuu [0 BHOCATCA W3MeHeHMsI B CYILeCTBYHOLLIMe
KOHpUrypauvoHHble (alibl  poTaluu  >KypHa/ioB  «/etc/logrotate.d/*», uTo BAUsieT Ha
(YHKIIMOHMPOBaHKE MeXaHW3Ma 3alUThl «PerucTparus coObITHii 6e30MmacHOCTHY.

3.6 [Ipu ycraHoBke M 3kciutyatanuu [1O BHOCATCA M3MeHeHHSI B KOH(UrypalLOHHbIE
(aiinel mapameTpoB sifipa «/etc/sysctl.d/*», uro orpaHWuMBaeT (PYHKIMOHUpPOBaHWE MeXaHH3Ma
3al[UTHI «3allnuTa pa».

4 Pe3ynbTaThl UCTIBITAHUM

4.1 T1O KoppekTHO (QyHKLMOHUpYeT B cpefe Astra Linux SE 1.7.6.

5 BriBOj,

5.1 1O u onepaloHHasl CUCTeMa CIleL[MalbHOro HasHaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOB/eHWe 1.7) COBMeCTWMBI, TIPUHHUMas BO BHUMaHUE
rH(pOpMaLHIO, CoAep Kallytocs B pa3zenax 3, 4 u [Ipunoykenum 2.

6 CocraB paboueii TPYIIITLI U TTOJITUCH CTOPOH

6.1 laHHBII IPOTOKOJI COCTaB/IeH yUaCTHUKaMHU paboueld TpyTIIibL:

Ocunos U.B. — cucremusiii apxutektop OO0 «CHJIA FOHNOH»;

000 «CUJIA OHNOH»

CHUCTeMHBIN APXUTEKTOD

(ZO/DKHOCTB)

OcurioB 1.B.

(TIoATIHCB) (hammnust, MHULAATTBD)



VICTUS
Штамп


ITpunoxenue 1 K Ilporokosy Ne 27295/2025

Ilepeuens npoBepok coBmecTumocTH I10 u Astra Linux SE 1.7.6

No, HaunmeHoBaHue NpoBepKH Pe3ynbrar npoBepku I1O u Astra Linux SE
n/n 1.7.6 c sgpom OC
6.1.90-1-generic

1 | Ycranoska I1O YcrerHo

2 | Okcrunyarauuys I10 YcrerHo

3 | Ynanenue I10 YcnemHo

4 | TpeboBanus 6e3onacHocT ALSE YcrerHo

5 | Mexanu3sm 6e3omnacHocTu 3I1C Heycnemno

6 | Mexanusm 6e3onacHoctu MKL] YcrerHo

7 | Mexanu3sm Ge3onacHoctd MPIT He nipoBogunace




IIpunoxxenue 2 K ITporokosy Ne 27295/2025

MHcTpykiusa no ycraHoBke M yaasenuo I1O B cpege Astra Linux SE 1.7.6

1 Vicionb3yeMblie pero3uTopyu:

B Astra Linux SE 1.7.6:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-base/ 1.7_x86-64
main contrib non-free

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-update/ 1.7_x86-64
main contrib non-free

2 Ycranoska I10:

2.1 BBITIOJIHUTH CUCTEMHbIE KOMaH/Ibl, IeCTBUSI:

[Tepes TecTMpoBaHUEM ObIM 3arpy’KeHbI jar-haibr:

sudo mkdir /opt/SilaUnion/

sudo wget https://nexus.silaunion.ru/repository/maven-releases/ru/nextconsulting/

bpm/bpm-backend/1.13.0.3/bpm-backend-1.13.0.3.jar -O /opt/SilaUnion/

sudo wget https://nexus.silaunion.ru/repository/maven-releases/ru/nextconsulting/

bpm/bpm-image/1.13.0.3/bpm-image-1.13.0.3.jar -O /opt/SilaUnion/

sudo wget https://nexus.silaunion.ru/repository/maven-releases/ru/nextconsulting/

bpm/bpm-script-engine/1.13.0.3/bpm-script-engine-1.13.0.3.jar -O /opt/SilaUnion/

YcTaHOBKa HeOOXOAMMBIX ITaKeTOB:

sudo apt install openjdk-11-jdk postgresqgl unzip libxkbcommonO libgbm1 chromium

Hacrpoiika PostgreSQL:

Su postgres

CREATE DATABASE root;

CREATE USER root WITH password ‘root’;

ALTER DATABASE root OWNER TO root;

GRANT ALL PRIVILEGES ON DATABASE root TO root;

usermod -a -G shadow postgres



5

setfacl -d -m u:postgres:r /etc/parsec/macdbsetfacl -R -m u:postgres:r
/etc/parsec/macdb

setfacl -m u:postgres:rx /etc/parsec/macdbsetfacl -d -m u:postgres:r
/etc/parsec/capdb

setfacl -R -m u:postgres:r /etc/parsec/capdbsetfacl -m u:postgres:rx

letc/parsec/capdb

Kpome 3T0ro, B (haitne "/etc/parsec/mswitch.conf" nmapametpy "zero_if_notfound"
yCTaHOBUTH 3HaueHue "yes".

sudo systemctl restart postgresq|l

Cospnanue systemd-IOHUTOB:

sudo tee -a /etc/systemd/system/bpm-backend.service <<"EOF"

[Unit]

Description=BPM Backend

StartLimitintervalSec=0

ExecStartPre=/bin/sleep 30

After=postgresql.service

Requires=postgresql.service

[Service]

WorkingDirectory=/opt/SilaUnion

Type=simple

Restart=always

RestartSec=1

User=root

EnvironmentFile=/opt/SilaUnion/env

ExecStart=/usr/bin/java -jar /opt/SilaUnion/bpm-backend.jar --APP_DB_HOST="$
{APP_DB_HOST}" --APP_DB_PORT="${APP_DB_PORT}" --APP_DB_NAME="$
{APP_DB_NAME}" --APP_DB_USER="${APP_DB_USER}" --APP_DB_PASS="$
{APP_DB_PASS}"

[Install]

WantedBy=multi-user.target

EOF



6

sudo tee -a /etc/systemd/system/bpm-script-engine.service <<"EOF"
[Unit]

Description=BPM Script Engine

StartLimitintervalSec=0

[Service]

WorkingDirectory=/opt/SilaUnion

Type=simple

Restart=always

RestartSec=1

User=root

ExecStart=/usr/bin/java -jar /opt/SilaUnion/bpm-script-engine.jar
[Install]

WantedBy=multi-user.target

EOF

sudo tee -a /etc/systemd/system/bpm-image.service <<"EOF"
[Unit]

Description=BPM Image Service

StartLimitintervalSec=0

[Service]

WorkingDirectory=/opt/SilaUnion

Type=simple

Restart=always

RestartSec=1

User=root
Environment="PLAYWRIGHT_SKIP_BROWSER_DOWNLOAD=1"
EnvironmentFile=/opt/SilaUnion/env

ExecStart=/usr/bin/java -Djava.io.tmpdir=/opt/SilaUnion/image-temp/ -jar

/opt/SilaUnion/bpm-image.jar --IMG_MAKER=playwright --
IMG_PLAYWRIGHT_BROWSER_NAME=chromium --
IMG_PLAYWRIGHT_BROWSER_PATH="${IMG_PLAYWRIGHT_BROWSER_PATH}" --
IMG_HEADLESS=true

[Install]

WantedBy=multi-user.target



EOF

Co3panue env-gaiina:

sudo tee -a /opt/SilaUnion/env <<EOF
APP_DB_HOST=127.0.0.1

APP_DB_PORT=5432

APP_DB_NAME-=root

APP_DB_USER-=root

APP_DB_PASS=root

IMG_PLAYWRIGHT _BROWSER_PATH=/usr/bin/chromium
EOF

CO3,E[aHI/I€‘ HEO6XO,E[I/IMBIX KaTaJIOroB 1 3dllyCK CEPBHUCOB:

sudo mkdir -p /opt/SilaUnion/image-temp/

sudo systemctl daemon-reload

sudo systemctl enable bpm-backend bpm-script-engine bpm-image
sudo systemctl start bpm-backend bpm-script-engine bpm-image

3 Ynanenue I10:

3.1 BBINOHUTL CUCTEMHBIE KOMaH/bl, I€MCTBUS:

sudo systemctl stop bpm-backend bpm-script-engine bpm-image
sudo rm /etc/systemd/system/bpm-*

sudo systemctl daemon-reload

sudo rm -rf /opt/SilaUnion/

sudo apt remove openjdk-11-jdk postgresgl unzip libxkbcommonO libgbm1

chromium -y



ITpunoxxenue 3 K ITporokosy Ne 27295/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

Astra Linux SE 1.7.6 — onepaljMoHHasi CUCTeMa CIieLiMaJbHOrO Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepeznHoe oOHOBNeHMe 1.7) ¢ yCTaHOB/EHHBIM OIEPATHBHLIM
obHoBnenueM 6e3omnacHoctu BIOJIJIETEHD Ne 2024-0830SE17 (oriepatuBHOe 06HOB/IeHue 1.7.6)

3IIC — 3aMKHyTas [IporpaMMHas Cpefia;

KC3 — KoMI/1eKC Cpe/iCTB 3alUThl;

MKII — MaHJaTHBINA KOHTPO/b 11€/I0CTHOCTH;

MP/I — MmaHzaTHOe yIipaB/ieHUe JOCTYIIOM;

OC — onepanjoHHas CUCTeMa;

«PykoBogctBo o KC3. Y. 1» — gokyment PYCB.10015-01 97 01-1 «OnepaioHHas
cucTeMa Crielia/ibHOro Ha3HaueHHus1 «Astra Linux Special Edition». PykoBogcteo o KC3. YacTh
1»;

1O — ucnbITEIBaeMOe MporpaMMHOe 0becrieueHue;

1O — nporpammHoe o6ecrieyenre «SILA Union» Bepcuu 1.13.0.3.



