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MMPOTOKOJI Ne 30432/2025
NpoBe/ieH|sl COBMECTHBIX HCIBITAHUI POrpaMMHOro obecnieuenus " C-Teppa I'CY" Bepcun
5.0 ¥ oIepaLOHHOI CHCTeMBI ClielHaJILHOro HasHaueHust " Astra Linux Special Edition"
PYCB.10015-01 (ouepeauoe ooHoBIeHUe 1.7)
r. Mocksa 10.09.2025

1 IIpegMeT KCIIBITaHUI

1.1 B HacTosieM NpoTOKo/e 3adUKCUpPOBaH (akT IPOBeJieHHs COBMECTHBIX HCIIbITAHUN B
neprog, ¢ 09.09.2025 mo 10.09.2025 mporpammuoro obecreuenusi "C-Teppa I'CY" Bepcim 5.0
(namee — TI0), paspaboranHoro OOO "C-Teppa CuDclIu", ¥ OIepaLOHHOH CHCTeMBI
CrieLfaIbHOro HasHaueHus "Astra Linux Special Edition" PYCB.10015-01 (ouepezHoe obHOB/IEHKE
1.7) C yCTaHOBJIEHHBIM OIlepaTUBHEIM OOHOBJ/IEHHEM GesonacHoctrt BIOJIJIETEHD Ne 2022-
1110SE17 (oneparuBHoe oGHOB/eHue 1.7.3) (fanee — Astra Linux SE 1.7.3), paspaborannoii OO0
"PycbUTex-Actpa”.

2 O6GBeKT UCTIBITAHUIH

2.1 Iepeuens KomroHeHTOB I1O, 3KCIUTyaTUPOBABIIMXCS B XOZI€ TIPOBE/EHUA HCITbITaHU,
npeacrae/eH B Tabmure 1.

Tabmiua 1 — IuctpubyTus 1 gokymenranust 110

. CchbuIKa Ha IKCIUTyaTalHOHHY 0
Hawnmenosanue (aiina Konrpossaas cymma (MD5)
AOKYMEHTALMIO

upjava_17.0.13_amd64.deb €6874002333b38538fcd7c276aaed390

vpnupagents-legacy.deb ebfefeb2277b3597d0cf22c657de434f

https://doc.s-terra.ru/rh_output/
upcnsj_5.0.25879_amd64.deb 384ab79e7da8d431d2c6d3d10aa6a695 '
updigsig_5.0.25879.deb pe————— UL LD Sy

vpnupagents_5.0.25879.deb ffab3a84d4bioachff25a96c7dbaa207 | Teppa_I'CY._Bepcus_5.0.htm

vpnupserver_5.0.25879_amd64.t
gz

3db690594aad0a72bd22bb609fa68df0

3 Xog, UCTbITaHUN

3.1 B xofje TpoBe/ieHUs] HACTOSIIUX HCTILITAHUH 6buM BhITOIHEHE! rpoBepky I10 B cpeze
Astra Linux SE 1.7.3 B o6beme, ykazauHoM B ITpuoxkenuy 1.

3.2 [lepeueHb HUCTIO/b3yEMBIX PETIO3UTOPHEB NpKBe/ieH B IIpH/IoKeH H 2

3.3 IpefocTaB/eHHbIH Ha UCIIbITaHUA muictpubyTus TIO CofepKUT 3/eKTPOHHYIO LH(POBYIO

TIOZTIUCE 1Sl (YHKLIOHKPOBAHUS B Cpefle OIlepaLOHHO CHCTEMbI C aKTUBHBIM pesxkiMom 3I1C.



2

3.4 TTIposepka KoppekTHOCTH (hyHKIpoHUpoBanwst I10 ¢ ypoBHeM KoHGbUAeHMaIbHOCTH 1-3
MeXaHM3Ma MaHZJATHOrO pa3rpaHydyeHrsl AOCTYIla He IIPOBOJW/IACH IO TPHUYKMHE OTCYTCTBHUS
nogzepkku I1O  coorsercryromedn  ¢yukuyuonansuoctt OC. Wudopmanuysi 06 oTCyTCTBUM
YIIOMSIHY TOH MOA/iep’KKY Oblla 3asiB/ieHa CTOpPOHOM pa3paborurika I10.

3.5 [Ipu ycranoske u sxcrutyaraumn 10 He Bbmonsstorca ycnosus PKC3 m. 17.3.1.4.
BHocsiTcs n3MeHeHus: B Gubnuorexku PAM-cijeHapueB, UTO CHIDKAET YCTAaHOBJEHHBIN ypOBEHb
Jl0Bepusi K pe3y/ibTataM UieHTHuKauu u ayreHTudukauuu. [ogpobuee B PKC3 paspen 2.
OTHOCUTENBHO 3Ta/IOHHOM (ycTaHaBmuBaeMoil B OC) koHurypaumu mozyias PAM vsftpd caenaHsl
M3MeHEeHUs], KOTOpble UMEIOT CBOeH Lie/IbIo Criefylolee:

- poctyn no nportokony FTP oTkpeiBaeTcs A/ BHELIHWX KMMEHOBaHHBIX I10/1b30BaTeseH,
MMeHa U Tapo/iM KOTOPBIX ycraHaBnuBaioTcsi npoaykrom C-Teppa I'CY, a ayteHTuduMKanys
peanusyetcst BcTpoeHHbIM B OC Mmogysiem pam_userdb.so;

- BCe BHEIHME MMeHOBaHHbIe I0JIb30BaTe/ oTobpakaroTcs cpejcrBamu cepsuca vsftpd B
yuétHy!o 3arck OC upagent, He UMEIOIIYIO aAMUHUCTPATUBHLIX [1PaB;

- o01Iast poAuTe/hCKasl JUPEKTOPUSL [/l XpaHeHUsl BBITPYKaeMbIX U 3arpykaeMbIX (aiios
co3zmaérest u obenyxusaercss npopykrom C-Teppa I'CY, uMm ke mozep>kuBaerca 0asa JaHHBIX
BHEIIHUX MMEHOBAHHLIX Iosb3oBareeii FTP, cormacHo Kotopoit cepsuc vsftpd pasrpaHuunBaer
mpaBa JOCTyna K WHAWBHUAYAlIbHBIM IOAAMPEKTOPUAM MeXZAy BHEIIHMMH WMEHOBaHHBIMU
I10/1b30BaTe/ISIMY;

- JIOTIOJIHUTeNbHOe TpuMeHeHue BcTpoeHHbIX' B OC cpeAcTB pasrpaHUYeHHsl JOCTyIa B
OTHOLIEeHUH I1o/1b30Bareseli FTP HellenecoobpasHo;

- IpyTHe MoJ/ib30BaTe/ He UMeIoT A0CTyma 110 npotokony FTP.

OKCIlepTHasi OLeHKa HapylleHuss TpeOoBaHuii mopmyHkra 17.3.1.4 Oblia JaHa, JaHHad
KOH(UTypaLst NpU3HaHa B JOCTATOUHOMH CTerleHH Oe3omacHoH, 4Tobbl cunTaTsh npoussogumoe ITK
C-Teppa I'CY BHeceHMe M3MeHeHUI B Karasor /etc/pam.d He CHMKAIOIIMM YDOBEHb JOBEpUs K
pe3y/bTaTaM HeHTA(HUKALUK U ayTeHTH(UKALAY, U He TIPOTUBOPeYall[UM YCIOBUSIM NpHUMeHeHNs
1O, npuBeieHHBIMU B KCITUTyaTaluoHHOU gokyMeHTauu OC Astra Linux.

3.6 BeimosiHeHue TpeboBaHMS MMOAINYHKTa 17.2.4.4 TPaHC/IMPOBAHO B 3KCILTyaTalMOHHYIO
JokyMenTauuio I10.

3.7 Ipu ycTaHOBKe ¥ 3KCcIuryararyy [10 BHOCATCS M3MeHeHUs B KOH(UIYPalMOHHbIA (aii
rapaMeTpoB siipa, YTO OrpaHHUuKBaeT (YHKIMOHUPOBAaHME MeXaHHW3Ma 3aliuThl "3aiura sjpa’.
[TozxpobHee B PKC3 pasgen 9.4 u MP 1. 2.5.

3.8 TecTHpoBaHye POBOAUIOCH TOJLKO Ha sizipe 5.15.0-33-hardened.



4 BriBop,

4.1 "C-Teppa I'CY" Bepcun 5.0 (yHKIMOHUMDYeT B cpefle OIepaLiOHHON CHCTEMBI
CIIeL{ria/IbHOTO HasHaueHMs1 "Astra Linux Special Edition" PYCB.10015-01 (ouepenHoe o6HOB/IeHHE
1.7) ypoBeHb 3alljUIIIeHHOCTH "YCH/IeHHBIM" U MPU3HaHO COBMECTHMbIM, TIPUHVMAsl BO BHUMaHHUe
VH(pOopMaLMIo, CoflepXKalllytocs B paszerie 3.

5 Cocra paboueii rpymrbl ¥ OAMMCH CTOPOH

5.1 JTaHHEI# IIPOTOKO/I COCTABJIeH YUaCTHUKaMU paboueli FpymIisL:

Hwos E.[l. - pyKoBoAUTe/Ib IPYIIIIbI TECTUPOBAHMS CUCTEM YIIPaB/IeHUS

deguenko A. A. — 3aMecTUTe/b TexHuuyeckoro aupekropa no CK3M u ceprudukanmy,
00O "C-Teppa CudcIIu".

®eaueHKo A. A.

{Pasivmis, HHEIHATS)




IIpunoxenne 1 x IIporoxkosy Ne 30432/2025

Ilepeuens nposepok coemectumoctu IT1O u Astra Linux SE 1.7.3

Tabmuria 1.1 - Pesynrsrars! nposepok 10

Bepcus sipep Craryc Mexanu3MoB 0e3011acHOCTH
ITepeuens npoBepok
5.15.0-33-hardened 311C MKIJ, MP]

Ycranoska ITO YcnewHo AKTHBEH
Ixcrunyarauus 110 YeneiHo AKTHBeH
Ynanenue I10O Yeneuno AxTHBEH AKTHBEH AKTHBEH
Sxcrtyarauus [10. YposeHb

He nposoaunace He nposoannacek
KOHOUAeHIHaIbHOCTH 1-3




ITpunoxenue 2 K ITporokosy Ne 30432/2025

VIHCTPYKLMSI 110 yCTaHOBKe U yaanenuio I10
1 Vcrionb3yemsle periosuropuu B Astra Linux SE 1.7.3:
 deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.3/repository-base/ 1.7_x86-64
main contrib non-free
2 Ycranoska I10:
2.1 BeimosHuTs: ./setup.sh --autoset-deps
3 Ynanenue I10:

3.1 BenosHuTe: /unsetup.sh



Ipunoxenue 3 K IIporokosy Ne 30432/2025

ITepeuenb MCNO/IB3yeMbIX COKpPAIeHU

Astra Linux SE 1.7.3 - orepaloHHas cucTeMa CIeLMaJbHOr0 HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepearoe o6Homnmenue 1.7) ¢ yCTaHOB/IEHHLIM OIEPATHBHEIM
o6HoEBenreM GesonacHocty BIOJJIETEHD Ne 2022-1110SE17 (oneparusHoe o6HoseHue 1.7.3);

PKC3 - [IOKyMEHT K3 COCTaBa 3KCIUIyaTaldOHHOM JOKyMEeHTaLn Astra Linux SE 1.7.3,
PykoBogcTso o KC3. Yacts 1;

KC3 - KoMIuiekc CpejCTB 3alliUThI;

OC - onepanjoOHHas CHUCTeMa,

3I1C - 3aMKHyTas NporpaMmMHas cpeja;

MKII - MaHaTHBIA KOHTPOJIb L[@/I0CTHOCTH;

MP]I - MaHzaTHOe yIIpaB/ieHue JOCTYIIOM;

I1O - nporpammHoe oGecrieveHne "C-Teppa 'CY" Bepcui 5.0.



