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IMTPOTOKOJI Ne 31476/2025
NPOBe/[eHUsI COBMECTHBIX MCIIBITAHUH MPOrpaMMHoOro odecrneuenus "IleHTp ceprudukaron
pocryna Aladdin Enterprise Certificate Authority Certified Edition" Bepcuu 2.2 u
ornepanroHHON CHCTeMbI CrieljMa/IbHOro HasHaueHus " Astra Linux Special Edition™
PYCB.10015-01 (ouepegHoe ooHOB/IeHHe 1.7)
r. Mocksa 16.12.2025

1 Ilpegmet mcrnibITaHUM

1.1 B Hacrosiiiem MpoTOKoJie 3apMKCHUPOBaH (PaKT MpOBefieHUsI COBMECTHBIX MCIbITaHUN B
niepuoz ¢ 09.12.2025 o 16.12.2025 nporpammHoro obecrieuenust "LieHTp cepTudHKaTOB AOCTyMA
Aladdin Enterprise Certificate Authority Certified Edition" Bepcun 2.2 (manee — II10O),
pa3paboranHoro AO "Anagavu P.JI.", 1 orepaijuoHHONM CUCTEMBbI CIIel[HaIbHOTO Ha3HaueHus "Astra
Linux Special Edition" PYCB.10015-01 (ouepenHoe o60HOB/eHHe 1.7) C yCTaHOB/IEHHBIM
orepaTuBHbIM 0OHOB/eHHeM 6e3omacHoct BIOJ/IJIETEHB Ne 2025-0923SE17 (omepaTHBHOE
obnoBnenue 1.7.8) (nanee — Astra Linux SE 1.7.8), paspaborannroit OOO "PycBUTex-Actpa".

2 OOBEKT UCTIBITaHUH

2.1 Iepeuenb kKomrioHeHTOB [10, 3KCTIyaTMPOBABILIMXCS B XOfe TPOBEeEeHUs] UCIbITaHWH,
nipefcTaByieH B Tabmuiie 1.

Tabmura 1 — Juctpubytus u qokymeHTarus [10

CchUIKA HA IKCIUTYaTAlMOHHY 0
HaumeHoBaHue (aiiia KonTponbHasa cymma (MD5)
JAOKYMEHTALHI0
aeca-ca 2.2.1-861.deb 785cd8a2d5235118bd3ad965673de3a0
secara 2.2.3.344.deb 6524b412bb564057dc385320bf4a2ad | s //www.aladdin-rd.ru/catalog/
B aladdin-eca/#documentation
aeca-va 2.2.4-148.deb 47b3dd74a99917333bce8d85ebac4561

3 Xo/ uCrbITaHUH

3.1 B xozie mpoBefieHMs1 HAaCTOSILL{MX MCIIBITaHUIM ObUIM BhITIONHEHBI rpoBepku [10 B cpene
Astra Linux SE 1.7.8 B 06beme, ykazaHHOM B [IpunoykeHuu 1.

3.2 IlepeueHs UCIIO/NbL3YEMBIX PEIIO3UTOPUEB NpuBesieH B [IpunoykeHuu 2.

3.3 TlpegocTaB/ieHHbIH Ha UCTIbITaHUS AUCTpUOYTHB 10 CoepKUT 37IeKTPOHHYO LIM(PPOBYIO

MOJMNUCH J71s1 GYHKI[MOHUPOBAHUS B Cpejie OrepaliiOHHON CUCTeMbI C aKTUBHBIM pexkuMom 3T1C.
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3.4 TIpoBepka KOppeKTHOCTU (pyHKIMOHUpoBaHus [10 ¢ ypoBHeM KOHpUAeHI[MaIbHOCTH 1-3
MexaHu3Ma MaH/aTHOrO pasrpaHUueHrs [OCTyrna He MPOBOAWIACh II0 TMPUYMHE OTCYTCTBUS
nopgepkku I1O  cootBercTByMOUel ¢yHkuyoHansHoctH OC. VHdopmauusi 06 orcyTcTBHA
YIIOMSIHYTOH MO/ZIEP>KKH Obl/ia 3asiB/ieHa CTOPOHOH pa3paborurka I10.

3.5IIpu ycraHoBke M 3kciutyatauuu [IO BHOCATCA H3MeHeHUSI B KOH(UrypalOHHbIE
tatinel SAMBA. ITogpo6Hee B MP 11. 2.4.

3.6 [Ipu ycraHoBKe M 3Kcrutyatauuy I1O BHOCATCS M3MeHeHUs] B KOH(UWI'ypal[MOHHBIN
datin /etc/security/limits.conf, uTo orpaHuuvBaeT (YHKIMOHUPOBaHME MeXaHH3Ma 3all[UThI
"OrpaHuyeHue riporpaMMHoi cpeaibl”. ITogpo6rHee B PKC3 1. 16.5.3 1 MP 1. 3.2.3.

3.7 Ilpu ycraHoBke M 3kciutyataiuuu [1O BHOCATCA H3MeHeHUsI B KOH(UrypalOHHbIE
Gdalyibl  cUCTeMBl perucTpaniud COOBITUH W yBEJOMJIEHMHM O COOBITHSIX, UTO OrpaHUYMBAET
(GYyHKIIMOHMPOBaHME MexaHu3Ma 3aiuThl "Perucrpaius cobeituii Ge3omacHoctu”. ITogpobHee B
PKC3 pa3gen 6.5.

3.8 Hapy1eHust TpebOBaHUM, COZleP>KAIUXCS B CIEYIOLIUX TOAMYHKTaxX «PYKOBOZCTBO TI0
KC3 4. 1»: 17.2.1.1, 17.2.1.2.a, 17.2.1.2.6, 17.2.1.3, 17.3.1.4, 17.3.1.5, 17.3.1.6, o6yc/ioBneHbI
criefuUKON YCTaHOBKM TIPOTPamMM, SIBASIOLIUMUCST KomrnoHeHTamMu OC U TpeOyromuxcs Ajist
pabotsi I10:

o freeipa-client

o sssd

o fly-admin-ad-client
[Tpu ycraHoBke nakeToB 13 pernio3utopusi ALSE Ha sTare noArotoBky cpefibl (yHKLIMOHUPOBaHUS
IO ¢ukcupytorcs ommbkyu CAII, omvcaHHble B X0fle MCMbITaHWM (TyHKTHI 3.5, 3.6, 3.7, 3.8),
KOTODbI€e He SIB/ISFOTCS] HAPYLUeHUsIMUA M He OKa3bIBatOT BJ/IMSIHUS Ha pelleHrue 0 COBMECTUMOCTH.

4 BrIBO/,

4.1 "Uentp ceprudukaroB gocrtyna Aladdin Enterprise Certificate Authority Certified
Edition" Bepcun 2.2 HyHKIMOHHPYET B Cpejie orepaldOHHOM CUCTeMbl CTel[ialbHOr0 Ha3HaueHusl
"Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe o6HOBIeHue 1.7) ypoBeHb
3alMIeHHOCTH " YCUIeHHbIM" 1 NMPU3HAaHO COBMECTHMbBIM, NPUHKMasi BO BHUMaHKe WH(OpMallyio,
coiepyKallyrocs B paszere 3.

5 CoctaB paboueii rpyTIIbl U MOAMTUCH CTOPOH

5.1 JlaHHBI TIPOTOKOJ COCTaB/IeH yYaCTHUKaMH paboyueii rpyTirb:

ITpokantok /[I. C. — pykoBogutess cekropa, OOO "PycbUTex-Actpa";
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Ilepeuens npoBepok coBMecTuMocTy I10 u Astra Linux SE 1.7.8

ITpunoxxenue 1 xk ITporokosny Ne 31476/2025

Tabmua 1.1 - Pe3ynsratel mpoBepok 10

ITepeueHb IpoBepoOK

Bepcus sigep

Craryc MexaHH3MOB 0e30IacHOCTH

6.1.141-1-generic 3MC MKI] MPI
Ycranoska I1O YremHo AKTUBeH
Ikcrutyaranus 110 Yerewxo AKTHBEH
AKTUBEH AKTHUBeH
Ynanenue 1O Yenewso AxruBen
Okcrtyataius [10. YpoBeHb
yaran P He npoBogunach AKTHBeH

koH(uAeHIIManbHOCTH 1-3
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IIpunoxxenue 2 K ITporokosy Ne 31476/2025

MNucTpykuus o ycraHoBke U yaaaenuro IT1O
1 WUcnonb3yemsle periozutopuu B Astra Linux SE 1.7.8:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.8/repository-base/ 1.7_x86-64
main contrib non-free
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.8/repository-extended/ 1.7_x86-
64 main contrib non-free
2 YcraHoska [10:
2.1 YcranoBka 1O mpoBojyIack COIIaCHO AOKYMeHTaluu. 11 KOppeKTHON yCTaHOBKe Ha
Astra Linux SE 1.7.8 Ha stane nogrotoBke CYB/], nocse ycTaHOBKU postgresql Hy>KHO M3MeHUTh
napametp zero_if_notfound: yes B ¢aiine /etc/parsec/mswitch.conf u mepe3anyctuth postgresql:
sudo sed -i 's/zero_if _notfound\: no/zero_if notfound\: yes/g'
/etc/parsec/mswitch.conf
sudo systemctl restart postgresq|l
3 Ynanenwue I10:

3.1 Ynanenue I1O npor3BOAUTCS COTJIACHO JOKYMEHTALUH.
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IIpunoxenue 3 K ITporokosy Ne 31476/2025

IlepeueHb UCII0/Ib3yeMBbIX COKpaIlleHUH

Astra Linux SE 1.7.8 - onepanjoHHasi cUCTeMa CIieljiajbHOro HasHaueHus1 "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe ob6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHorenreM 6e3oracHocty BFOJIJIETEHD Ne 2025-0923SE17 (onepatiBHOe 06HOBeHue 1.7.8);

PKC3 - [JokyMeHT U3 cOCTaBa 3KCIUlyaTallMOHHOW AoKymeHTarmu Astra Linux SE 1.7.8,
PykoBogcteo no KC3. Yacts 1;

KC3 - xoMILIeKC Cpe/iCTB 3allUThl;

OC - onepalMoHHasi CUCTEMa;

3I1C - 3aMKHyTas IporpamMHas cpefa;

MKTI] - MaH[aTHBIM KOHTPOJIb LIeJIOCTHOCTH;

MP]I - maHziaTHOe yIipaB/ieHue JOCTYIIOM;

ITO - mporpammHoe obecrieueHre "LleHTp ceptudukaroB gocrtyrna Aladdin Enterprise

Certificate Authority Certified Edition" Bepcuu 2.2.
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