CEPTUDOUKAT
COBMECTUMOCTWU

N¢ 26774/2025
Hactoswum ceptndpumnkatom OO0 «PycbTex-AcTpa» NOATBEPXKAAET COBMECTUMOCTb
M paboToCcnocobHOCTb ONepaLMoOHHOM CUCTEMbI CMEeLManbHOro Ha3HaYeHus
Astra Linux Special Edition PYCE.10015-01 (o4epegHoe obHoBneHne 1.7)

C NporpaMMHbIM obecneyeHnem

MporpammHbii komnnekc CETEPE NA® PepakTop - 1.1.08
kKoMnaHun SETERE OOO «TBW»
Ha OCHOBaHWUW Pe3ysIbTaTOB COBMECTHbIX MCMbITaHWUNA,
yKasaHHbIX B npoTokone N2 26774/2025.

[MpoTokon asndeTcs HEOTbeM/IEMOMN YacTbto CepTVIdDMKaTa.

(ASTRAﬁLINUX‘*’] X L:Q’J

SECURITY

TECHNOLOGY RESEARCH

OvpexkTop gena
M CepBUCOB

Anexceii Tpy6oueB



IIPOTOKOJI Ne 26774/2024

NMPOBCACHHSA COBMCCTHBIX HCTIBITAHHH nporpaMMHOIo obecncHeHAA «"pl)l‘]}aMMHlﬂﬁ

xomiuiexe «CETEPE ITA® Penakrop» Bepeun 1.1.08 u onepanmonHoii cHeTeMbl

cnenHaabHOro HasHavenus ''Astra Linux Special Edition'" PYCE.10015-01 (ouepeanoe

r. Canxr-IlerepOypr

obnosienne 1.7)

1 IlpeameT ucneITaHmi

16.12.2024

1.1 B HacrosimeM npoTokose 3aduxcupoBaH (akT nposeeHus B nepuon ¢ 13.12.2024 mo

16.12.2024 CcOBMECTHBIX MCHBITAHHI MPOrPaAMMHOTO OOECIeueHHs NPOrpaMMHBIA  KOMIUICKC
"CETEPE IIA® Penakrop" Bepcun 1.1.08 (mamee — I10O), paspaboramnoro OOO "TBH", u

OTIEpallHOHHO CHCTEMBI ClienHanpHOro HazHavenns "Astra Linux Special Edition" PYCb.10015-01

(ouepennoe ofHOBTeHWe 1.7) C YCTAHOBIEHHRIM ONEPaTHBHLIM OOHOBIEHHEM O€3011ACHOCTH
BIOJIJIETEHL Ne 2024-0830SE17 (oneparuBHoc oGHomieHue 1.7.6) (namee — Astra Linux SE
1.7.6), pazpaborannoit OO0 "PycBUTex-Actpa".

2 OOBeKT UCIIBITAHHH

2.1 Ilepeuens

KOMIIOHCHTOB,

JIKCILTyaTHPOBABLIMXCS

uensranuil, orrocamuxed k 110, npeacrannen n Tabnuue 1.

Ta6nuua 1 — [TepedeHs KOMIIOHEHTOR, oTHOCTIINXCA K [TO

B XO0JE€ TIPOBEACHHA JAHHBIX
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3 X0 HCTIBITAHHI

3.1 B xoz1€ npoBe/eHHs HACTOSLIMX HCIIBITAHHH OBLIIH BBINO/IHEHb! [IPOBEPKH KOPPEKTHOCTH
¢ynxnuonuposanus [10 B cpene Astra Linux SE 1.7.6 B o6neme, ykazannoM B [Tpunoxenun 1.

3.2 INepeyenp HCTIOTB3YEMBIX PEIIO3HTOPHEB MpHBe/eH B [Ipunoxennn 2.

3.3 C nenpio npoBeieHUs MPOBepoK npu BKIouEHHOM pexkume 3IIC ucnons3osancs daiin
OTKpPBITOro Kimoda paspadborauka I10.

3.4 IlpoBepka koppekTHOCTH (yHKUHOHHpoBaHHA [1O B yClOBHAX HEHY/IEBOrO YPOBHS
KOH(HIEHIHAIBHOCTH MEXaHH3Ma MaHJaTHOrO pasrpaHuieHus aocryna (gainee — MPJI) ykazanHbIX
cpel He TPOBOJAMIACE O IPHYAHE OTCYTCTBHS  TIOJJIEPIKKH 1o COOTBETCTBYIOIEH
byuxkunonansroctn OC. Mudopmauus o6 OTCYTCTBHM YIOMSHYTOH mojyiepxku Obuia 3asBicHa
CTOpOHOM paspaborunka [10.

4 Pesynprarsl HCIbITAHUH

4.1 TIO xoppextHo dyHkuHoHHpPYeT B cpesie Astra Linux SE 1.7.6.

5 Brison

5.1 T1IO u onepauuoHHas CHCTEMa CICLUANBHOrO HasHadeHHs "Astra Linux Special Edition"
PYCB.10015-01 (ouepennoe obHOBNEHHE 1.7) COBMECTHMBI, IPUHAMAs BO BHUMaHUC HHOPMALIHIO,
conepiallytocs B pasuenax 3, 4 u llpunoxenun 2.

6 Coctas paboueii rpynnol H MOAIHCH CTOPOH

6.1 JlaHHBIH IPOTOKO COCTABTEH yUacTHHKAMH pabovel rpynel:

[apeapar B.3. — Unxenep no rectuposannto, OO0 "TBU";

000 "TBH"

HHkeHep 1o TECTHPOBAHHIO
{AOEAROCTR)
7 / e —

S ["apsapar B.D.

- -—‘_- { L) (st st AL




Ipuioxenne 1 k Ilporoxoay Ne 26774/2024

Iepeuens nposepox cosmecrtuvoctn [10 i Astra Linux SE 1.7.6

PesynsTat nposepku IO u Astra Linux SE
_._._uw_ HanmeHoBaHHE IPOBEPKH 1.7.6 ¢ snpom OC
m.#.@:—mmw 5.4.0-186- m.—.hph.-—- 5.10.216-1- m.um.eum—uc 5.15.0-111- 5.15.0-111- 6.1.90-1-generic
| generic hardened generic hardened generic hardened lowlatency
1. VYcranoska [10 Yenemnso Yenemso Yenemno VYenemuo Venemuo Yenewmso Venemno Venemno
i Uﬂogmﬁmﬂmm 11O Yenemuo Yenemuo Yenemso Yenewmno VYenemso Yenemro Yenemuo YenemHo
: %hmhou.m. IO Yenewmno Venemxo Venemuo Venemso Yenewso Yenewso Venemuo Yenemno
4. | Tpeboanus 6ezonacuoctu ALSE Veremno VenemHo Venewso Venemso Veneumio Veneurso Venemso Yerewno
5. | Mexanmsm 6eszonacnoctu 3I1C VenemHo Venenmio Yenem#o Yenewro Yememwo | Venemmio Venemso Yenem#o
6. |Mexanmnsm 6ezonacnoctd MKI[ Venemo Venemmo | Yenemmio Yenemmo | Yenewmo _ Yememmo | Veneummo Veremio
7. | Mexaumszm Gezonacuocty MPJ] He nposonunacs | He nposonmnacs | He nposommnacs | He nposomunach _ He npoeonunacs | He npoominacs _ He nposomunacs | He nposoauacs




Ilpnaoxenne 2 k [lporoxoay Ne 26774/2024

Huerpyxkoust no yeranoske u ynajaeranio IO B epene Astra Linux SE 1.7.6
1 HUcnonp3yeMbIe pelIO3HTOPHH:
B Astra Linux SE 1.7.6:
deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-base/ 1.7_x86-64 main
contrib non-free
deb  https://dl.astralinux.rw/astra/frozen/1.7_x86-64/1.7.6/repository-update/  1.7_x86-64
main contrib non-free
2 Yeranoska [10:
2.1 BBIMOJHUTE CHCTEMHBIE KOMAH/Ibl, ICHCTBUS:
CKa4aTh U PacllakoBaTh YCTAHOBOYHBIA apXHB B JOMALIHIOK MANKY
B OKHe TepMmuHana B karamore nanku ¢ [1O 3anycTuTh CKpHNT WHCTAJIAIMH KOMAHMIOM:
Jinstall.sh
3 Ynanenue [10:
3.1 BBIIOJIHATE CHCTEMHBIE KOM@H/BI, NCHCTBHS.
B OKHE TepMHHana B Karaiore nanku ¢ [1O 3amycTuTh CKPHNT JEHHCTANIAINHE KOMAHIOM:

Juninstall.sh



Mpuaoxenne 3 k [poroxomy Ne 26774/2024

IlepeveHnb ACTOb3YEMBIX COKPAIICHHH

Astra Linux SE 1.7.6 — omepammoEHas CHCTeMa CIeLMaNbHOro HasHavenws "Astra Linux
Special Edition" PYCB.10015-01 (o4epeanoe oOHoBieHUe 1.7) ¢ yCTAHOBICHHBIM OTEPATHBHBIM
o6uoBIcHIeM 6esomacuoctr BIOJUTETEHD Ne 2024-0830SE17 (oneparuBroe obHOBIeHHE 1.7.6);

3I1C — 3aMKHyTas IporpaMMHas cpejia;

MKILI — MauaaTHeIil KOHTPOJIB IETOCTHOCTH;

MP]I — MaHJaTHOE YIIPaBJICHHE JIOCTYIIOM;

OC — onepanMoHHas CUCTEMA;

10 — nporpammuoe obecneuenue nporpammusii kommiexke "CETEPE IT/10 Penakrop"

sepcun 1.1.08.



