CEPTUDOUKAT
COBMECTUMOCTWU

N2 28439/2025
HacTtosiwmm ceptnudmkatom OO0 «PycbUTex-AcTpa» NoaTBepXaaeT COBMECTUMOCTb
1 paboToCcnocobHOCTb ONepaLMoOHHOM CUCTEMbI CNeLVanbHOro Ha3HaYeHus
Astra Linux Special Edition PYCB.10015-01 (ouepenHoe obHoBNeHMe 1.7)

C NPOorpaMMHbIM obecnevyeHnem

NMnatdopma TpuBu (3V) - 0.70.40

KoMnaHun AO «TpmnBUYM»
Ha OCHOBaHWM Pe3ysIbTaTOB COBMECTHbIX UCMbITaHUN,
yKa3aHHbIX B NpoTokosie N2 28439/2025.

npOTOKOJ'I ABNAETCA HEOTbEMJIEMOW YaCTblO CepTVICbMKaTa.

(AsTRA LINUX] | X 7‘/\- 3V

NMNATOOPMA

Anekcei Tpy6oueB



ITPOTOKOJI Ne 28439/2025
MPOBe/IeHUsI COBMECTHBIX HCIIBITAHUH NPorpaMMHoro odecreuyenus "Ilnargopma TpuBu
(3V)" Bepcum 0.70.40 v onepanioHHOM CUCTeMBbI CrieljMa/IbHOr0 Ha3HaueHusa " Astra Linux
Special Edition" PYCB.10015-01 (ouepeaHoe o6HoB/IeHHe 1.7)
. Mocksa 27.05.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokone 3aduKcUpoBaH (pakT mpoBefieHust B nepuof ¢ 26.05.2025 no
27.05.2025 cOBMeCTHbIX HCMbITaHUW TporpamMMHoro obecrieueHuss "Tlnardopma TpuBu (3V)"
Bepcun 0.70.40 (manee — TIO), pa3paboranHoro AO "TpuBuym'", ¥ ONeparjiOHHON CHUCTEMBI
crielpasibHOTO Ha3HaueHws "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe 0OHOBIeHHE
1.7) ¢ ycraHOB/IeHHBIM oOrnepaTuBHbIM OOHOBMeHUeM Oe3omacHoctu BROJIJIETEHB Ne 2025-
0319SE17 (onepatuBHOe ob6HOB/eHUe 1.7.7) (manee — Astra Linux SE 1.7.7), pa3paboranHoit OOO
"PycbUTex-Actpa".

2 OOBEKT UCTIBITAaHUH

2.1 [lepeueHp KOMIIOHEHTOB, SKCIIJIyaTUPOBABILIMXCSI B XOZe TIPOBEJeHUsl JaHHBIX
UCTbITaHuM, oTHOCcsituxcs K [10, nipeacraeneH B Tabsnutie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCSIIUXCS K [10

Onucanue HaumMmenoBaHue MD5 HNcTounuk

Pecypc B cetn "VHTepHeT",
@aiin MporpaMmMHOTO 74e440858a6ed9be30a5228 | agpec: "https://gitlab.3v-

3v-platform-master.zip
naketa quctpubytusa 10 7daa8391e group.org/open/3v-

platform/-/tree/master"

3 Xo/ UCHbITaHUH

3.1 B xozie npoBeieHNsT HACTOSIIMX MCITBITaHWH ObUTH BBITIOTHEHBI TIPOBEPKH KOPPEKTHOCTH
¢yukuronvpoBanus [10 B cpesie Astra Linux SE 1.7.7 B o6beme, ykazaHHOM B [Ipunoxenu 1.

3.2 IlepeueHs UCII0/Ib3yEeMBIX PEIIO3UTOPUEB NpUBesieH B [IpuoykeHuu 2.

3.3 C uenbro TIpoBeieHrs TPOBEPOK TPpY BKIKOUEHHOM pexkuMe 311C B xozme BHeapenus DI
B ELF/PE32-cdatinst 1O ucrnonb30Bancs KOMIUIEKT UPPOBBIX Kitouelt mporpammbl Ready for Astra
Linux OOO "PycbUTex-Actpa".

3.4 Tlpu dyskimonrpoBanuy [1O BoisiBneHbl ommbkd DIGSIG, uto siBsieTCs MPHU3HAKOM

HeKOppeKTHOH paboTsl 1O ¢ akTUBHBIM pexkumMom 3I1C.
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3.5 [1pu BHe/IpeHUU 3/1eKTPOHHOM uudpoBoit TOANUCH B KOHTelHep
"gcr.io/cadvisor/cadvisor" BO3HMKAIOT OIITMOKH.

3.6 [IpoBepka KoppeKTHOCTH (yHKLUMOHMPOBaHUS [10 B yCIOBUSIX HEHY/eBOrO YpPOBHS
KOH(UW/IeHLIMaTbHOCTU MeXaHW3Ma MaH/JaTHOTO pa3rpaHryeHus focTyna (ganee — MP/T) ykazaHHbIX
Ccpel, He TPpPOBOAWIACh MO TNpUYMHE OTCYTCTBUS mnopafepxku I1O  cooTBeTcTByrOLLEeH
¢bynkimonanbHoct OC. VHdopMmalysi 06 OTCYTCTBUM YIIOMSIHYTOM TMOAJep>XKU Obuia 3asiBjieHa
cTopoHo# paspabotunka I[10.

3.7 TlpoBepka MexaHu3M Oe30macHOCTH rootless HeycremnHo. 3aryck cepsuca "3v-platform-
master_navigator_1" 3akaHUMBaeTCsl OIIMOKOM.

4 Pe3ysbTaThl UCTILITAaHUM

4.1 TIO xoppekTHO ¢GyHKLMOHKpYeT B cpefie Astra Linux SE 1.7.7.

5 BriBoz

5.1 T1O u onepaijoHHasi cMcTeMa Clieliia/ibHOro Ha3HaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepenHoe ob6HOBneHue 1.7) COBMECTHUMBI, TIPUHMMas BO BHHMaHUe
rH(OpMaLMIo, coziepsKalllytocs B paszenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii TPyMITbI U MTOAUCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

Kapnenko [I. Y. — HauanbHUK cekTopa, OO0 "PycbUTex-AcTtpa";

Kopuarun A. U. — urxenep, OOO "PycbWTex-Actpa".
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ITpunoxenue 1 K Ilporokosy Ne 28439/2025

ITepeuens nmpoBepok coBMectumocTH I1O u Astra Linux SE 1.7.7

Pesynbrar npoBepku I10 u Astra Linux SE

15; HaumeHoBaHMe IPOBepKHU 1.7.7 c appom OC

5.4.0-202-generic 5.10.233-1-generic 5.15.0-127-generic 5.15.0-127-lowlatency 6.1.124-1-generic
1. | YcranoBka 10 Yenewso Yenewno Yenewno YenerHo Yenemso
2. | Okcrutyaranusa 110 Yenemso Yeneso Yenemno Ycneso Ycnewto
3. | ¥Ypanenue I10 YenemHo YenemHo YenemHo YenemmHo Ycnemo
4. | TpeboBanwus 6e3omnacHoctu ALSE Yenewno Yenewno Yenewro YenemHo Yeneso
5. | Mexaunu3sm 6e3omacaoctu 3I1C Heycnewso Heycriemso Heycnewso Heycnemso Heycnemso
6. | Mexanu3am Ge3onacHoct MKI] YererHo YererHo YeremHo YenemHo YenewHo
7. | MexaHu3M 6e30MacHOCTH MPI He nposogunace He nposogunace He nposogunace He nposogunace He nposogunace
8. Mexarnsm GesomactocTH rootless Heycnemno Heycrietno Heycrietno Heycrietino Heycnemno

(TonBKO [17151 KOHTeHepHBIX MpUIokeHM docker)
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IIpunoxxenue 2 K ITporokosy Ne 28439/2025

MHcTpyKkiusa no ycraHoBke H yaaneHuio ITO B cpepe Astra Linux SE 1.7.7

1 WUcnonib3yeMmsle periozutopuu B Astra Linux SE 1.7.7:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/repository-base/ 1.7_x86-64
main contrib non-free

2 Ycranoska I10:

2.1 BBIMOJIHATL CUCTEMHBIE KOMaH/Ibl, eMCTBUS:

1. KnoHupoBsaTb TekyLmii peno3ntopuii https://gitlab.3v-group.org/open/demo-3v.git,
nnbo ckavaTb master-BeTKy:

https://gitlab.3v-group.org/open/demo-3v/-/archive/master/demo-3v-master.zip

2. NopgrotoBuTb cepBep BA: 3anycTuTb Tonbko B B docker-compose v BbINOMTHUTL
CKPUMTbI:
docker-compose -f docker-compose-db.yml up -d
docker-compose -f docker-compose-db.yml exec -u postgres db bash

psql -f /sqgl_scripts/users.sql

psql -f /sqgl_scripts/dbs.sql

psql -f /sgl_scripts/grants.sq|l

psql -d trv -f /sql_scripts/schemas.sq|l

exit

3. MoaroToBka cepeepa NPUNOKEHNIA.
a. [o6aBuTb B xocTbl 127.0.0.1 3v-platform
b. N3 KOpHA nanku, B KOTOPYH CKavyasiv Un CKITIOHUPOBa/IN PEMNO3NTOPUIA,
BbINOSIHNTb
docker login hub.3v-group.org #login/pass: demo/demo-3v
docker-compose -f docker-compose.yml -f docker-compose-db.yml -f docker-
compose-db-dependency.yml up

(MmoxxHo docker-compose ... up —d)

4. Mepentn no agpecy http://3v-platform/auth/admin,

3a/10rMHNTBLCA oA aAMMHOM (NTOrMH/Naponb ykasaHsl B docker-compose.yml, no
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ymMonyaHuto admin/admin),

n panee HactpouTtb keycloak cornacHo nHcTpykumm "Hactpoika KeyCloak.docx™
13 nanky manuals.

5. OTKpbITb http://3v-platform/

3 Ynanenue I10:

3.1 BBINOHUTL CUCTEMHBIE KOMaH/bl, €MCTBUSA:

docker-compose -f docker-compose.yml -f docker-compose-db.yml -f docker-
compose-db-dependency.yml down

docker image prune -a
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IIpunoxxenue 3 K ITporokosy Ne 28439/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

Astra Linux SE 1.7.7 — onepanjoHHasi CMCTemMa CrieLdaJbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHHe 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHoBenreM 6e3oracHocty BROJIJIETEHD Ne 2025-0319SE17 (onepatuBHOe 00HOBeHHe 1.7.7);

3I1C — 3aMKHyTas IporpamMMHas Cpeza;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHast CUCTEMa;

B/l — 6a3a aHHbBIX;

1O — nporpammHoe obecrieuenue "Tlnardopma TpuBu (3V)" Bepcuu 0.70.40.

MaeHtndukatop aokymeHTa 06c8c251-9f1f-4d70-9cf9-e2803a77a7ab - I
JokymeHT noanucan 1 nepegax Yepes oneparopa 340 AO «[1® «CKb KoHTyp»
OpraHu3aums, CoTpyAHNK [loBepeHHOCTb: per. Homep, nepuos  CepTudwkar: cepuiiHbli Homep,  [laTa U Bpemsa NOoANMCaHnA
LelicTBMA 1 CTaTyC nepuoj AencTens
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