CEPTUD®UKAT
COBMECTUMOCTHU

Ne28987/2025

HacTtoswwmm ceptuchmkatom OO0 «PycbUTex-AcTpa» NoATBEPXAaeT paboToCnoCOOHOCTb
N KOPPEKTHOCTb COBMECTHOIO (PYHKLIMOHNPOBAHNSI ONEePaLMOHHON CUCTEMbI CNeLMasibHOro Ha3HauYeHus
Astra Linux Special Edition PYCB.10015-01 (ouepegHoe o6HoBNeHue 1.7)
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ITPOTOKOJI Ne 28987/2025
MPOBe/[eHUsI COBMECTHBIX MCIIBITAHUH MporpaMMHoro odecreuenus "Konrunent-All" Bepcun
4.1.0-478 v onepaniOHHOM CHCTEeMBbI CrieljHa/JIbHOro Ha3HaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepegHoe ooHOB/IeHUe 1.7)
r. Mocksa 11.07.2025

1 IlpegMeT McCTbITaHUM

1.1 B HacTosieM npoTokose 3ahuKCUpoBaH (PAaKT MpOBeJeHHsi COBMECTHBIX UCIIbITaHUM B
niepuog, ¢ 10.07.2025 mo 11.07.2025 nporpammHoro obecrieuenusi "KontuHeHT-All" Bepcun 4.1.0-
478 (pmanee — TIO), pa3zpaboranHoro OOO "Kog BesomacHocTu", ¥ OmeparjioOHHON CHCTEMBbI
crieluasibHOrO HasHaueHWs "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe 0OHOBIeHHE
1.7) ¢ ycraHOB/eHHbIM orepaTUBHbBIM 00OHOBIeHHeM 6Ge3oracHoctd BROJIJIETEHB Ne 2024-
0830SE17 (onepatuBHOe ob6HOB/eHHe 1.7.6) (manee — Astra Linux SE 1.7.6), pa3paboranHoii OOO
"PycbUTex-Actpa".

2 OOBEKT UCTIBITAaHUIN

2.1 Ilepeuenb kKommoHeHTOB I10, 3KCITyaTHpPOBABILIMXCS B XO/e MPOBeJEHUs UCTbITAHUM,
nipezcrasieH B Tabnmie 1.

Tabmuna 1 — JuctpubyTuB u fokymeHTaus [10

CchUIKa Ha 3KCILTyaTaliMOHHYH0
HaumeHoBaHue (aiiia KonrpoasHas cymma (MD5)
JAOKyMeHTaLu

https://www.securitycode.ru/
ts_4.1.0.478_linux_fsb_disk1.iso | d755446c2a1b8a164b204165d0dfa51c
download_center/?section=documents

3 Xo/ UCHbITaHUH

3.1 B xoze mpoBezieHHs1 HACTOSIUX MCIBITAHUN ObUTM BBHITIONHEHBI rpoBepku [10 B cpese
Astra Linux SE 1.7.6 B 06beme, yka3aHHOM B [Ipuioxenun 1.

3.2 IlepeueHs UCII0/Ib3yEeMBIX PEIIO3UTOPUEB NpUBesieH B [IpuoykeHnu 2.

3.3 Ons dyskiuonvpoBanus [10 B cpefie orepaljioOHHOM CUCTEMbl C aKTUBHBIM PEXXUMOM
3I1C TpebyeTcs BHeipeHUE 3/IEKTPOHHOM 1[UGMPOBOM TIOATHCH.

3.4 TIpoBepka KoppeKTHOCTU dyHKLMOHUpoBaHus [10 ¢ ypoBHeM KoHbUAeHIIMAIBHOCTU 1-3
MexaHu3Ma MaH/IJaTHOIO pas3rpaHhuyeHusl [OCTyra He IIPOBOAW/IAch IO TMPUUYMHE OTCYTCTBUS
nopgepkku I1O cootBeTcTByOLer (yHKIMOHanbHOCTH OC. WHopMaimss 006 O0TCyTCTBUU

YTIIOMSIHYTOH MO/ZIEP>KKH Obl/la 3asiBjieHa CTOPOHOU pa3paborurka I10.
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3.5 Ina 3anycka kommoHeHTa [10 "KonTtuneHT-AIl KonTponbs uenoctHocty (Pexxum
ApmuHMCTpaTOpa)" HEOOXOAUMO BBITIOJIHUTE KOMaH/Y:

sudo /usr/share/cts/bin/ctsicg

3amyck faHHOro KomrioHeHTa [10 uepe3 sip/bIKk HEBO3MOKEH BBU/ly OrpaHHUUeHHI Ha paboTy
KoMaH/Ibl pkexec ¢ rpahuueCcKUMH TIPUIOKEHUSIMU.

3.6 Insa 3anycka kommnoHeHTa [IO "KonTtuHeHT-AIl (Pexxum ApgmuHMCTparopa)”
HEeoOXOAUMO BBITIOJTHUTH KOMaHAY:

sudo /usr/share/cts/bin/ctsg

3anyck gaHHOro KomroHeHTa [10 yepe3 sipJbIK HEBO3MO)KEH BBy OrpaHUUeHH Ha paboTy
KoMaH/bl PKkexec ¢ rpaduueCcKUMH TIPUIOKEHUSIMU.

3.7 Ons 3arycka komroHeHTa 1O "KontuHeHT-AIT C60p guarHocTudeckoi uHdopmaiyu
(Pexxum ApMuHMCTpaTopa)" Heo6X0JUMO BHITIOJTHUTh KOMaHY:

sudo /usr/share/cts/bin/ctsdiagnosticsg

3amyck faHHOro KomrioHeHTa [10 uepe3 sipibIKk HEBO3MOKEH BBU/ly OTpaHHUeHHI Ha paboTy
KoMaH/Ibl pkeXec ¢ rpahuueCcKUMH TIPUIOKEHUSIMU.

4 BeiBOA,

4.1 "KontuneHT-AIT" Bepcum 4.1.0-478 dyHKLMOHMDYeT B Cpejie ONepaLjiOHHON CUCTeMbl
crielia/ibHOTO Ha3HaueHUs "Astra Linux Special Edition" PYCB.10015-01 (ouepenHoe oOHOBIeHHe
1.7) ypoBeHb 3all[WIIIeHHOCTH "0a30BBIA" W TIPU3HAHO COBMECTUMLIM, TPUHMMAas BO BHUMaHHe
rvH(bopMaLyIo, Cofiep Kalllytocs B paszere 3.

5 CocraB paboyei rpymITbl ¥ MOAUCH CTOPOH

5.1 JlaHHBIN TIPOTOKOJ COCTaB/IeH yYaCTHUKaMH paboydeli rpyTib:

[Tpokantok /1. C. — HauambHUK cekTopa, OO0 "PycbBUTex-Actpa";

Kynuk A. FO. — crapuuii umxenep, OOO "PycbBUTex-Actpa".
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ITpunoxenue 1 kK Ilporokosy Ne 28987/2025

Ilepeuens npoBepok coBMecTumMocTH I10 u Astra Linux SE 1.7.6

Tabmua 1.1 - Pe3ynsratel mpoBepok 10

Craryc MexaHH3MOB

ITepeuenn Bepcus ajppa 0e30macHOCTH B mporecce
BBINO/IHEHNs NIPOBEPKH
NPOBEPOK
5.4.0-186- | 5.4.0-186- | 5.10.216-1- | 5.10.216-1- | 5.15.0-111- | 5.15.0-111- | 5.15.0-111- | 6.1.90-1-
generic hardened generic hardened generic hardened | lowlatency generic 3mc MKI{ MP/,
Ycranoska I10 YcrnenHo Ycrnemso Ycnemso Ycrnemso Ycrnemso YcrnenHo Ycrneso YCMeIHo | HeakTugsen
Okcryaranusa 110 Ycrnenso Ycrnelso Ycnemso Ycnemso Ycnemso Ycrnenso Ycrnelmso YCMeIHo | HeakTugen
Ynanenue I10 YcrnenHo Ycrnelso Ycnemso Ycnemso Ycnemso YcrnemHo Ycrnemso YCMeIHo | Heaktusen
Sxernyarats IO, AkTrBeH | AKTHUBeH
YpoBeHb He He He He He He He He
HeaktuseH
KOH(DW/eHLMaTbHOC | IPOBOAM/IACK | TPOBOAU/IACK | IPOBOJM/IACH | IPOBOAM/IACK | TPOBOAK/IACK | IPOBOJM/IACK | TIPOBOAU/IACK | TPOBOAMU/IACH
™ 1-3
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IIpunoxxenue 2 K ITporokosy Ne 28987/2025

MNucTpykuus o ycraHoBke U yaaaenuro IT1O

1 WUcnonb3yemsle periozutopuu B Astra Linux SE 1.7.6:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-base/ 1.7_x86-64

main contrib non-free

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.6/repository-update/ 1.7_x86-64

main contrib non-free

2 YcraHoska [10:

2.1 [Ins ycTpaHeHUs1 OIMOKKM TIPUBOZSIIEN K 3aBUCAHMIO TT0JIb30BaTe/IbCKOTO MHTepdetica
HeoOXomuMo [100aBUTh MapaMeTp sifipa parsec.execstack co 3HaueHWeM 1 B CTPOKY 3HaueHUH
napamerpa GRUB_CMDLINE_LINUX_DEFAULT B koHdurypairoHHoM daiine /etc/default/grub.
OO6HOBUTH KOH(UIYypaLMIo 3arpy3urka: SUdo update-grub v BeIOTHUTE TIepe3arpys3Ky.

2.2 BBITIOJIHUATG [JeMCTBUS B COOTBETCTBUM C JJOKymMeHTaluel Ha [10.

3 Ynanenue I10:

3.1 BBINOMHUTE CUCTEMHYIO KOMaHJY:

sudo apt purge -y cts
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ITpunoxxenue 3 K ITporokosy Ne 28987/2025

IlepeueHb UCII0/Ib3yeMBbIX COKpaIlleHUH

Astra Linux SE 1.7.6 — onepanjuoHHas cMcTemMa CrieLidaJbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe ob6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHorenreM 6e3oracHocty BFOJIJIETEHD Ne 2024-0830SE17 (omepatuBHOe o0HOBNeHHe 1.7.6);

PKC3 - [JokyMeHT U3 cOCTaBa 3KCIUlyaTallMOHHOW AoKymeHTarmu Astra Linux SE 1.7.6,
PykoBogcteo no KC3. Yacts 1;

OC — ornepallMOHHas CUCTeMa;

3T1C — 3amMKHYyTasi IporpaMMHasi CpeJia;

MKII — MaHJaTHBIA KOHTPOJIb LJeJI0CTHOCTH;

MP]/] — maHziaTHOe yIipaBJieHye JOCTYIIOM;

1O — nporpammHoe o6ecriedeHre "KontuHeHT-ATl" Bepcun 4.1.0-478.

NaeHTndukatop AokymeHTa lad3f122-43e2-4b0b-8871-ee13a4b859d5 - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»
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LelicTBMA 1 CTaTyC nepuoj AencTens
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