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Anekcei Tpy6oueB



MMPOTOKOJI Ne 29769/2025
NPOBEICHHS COBMECTHBIX HCNBITAHUIT IporpamMmuoro obecnedennst IIK «C-Teppa Kauen»
Bepenn 5.0 1 omepanHOHHOI CHCTEMBI CIIENHAJBLHOr0 Ha3HAYeHHA «Astra Linux Special
Edition» PYCB.10015-01 (ouepeanoe o6uosenue 1.7)
I. Mocksa 11.07.2025

1 IIpeameT ucnbITanmit

1.1 B nacrosmenm mporokone saduxcuposan QakT npoBeseHHAsS B nepuoy ¢ 18.06.2025 mo
11.07.2025 coBMecTHBIX HCHBITaHHI TporpaMMHOro obecredenus [1K «C-Teppa Kmuent» Bepcun
5.0 (mamee — IIO), paspaboramHoro OOO «C-Teppa CuDcllu», M ONIEparMOHHON CHCTEMEI
CIeNHaNbHOro HasHaueHns «Astra Linux Special Edition» PYCB.10015-01 (ouepennoe 0GHOBICHHE
1.7) ¢ ycTaHOBICHHBIMH ONEpaTUBHBIMU OGHOBICHHAMH GezomacHocT BIOJIJIETEHD Ne 2022-
1110SE17 (oneparuBHOe 0GHOBeHHe 1.7.3) (manee — Astra Linux SE 1.7.3) paspaborannoit OO0
«PycBUTex-Actpay.

2 O6bexT ucmeITanuii

2.1 TlepedeHb KOMITOHEHTOB, SKCILIYaTHPOBABIIAXCS B XO/IE IPOBEACHUS JAHHBIX HCIIBITaHUH,
otHocsuxcs k 10, mpencrasied B Tabmune 1.

Tabmuua 1 — IlepedeHs KOMIIOHEHTOB, OTHOCSAIIXCS K 110
!

Onucanne HaunmeHnoBanmne MDS HUcTouHuk
sterra-digsig-agent- ec7e0186cb70e5182¢ee384¢
5.0_5.0.30000_all.deb { 0e00db6e3

sterra-vpnclient-

astral.7.3_5.0.25859st_amd

f0fdcec76be079f4c02f581¢

22987906
64.deb
sterra-vpnclient-
Daii classfeature-linksverify- |
A = d ea543e8151b15c4e8d47be0
naketa aucTpuOytusa [IO | enable- Cropona paspabotunka ITO
f31125¢78
i Astra Linux SE 1.7.3 astral.7.3_5.0.25859st_amd
64.deb

sterra-vpnclient-linksverify-
astral.7.3_5.0.25859st_amd
64.deb

€b63780e23b22a4060b0653
| 0ed4b106¢ca

sterra-vpndrvr-5.15.0-33- | 5fd90db8a9492e610648¢50
hardened- 94eed2edd




astral.7.3_5.0.25859st_amd
64.deb

sterra-vpndrvr-common-
astral.7.3_5.0.25859st_amd
64.deb

dd173278815a5401314aaa0
871c1f134

3 Xon ucnbITaHuiH

3.1 B xozte mpoBe/ieHNsT HACTOSIINX MCIIBITAHAN GLUTH BBIIONHEHE] IIPOBEPKH KOPPEKTHOCTH
dbynxumonupopanus I10 B cpenax: Astra Linux SE 1.7.3, B o0beme, ykazanHoM B [Tpunoxerun 1.

3.2 Ilepedens UCIONB3yEMBIX PENIO3HTOPHEB IPUBEEH B IIpriioKerHmy 2.

3.3 C uenpio mpoBeieHHs IPOBEPOK NpH BKMoUEHHOM pexcume 3IIC HCOMB30BANCS Gaiin
OTKPBITOrO KiIro4a paspabdorumka I10.

3.4 TIposepka KoppexTHOCTH (yHKUMOHEpOBaHHS 110 B yCIOBHAX HEHYJIEBOTO YpPOBHS
KOH(UICHIMATEHOCTH MEXaHH3Ma MaH/THOTO PasrpaHuYeHHs JOCTyNa (Tatee — MP]]) yxazanHbIX
Cpel HE IMpOBOAMIACH IO IPHYMHE OTCYICTBHA Tommepxku 110  cooTBeTcTBYyIOmIEH
dynxmmonansaocty OC. Mndopmanus o6 OTCYTCTBMH YIIOMSHYTOH IOANEPXKKH OBLIa 3asBlIcHA
CTOpOHOH pa3paborunka IT1O.

3.5B cocras IO BXomaT MOAYIM sApa, BHIIONHAIOMHNE (GYHKIHH mmdpoBanus u
MEXCETCBOr0 3KpaHa, MOANUCAaHHEIE KIIo4oM paszpaborunka [10, uto mpusoauT x HeoOGxomUMOCTH
noGasnerus B OC OTKPHITOro Kimioua paspaGoTYMKa M aBTOMATHIECKOMY OGHOBICHHIO (ailioB
initrd*. He sBnstercs napymenunem KC3.

3.6 Ilpn mpoBeleHMH JIAHHBIX HCIBITAHHN YCTAHOBNEHO: NPUBUIETMH aIMHUHICTPATOpa
npuMensarorea A ycraHosku I10, sarpyskum Momyns szapa, peanusyrolero nepexpar Tpaduxa,
OTKPBITHS COKETOB; IIPUKIIAIHON IporpaMMHEINA nHTEpdeiic noacucremsl 6e3onacHoctd PARSEC u
MaHJIaTHLIE NPHBUIICTUY HANPSIMYIO HE MCIOJB3YIOTCS; (QYHKIMOHUPOBAaHUE B IPOCTPAHCTBE AApa
IIPUMEHSETCS UL [TepexBara H 00paboTku Tpaduka.

3.7 HacTosimue MCIBITaHHS IIPOBOAMIINCE Ha OJHOM sape u3 coctaBa OC, a umento: 5.15.0-
33-hardened. lannas urdopmarus orpaxeHa B [Ipuiokennn 1 K JaHHOMY IIPOTOKOITY.

4 Pe3ynerarhl HCIIBITAHUIH

4.1 I1O xoppexTHO QYHKIIMOHUPYET B cpeaax: Astra Linux SE 1.7.3.



5 BriBog

5.1 I1O u onepanuoHHas cHCTeMa CIENUATBHOr0 HasHadeHus «Astra Linux Special Editiony
PYCB.10015-01 (ouepenroe o6HOBIEHNE 1.7) COBMECTHMEL, IPUHHMAas BO BHUMaHKe HH(pOpMaIuIo,
cozmepxaiyocs B pasaenax 3, 4 u [lpunoxenun 2.

6 Cocras paboyeil IPyNIIBI M HOINMHCH CTOPOH

6.1 Jlanneii mpoToKo COCTABIIEH yYACTHUKAMH paGoyeii TPyIIIBL:

Deuenko A. A. — 3aMeCTHTENb TEXHAYECKOTo aupekTopa 1o CK3U u cepruduxamuun 000
«C-Teppa CuDcllny;

Hemuenxo C. V. — Bexymuii HEXXEHEP-TECTHPOBIIUK OT/IeNa TECTHPOBAHHS 1 KadecTBa OO0
«C-Teppa CuDdcllIuy.

denuenxo A. A.

(aMuIms, BHHIHATD )




IIpnnoskenne 1 k Iporokoay Ne 29769/2025

Ilepeuens nposepox coemecrnmoctn ITO u Astra Linux SE 1.7.3

1‘ Pesynurar nposepkn ITO u Astra Linux SE
:ffj | HanmenoBanue nposepku 1.7.3 ¢ agpom OC
5.15.0-33-hardened
h | Ycranoska [10 Venewmno
—2 Okcrnyarauus I10 VYenemno
‘L 3. | Vnanenue ITO Venemsno
| 4. | TpeGorauus 6ezomacHocTu ALSE Venewso
5. |Mexanusm GesomacHocTH 3Hé VeneurHo
L6. Mexanuam Ge30macHOCTH MI%LI VYenemHo
u fMexaHmM OeszonacHocT MPJ] He nposomunocs




Ipunosxenne 2 x IIporoxoay Ne 29769/2025

Hucrpyxuus mo yeranoske u ynanenuio ITO B cpexax: Astra Linux SE 1.7.3
1 Mcniome3yemble pernosuTopun:
B Astra Linux SE 1.7.3:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7 3/repository-base/ 1.7 _x86-64
main contrib non-free
2 VYcranoska I10:
2.1 BBINOIHUTH CHCTEMHEBIE KOMAHIbI, JEHCTBHS:

sudo -s

apt install ./sterra*

dpkg-reconfigure <naker sterra-vpnclient-astra>
newgrp stvpn

3 Vnaneunune IT10O:

3.1 BBINOJHHTEL CHCTEMHBIE KOMaHIbl, ACHCTBU:

sudo -s
apt purge -y sterra*
reboot



IIpunoxenne 3 k Ilporoxoay Ne 29769/2025

ITepevenp HCIONBL3yeMbIX COKPAIIEHHI

Astra Linux SE 1.7.3 — onepauuonHas cucTeMa CIeUaNbHOrO HasHAaueHus «Astra Linux
Special Edition» PYCB.10015-01 (ouepensoe o6HOBICHHE 1.7) ¢ ycTaHOBJICHHBIM OIE€PATUBHEIM
oOHoBIeHNeM Oe3onacrocty BIOJIJIETEHD Ne 2022-1110SE17 (oneparusHoe obnosnenue 1.7.3);

3IIC — 3aMKHYyTas IporpamMMHas Cpe/ia;

MKII — MaHJaTHEIH KOHTPOIIE IEI0CTHOCTH,

MP/I — MaHaTHOE yIIpaBlIeHHE JOCTYIIOM;

OC - onepauunonnas cucrema;

1O — nporpammuoe obecneuerne ITK «C-Teppa Kimuent» Bepeuu 5.0.



