CEPTU®UKAT
COBMECTUMOCTWHU

Ne29770/2025

HacTtosawwnm ceptnchmkatom OO0 «PycBNTex-AcTpa» NoATBEPXAAET COBMECTUMOCTb
1 paboToCnoCcOBHOCTL ONepauroHHON CUCTEMBI CNeLMaibHOro HazHauYeHus
Astra Linux Special Edition PYCB.10015-01 (o4epegHoe o6HoBeHNE 1.7)

C nporpamMmmviHbIM obecneyeHnem

C-Teppa KnueHt A - 5.0

komnaHun C-TEPPA CU3CIN (OO0 «C-TEPPA CU3CIMN»)
Ha OCHOBAaHWW PE3y/IbTaTOB COBMECTHbIX UCMbITAHWA,
yKa3aHHbIX B npoTokose Ne29770/2025.

MpoTOKON ABNSIETCA HEOTHLEM/IEMOIA YacTbto cepTudukaTa.

(AsTRALNUX) | X | CeTEppa’

Anekcei Tpy6oueB



ITPOTOKOJI

Ne 29770/2025

NIPOBEACHUS COBMECTHBIX HCIBITAHMIT MporpaMmuoro odecrieuenus ITK «C-Teppa Kanenr»

BepeH 5.0 U omepanHoHHOIT CHCTEMBI CIEHATLHOr0 HA3HAYEHAS «Astra Linux Special
Edition» PYCB.10015-01 (o4epennoe oononmenue 1.7)

. Mockga

1 IIpenmeT ucnerTannit

11.07.2025

1.1 B Hacrosmem mporokone 3adukcupoan (akT npoBeeHHus B nepuox ¢ 18.06.2025 no

11.07.2025 coBMecTHBIX HCIBITaHUI MPOrpaMMHOro obecredenns ITK «C-Teppa Knuent» Bepcun

5.0 (mamee — IIO), paspaGoramrmoro OOO «C-Teppa CuDclluy», u OIEPAIIMOHHONU CHCTEMBI

CIenuanbHOro HasHaseHus «Astra Linux Special Edition» PYCB.10015-01 (ouepensoe o6HOBICHHE

1.7) ¢ ycTaHOBNEHHBIME ONEPATHBHBEIME OGHOBICHUAMY GesomacHocTd BIOJUIETEHDL Ne 2024-

1127SE17 (oneparuBHOe oOHOBIEHKE 1.7.6) (manee — Astra Linux SE 1.7.6.UU2), paspaboranHoit
00O «PycbUTex-Actpan.

2 OOBEKT UCIBITAHMIL

2.1 TlepedeHb KOMITOHEHTOB, SKCILTYaTHPOBABIIAXCS B XO/I€ IIPOBENEHHS JAHHBIX HCIILITAHM,

otHocamuxcd k [10, npencrasnen B TaGmune 1.

Tabmuua 1 — ITepeyeHs KOMIIOHEHTOB, OTHOCSAIUXCS K 1O

Onncanne

J

HaumenoBanue

MD5

HUcTounnk

sterra-digsig-agent-
5.0_5.0.30000_all.deb

[17¢61398

fe8a4bb14849f6db9722f4e5

sterra-vpnclient-
astral.7.6.11_5.0.25859st_a
md64.deb

d020£5800aa07fc738de6729
9edbdd24

®aiin nporpamMmmuoro
nakera auctpudyrtusa 1O
s Astra Linux SE
1.7.6.U02

sterra-vpnclient-
classfeature-linksverify-

enable-

astral.7.6.11_5.0.25859st_a |

md64.deb

053e4868db2al056c38562a
77bfed8c8

sterra-vpnclient-linksverify-
astral.7.6.11_5.0.25859st_a
mdé4.deb

' bfc1df9c87¢1144bfb0d1960 5
b2be4d5d

sterra-vpndrvr-6.1.90-1-

generic-

477b4387ac29e5033a653al |

faf939410

Cropona paspaborunka [1O ‘




astral.7.6.11_5.0.25859st a |
md64.deb “ !

|
| | |
| - |

| 2dcafba653cd857b69d7eb9 |

4d736219d l
mdé64.deb |

| | |

sterra-vpndrvr-common-

astral.7.6.11_5.0.25859st a

3 Xon ucnbITaHUH

3.1 B Xoze IpoBeeHHsT HACTOSIINX HCIBITAHMA GBUTH BHITOMHEHBI IIPOBEPKU KOPPEKTHOCTH
dynxnnonnposanus I1O B cpenax: Astra Linux SE 1.7.6.UU2 B obbeme, ykasanHoM B [Iputoxxennn
1.

3.2 IlepedeHb UCIIONB3yEMBIX PEIO3UTOPHEB IpHBeaeH B [IproxeHuy 2.

3.3 C uensio mpoBeeHys IPOBEPOK MpPH BKMOUSHHOM pexume 3IIC HCmomb30Baics daiin
OTKPEBITOro Kiroua pazpabotuuka I10.

3.4 IlpoBepka KOPPEKTHOCTH (YHKUHOHHpOBaHus I10 B YCIOBHAX HCHYJIEBOIO YpPOBHS
KOH(HIACHIMANTLHOCTH MEXaHH3Ma MaH{AaTHOTO PasTPaHMYEHHS JOCTYIIA (Haee — MP]I) yka3aHHBIX
CPCA HE TMPOBOAMIACE IO I[PUYNAHE OTCYTCTBUS momuepxku IIO  cooTBeTcTByIOmIEit
¢ynxmmonansroctn OC. Vndopmanus o6 orcyTcrBHH YIOMSHYTOH IOAAEpKKH ObLIa 3asgBjeHa
CTOpOHOH paspaboTtuuka I[T10.

3.5B cocras IIO BXomsAT MOIYIM sApa, BEIONHSIOMME (YHKIUH muppoBaHUS U
MEXCETCBOro 3KpaHa, IMOJNUCAHHBIC KIF04YoM pa3paboryrka [10, 4To mpuBOIUT K HEOOXOOUMOCTU
nobGapnerus B OC OTKPHITOro KIIOYa pa3paboTdMKa M aBTOMATHUECKOMY OGHOBJICHHIO ¢aitnon
initrd*, He sBnsercs napymennem KC3.

3.6 Ilpn npoBeneHMM NAHHBIX HCHBITAHUN yCTAHOBIEHO: NPHUBIVICTHH aIMHUHHECTPATOPA
NPUMCHSIOTCA JUI ycTaHOBKH I1O, 3arpysku Momyns sjpa, pealusyrollero mnepexsar Tpaduxa,
OTKPBITHS COKETOB; IIPUKJIATHON IPOrpaMMHEIN uHTEpdeiic moacucreMsl 6ezonacaoctd PARSEC u
MaHJaTHbIC MPHBUJICTHH HANPSIMYIO HE UCIOJB3YIOTCS; (yHKIMOHHPOBAaHHE B LIPOCTPAHCTBE SApa
IPUMEHSETCS Ul [lepexBaTa U 00paboTku Tpaduka.

3.7 HacTosmue UCIIBITaHMS IPOBOIMINCE Ha OJHOM siape u3 cocrasa OC, a mMenHo: 6.1.90-
1-generic. lannas uaopmanus orpaxena B [IpuioxeHun 1 K JaHHOMY OPOTOKOITY.

4 Pesymerarhl HCIIBITAHUI

4.1 I1O xoppekTHO (yHKIMOHUPYET B cpeaax: Astra Linux SE 1.7.6.UU2.



5 BeiBon

5.1 11O u onepanuonHas cucTeMa CIENMAIbHOIO Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepennoe o6rosneHuE 1.7) cCOBMECTHMEL, [IpUHKUMAasA BO BHUMaHue HHGOpMAaIHIo,
conepixamyrocs B pasaenax 3, 4 u [Ipunoxenun 2.

6 Cocra pabodell rpyIIIBE! ¥ IONIHCH CTOPOH

6.1 Jlanmerit mpoToko coCTaBIeH y4acTHHKAMH paGodeii IpyIIIEL:

DemueHKo A. A. — 3aMeCTUTENb TEXHIIECKOTO aupekropa mo CK3U u ceprudpuxanuu 000
«C-Teppa CuDclTuy;

Hemuenxo C. V. — Benyimuii HHKeHEP-TECTUPOBINUK OT/ENA TECTHPOBaHHUA U KadectBa OO0

«C-Teppa CuDclIuy.

000 «C-Teppa Cudcllu»

Oequenxo A. A.

(anioams, neomuab|




Ipnnoxenne 1 k Iporokoay Ne 29770/2025

Hepedens nposepox coemectnmoctn IO u Astra Linux SE 1.7.6.UU2

Pesyabrar nposepku IO u Astra
Linux SE |
No H L |
\ 'l aHMEHOBAaHHeE NMPOBEPKH 1.7.6 ¢ sapom OC ]
6.1.90-1-generic |
1. | Ycranoska I10 VYenemHo —l
2. |Okcrutyarauus I1O “ Yenenino
3. | Voanenue ITO | YenemHo ’
' 4. | TpeGosanus GesonacHoctu ALSE l Venemno 1
ii Mexanusm Gezonachoctn 3[1C ‘ Venemno l
6. |Mexanusm GesonacHocti MKI] Venenrno —l

L7' ’ Mexanmm Gezonacuoctn MPJ] | He npoBoaunoce ’




IIpnioxkenne 2 k IIporokoay Ne 29770/2025

Hucrpykuus no yeranoske u yaajennio I1O B cpene Astra Linux SE 1.7.6.UU2
1 Ucnons3yemsie penozuropun:
B Astra Linux SE 1.7.6.UU2:
deb https://dl.astralinux.ru/astra/frozen/1 .1_x86-64/1.7.6/un/2/repository-base/ 1.7 x86-64 main
contrib non-free
deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1 .7.6/uu/2/repository-update/ 1.7 x86-64 main
contrib non-free
2 Veranogka I10:
2.1 BBIIONHHTB CHCTEMHBIE KOMAH/IbI, EHCTBHS:

sudo -s

apt install ./sterra*

dpkg-reconfigure <naket sterra-vpnclient-astra>
newgrp stvpn

3 Vnanenne I1O:
3.1 BBIIOJTHUTE CHCTEMHEIE KOMAHMDL, IeHCTBHS:

sudo -s
apt purge -y sterra*
reboot



ITpuiokenne 3 k IIporoxkoay Ne 29770/2025

Ilepeuens nemoL3yeMpIxX cokpameHuii

Astra Linux SE 1.7.6.UU2 — onepaunoHHas CHCTEMa CIELHANLHOTO HA3HAYCHHS «Astra
Linux Special Edition» PYCB.10015-01 (ouepennoe o6HOBieHue 1.7) ¢ YCTaHOBIECHHBIM
OIIepaTHBHEIM O00HOBNEHHEM Oe3omacHoctn BIOJIJIETEHL Ne 2024-1127SE17 (omeparusmOE
obunosnenne 1.7.6.UU2);

3IIC - 3aMKHyTas IpOrpamMMHAas cpesia;

MKII — MaHIaTHBIH KOHTPOIIB LENTOCTHOCTH

MP]I — ManjaTHO® yIIpaBlIeHHE OCTYIIOM;

OC - onepanuonnas cucrema;

I1O — nporpammuoe oGecneverne ITK «C-Teppa Kimuent» Bepenn 5.0.



