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IMPOTOKOJI Ne 30659/2025
NpOBeJeHIs COBMEeCTHBIX MCIIbITaHU NPOrpaMMHOro o0ecrneuenuisi " SIXOHT-MUHH" BepCUM
0.1.294 ¥ onepanMoOHHOMN CHCTeMbI CIIelMa/IbHOro HasHauenus "Astra Linux Special Edition"
PYCB.10015-01 (ouepepanoe odHoB/IeHWe 1.7)
r. Mocksa 14.10.2025

1 TIpeaMeT UCIbITAaHUM

1.1 B HacrosmjeM HpoToKoIe 3apuKcipoBaH (DaKT [POBE/IEHHsS] COBMECTHBIX WCIIBITAHUN B
neprog, ¢ 01.10.2025 no 14.10.2025 mporpaMMHOro obecredeHwst "Axont-muHu" Bepcuu 0.1.294
(namee — TIO), paspaboranHoro 3AO "HOPCHU-TPAHCY, Y OIEpALMOHHON CUCTEMbI
crieruabHOTO HasHaueHus "Astra Linux Special Edition” PYCB.10015-01 (ouepeziHoe 0OHOBIIEHE
1.7) ¢ yCTaHOBJIEHHBIM OIEPATHBHBIM OOHOBJIEHHEM 6esonacHoct  BIOJIJIETEHD Ne 2024-
0212SE17MD (omepatusHoe obHoBnenue 1.7.5.UU1) (manee — Astra Linux SE 1.7.5.0U1),
paspaboransoii OOO "PycBEWTex-Actpa".

2 OOBEKT UCIIBITAHUN

2.1 Iepeuens komroHeHTOB 1O, 3KCIIyaTMPOBABLIMXCS B XOJe IPOBE/EHUs UCITBITAHUH,
nipezictaBiieH B Tabmune 1.

Tabmna 1 — uctpubyTus u gokymenranus [10

. CchbUIKa Ha 3KCIUTyaTalHOHHYI0
HaumeHoBaHue (aiina KouTtposnsuast cymma (MD5)
JOKYMEHTaLUI0

8f1da9b9fc32519a178d7d24e75818¢3
jahont_0.1.294-1_all_SIGN.deb Cropona pa3paborurika I1O

3 Xop, UCITbITaHUN

3.1 B xofie TIpOBe/ieHKs HACTOALIMX WCIIBITaHUH ObIA BhIMONHeHbI npoBepku 10 B cpefe
Astra Linux SE 1.7.5.UU1 B 00neme, yka3aHHOM B [Ipunoxenun 1.

3.2 [TepeueHb UCTIOML3yEMBIX PEIO3UTOPHEB TIpKBe/ieH B IIpuiiokenuu 2.

3.3 [pefocraBieH bl Ha UCTbiTaHus AUCTpubyTHB 10 copiep>kUT 371eKTPOHHYIO U(POBYIO
TOAIIACH 77151 PYHKLMOHMPOBAHWS B CPE/ie OTePALjHOHHOM CHCTeMbl C aKTUBHBIM pexkumom 31IC.

3.4 TIpoBepka koppekTHOCTH (yHKIoHMpoBanwus [1O ¢ ypoBHeM KOH(UIeHI[aTbHOCTH 1-3
MexaH/M3Ma MaH/aTHOTO pasrpaHUYeHusl JOCTyNa IPOBOAWIACH COIVIACHO COOTBETCTBYIOLIEMY
CIleHapHI0, Pe0CTaB/IeHHOMY CTOPOHO# paspaborunka I10.

3.5 ITpu ycTaHoBKe u sKcrutyararye [I0 BHOCATCA U3MeHeHus B KOH(QUTYparlOHHbIe OEVZRIS

SAMBA. ITogpobuee B MP 1. 2.4.



3.6 IIpu ycraHoBKe ¥ 3Kcrityaranuu [10 BHOCATCS M3MEHEHWs B KOH(MUIypPALOHHBIN (Daiisi
HacTpoiky (aiiyIoBBIX CHCTeM, [JOCTYMIHbIX /sl MOHTHDOBAHHS Uepes NFS, uro orpaHuuMBaeT
(yHKLMOHMPOBAHYe MeXaHM3Ma 3allUThI "3alyTa mamsitu". ITogpobree B8 PKC3 paspen 9.4.

3.7 Tlpu ycranoBke u sKcriiyaranuu 110 He BBINOMHAIOTCS yCIOBHSA PKC3 m. 17.2.1.2.
3MeHSIIOTCS TIapaMeTphl [JIsi TIOJIMTHKY T1apoJield, KOTopble He COOTBETCTBYOT 9KCIUTyaTaliOHHOK
JIOKyMeHTaLU.

3.8B xogme wucrbitanuid  IIO  BbIsIBIEHO,  UTO ~ Hapymiaercs  I€JI0CTHOCTH
rouuT-(aiinos(/lib/systemd/system/krb5-admin-server.service, /lib/systemd/system/krb5-
kdc.service), a Taloke M3MEeHEHSIFOTCSI KOH(HTYpalloHHbIe (haiiyioB PAM-mopysieid. ITO IPOUCXOIUT
Npyd WHCTA/UILMM TIakeToB freeipa™ W uX 3aBUCAMOCTEH, KOTOpble BXOAAT B IIEpeUeHb
IPOrpaMMHBIX T1aKETOB, TOJIEP)KUBAIOLINX BBINOTHEHHE (yHKiui 6e30macHOCTA W H3MeHeHHe
KOTOpBIX B/IMseT Ha cepruduuppoBaHHsle xapakrepuctuku OC. JononuutenbHblil aHamms diff-
(bainop m3Menénmbix KoHGuryparmii PAM-mopyseil BBIBA, UTO CHYDKEHUs yCTaHOB/IEHHOTO
YPOBHSI [IOBepHUs K pe3y/ibTaram upeHTuduKkaruy u ayrenTarkampn (mo F'OCT P 58833-2020) ne
nporcxofutT. Kpome 3TOro, aHHble IaKeThl freeipa* BXOZST B COCTAaB yCTAHOBOYHOIO [JMCKA 0C
Astra Linux Special Edition, KOTOpbI/ HPOIIEN TIOHBIA KK/ cepTU(UKALIMOHHBIX UCTIBITAHUA U
vMeeT cepTH(UKAT COOTBETCTBYsSL. B CBS3M C 3TUM BbISB/IEHHbIE (AKTBI HE SB/IAOTCSA HApyLIEHUAMH
m. 10 u 55 Tabmunpl 4 pasfena 5 MeToAWKA COBMECTHBIX ucnelitanuii 110 u OC "Astra Linux
Special Edition" (ouepesHoe o6HoB/eHwe 1.7 1 1.8).

4 BriBO/,

4.1 "SIxout-muHu" Bepcuu 0.1.294 (yHKLMOHUDYeT B cpefe OIeparvoHHON CHCTEMbI
CrienpiaIpHOro HasHauenwst "Astra Linux Special Edition” PYCB.10015-01 (ouepenHoe o6HOB/IEHIE
1.7) ypoBeHb 3aliMIeHHOCTH "YCUIeHHbIM" ¥ NPU3HAHO COBMECTUMbIM, NPUHIMAs BO BHUMAHHE
uH(OpPMaLUIO, CoZiepXKalllyrocs B paszere 3.

5 CocTaB paboueli rpyIbl U MOJMNUACHA CTOPOH

5.1 JlaHHBIH IPOTOKOJ COCTAB/IEH YUaCTHUKaMy paboueli TpymIbL:

TTupoxkenko M. B. — umkeHnep-nporpammuct, 3A0 "HOPCU-TPAHC".

3A0 "HOPCH-TPAHC"

VHKeHep-TIPOrpaMMUCT

(AO/KHOCTB)

TTupoxkeHko M. B.

(hamunns, HHHLHaMbY)




Ilepeuens npoBepox coBmMectumMocTH ITO u Astra Linux SE 1.7.5.0U1

Tabnuua 1.1 - Pesynsrars! nposepok 10

TIpunoxenue 1 x IIporoxony Ne 30659/2025

[ Tlep poBsep Bepcusn sijiep | Crazyc mexann3moB Ge3onacHOCTH
5.4.0-162- 5.4.0-162- 5.10.190-1- ‘ 5.10,190-1- 5.15.0-83- 5.15.0-83- 5.15.0-83- 6.1.50-1- 311C MKI| MPJ
generic hardened hardened generic lowl. y hardened generic generic
Ycranoska I10 Yeneuriio Yeneuro Yenewo Yeneuto YeneuwHo Yeneuso Yenelso Yeneuro AkTHBEH
Akcnnyarayus IO Yenewso YenewHo Yenewno YenewHo Yenewto Yenewto Yeneuwio YenewHo AxTHBeH
AxTuBeH AxTHBEH

Ynanenue I1O YenewHo YeneiwHo YenewHo YenewHo Yenewno Yeneixo YenewHo YenewHo AxTiBen

Okcrnyarauus I10. YposeHb

KoHGuzeHHanbHOCTH 1-3 Yeneuwrso Yenewto YcnewHo Yenewso Ycneuto Yeneuto YenewHo Yenewso AxTHBEH

(orHoHaIbHAsI TPOBEPKa)




IIpunoxenue 2 K ITporoxkony Ne 30659/2025

VHCTpPYyKLMs 10 ycTaHOBKe U yAaaenuio IO
1 Vicnione3yembie perio3utopun B Astra Linux SE 1.7.5.UUL:
o deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/uu/1/repository-base/ 1.7_x86-
64 main contrib non-free
o deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/uu/1/repository-update/
1.7_x86-64 main contrib non-free

2 YcraHoBka I10:

2.1 BBITOJIHUTH CUCTEMHbBIE KOMaH/{bl, e ACTBUSI:

Bo Bpems ycranoBku ITO 6biti yeTaHOB/eHB! ciefytoniye naketsl: fly-admin-ald-server,
ald-server-common, smolensk-security-ald, postgresql, apache2, libapache2-mod-auth-kerb, chrony.

Ycranoska I10: ;

sudo dpkg -i jahont_0.1.294-1_all.deb

1O mpepcraBisier u3 cebsi python3 maxet, coziepkalljuii CKpUNT [/Is HACTPOWKM CepBepa
ALD wu Be6-ceprepa apache2, a Takxe (aiiibl ppoHTEHzA U CKOMIHIMPOBAHHBIE (aiinbl GekeHza
Ha Go. ITocsie ycranoBku cospaetcs: python3-ckpunt /usr/bin/jahont gns Beisosa I10 B opHOM 13
YeThIpex Pe>KUMOB:

1. deploy — xondurypuposanue PM;

2. user-add — nobaBneHre JOMEHHOTO [10/Ib30BaTe/Is;

3. user-rm — yajieHye JOMeHHOr0 [10/1b30BaTe/s;

4. db-drop — ynanenve B/I;

BrssiBaem KoManzy sudo jahont deploy — ip 192.168.8.40

3 Ypanenwue I10:

3.1 BbINOJ/IHATbL CUCTEMHYIO KOMaHAY:

apt purge jahont; rm -rf /usr/local/bin/*



Ipunoxenue 3 K ITporokony Ne 30659/2025

ITepeuennb MCI0J/Ib3yeMbIX COKPALeHUi

Astra Linux SE 1.7.5.UU1 — omeparjoHHasi CHCTeMa CIIelHasbHOro HasHaueHws "Astra
Linux Special Edition" PYCB.10015-01 (ouepegHoe o6HOBnenwe 1.7) € yCTaHOB/IEHHbIM
orepatuBHLEIM 06HOBeHrem GesomacHoctu BIOJIJIETEHD Ne 2024-02125E17MD (omepatvBHOE
obuosnenne 1.7.5.UU1);

PKC3 — JloKyMeHT U3 COCTaBa SKCIUIyaTaljiOHHON fokyMeHTaluy Astra Linux SE 1.7.5uul
, PykoBogctBo no KC3. Hacts 1;

KC3 — KoMTII/IeKC CpeiCTB 3alliThI;

OC — ormeparjMoHHas CACTeMa;

3TIC — 3amMKHyTasl IporpamMMHast Cpefia;

MKII — MaH/aTHBIN KOHTPOJIb LIEJIOCTHOCTY;

MP]I — manzaTHOE yIIpaBjieHHe JO0CTYIIOM,;

I1O — nporpammMHuoe obecriedenue "SIxoHT-MuHn" Bepcuu 0.1.294.



