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IMTPOTOKOJI Ne 29883/2025
NMPOBe/IeHUsI COBMECTHBIX UCTIBITAHUH NMPOrpaMMHoOro obecreyenus "IlporpaMMHbIH
Komiuiekc Termidesk" Bepcuu 6.0.2 1 onepanyioHHOM CUCTeMBbI CHIelMa/IbHOT0 Ha3HAUeHU s
" Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe o6HOB/1eHuUe 1.8)
r. Mocksa 29.08.2025

1 IlpegMeT McCTbITaHUM

1.1 B HacTosiieM TIPOTOKOJie 3apuKCUpOBaH (DakT TpoOBefieHUs] COBMECTHBIX WCIBITAHUN B
nepuos, ¢ 26.08.2025 mo 29.08.2025 mporpamMMHOro obecrieueHusi "TIporpaMMHBINA KOMILIEKC
Termidesk" Bepcun 6.0.2 (ganee — I1O), pa3paboranHoro OOO "YBEOH", 1 orneparjuoHHON
CUCTeMbI CrieljMasibHOr0 HasHaueHusi "Astra Linux Special Edition" PYCB.10015-01 (ouepenHoe
obHoB/eHHe 1.8) ¢ ycTaHOB/IEHHBIM OmepaTHBHBIM 00HOBIeHUeM Ge3omacHoctu BFOJIJTETEHD Ne
2025-0411SE18 (orepatuBHOe obHOBeHUe 1.8.2) (manee — Astra Linux SE 1.8.2), pa3paboTtaHHoii
OOO "PycbUTex-Actpa".

2 OOBEKT UCTTBITAHUIH

2.1 Ilepeuenb kKommoHeHTOB I10, 3KCITyaTHpPOBABILIMXCS B XO/e MPOBeJEHUs UCTbITAHUM,
nipezcrasieH B Tabnmie 1.

Tabmuna 1 — JuctpubyTuB u fokymeHTaus [10

CchlIKa Ha IKCIUTyaTalMOHHYI0
HaumeHoBaHue (aiiia KonrposbsHasa cymma (MD5)
JOKyMeHTaIUI0

rermidesk.6.0.2.25219.iso bf95a5a2af1ef2697¢2159945a864c2f https://wiki.astralinux.ru/termidesk-

help/6.0.2/dokumentatsiya

3 Xo/ UCrbITaHUH

3.1 B xoze mpoBefieHHs] HACTOSIILUX MCIIBITaHUM ObUIM BBITIONHEHBI rpoBepku I10 B cpeze
Astra Linux SE 1.8.2 B obbeme, yka3anHoM B [Ipunoxenun 1.

3.2 TlepeueHb MCNIONB3YEMBIX PENO3UTOPHEB NpUBesieH B IIpunoxxenun 2.

3.3 [IpegocraBneHHbIN Ha UCTbITaHUS JUCTPUOYTUB 1O cofiepKUT 3/1eKTPOHHYO LIU(PPOBYIO
MOAMUCH J17151 PYHKLIMOHUPOBAHUS B Cpefie OrepaliOHHON CUCTeMBbI C aKTUBHBIM pexkumom 3I1C.

3.4B pexume 3IIC mosasercs ommbka DIGSIG:[ERROR] type=sWRONG MODE
path=/memfd:vmem (deleted) uid=115 gid=126 ppid=1 sid=-1, Ha 3anyck I[10 He B/usieT.

3.5 IlpoBepka KoppeKTHOCTH (PyHKLMOoHUpOBaHUs 10 ¢ ypoBHeM KOHUeHI[MaIbHOCTH 1-3
MexaHu3Ma MaHJIJaTHOIO pas3rpaHhuyeHusl [OCTyra He IpPOBOAW/IACh IO TMPUUMHE OTCYTCTBUS
noagep>kkd I10  coorBerctBytomeit ¢yHkumoHansHocT OC. MHbopmaims 006 OTCyTCTBUU

YHOMHHYTOI/I noanep>XKu Obls1a 3asB/IeHA CTOpOHOI/I pa3pa60TqHKa I10O.
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3.6 B xoge ucnbiTanuii TectTupoBanuch KoMnoHeHThI [10 "®epma Termidesk”, "ArperaTop”,
"TepmuHa/nbHbIM cepBep”, "IIImo3". B perno3utopun pa3paboTurka OTCYyTCTBYeT deb-raker s
YCTaHOBKM KOMIIOHeHTa "OpkecTparop", T0O3TOMY JaHHbIM KOMIIOHEHT He TeCTUPOBaJICs.

3.7 Ilpu ycraHoBke KomrioHeHTOB I[1O "®depma Termidesk"u "Arperarop" BHOCATCS
M3MeHeHUs B KoH(UrypaijnoHHbie ¢aiiyisl Beb-cepBepa apache. ITogpobHee B MP 11. 2.4.

3.8 IIpu ycraHoBke KkommoHeHTOB [IO "®depma Termidesk'u "Arperatop" BHOCSATCSA
M3MeHeHUs1 B KOH(UTypalMoHHbIe (albl CHUCTeMbI PEerucTparii COOBITUH W YBeIOMJIEHHU O
COOBITHSIX, UTO OTpaHMYMBaeT (DYHKI[MOHMPOBaHWE MeXaHW3Ma 3aiuThl "Peructpauusi coObITHI
6e3omacHoctu". TTogpobuee B PKC3 pa3gen 6.5.

3.91Ipu ycraHOBKe KOMIIOHeHTa '"TepMHHa/bHBIN cepBep" CO3[al0TCS  ClieHapuu
aBTOpHM3aLuu B /etc/pam.d/*

3.10 ITpu ycraHoBke u 3kcrutyatauuu [10 cmykba syslog-ng-mod-astra HeakTHBHa, UTO
B/UseT Ha (YHKLMOHMpDOBaHME MeXaHMW3Ma 3aluTbl "Perucrpauys cobbituii Ge3oracHocTH'.
ITogpo6rHee B PKC3 pa3gen 6.1, 6.5. Ilpu ycraHoBke 1 3kcryatanuu [10 cmy»k6n1 syslog-ng-mod-
astra 1 auditd akKTUBHBI, HO /iJI1 IPUMEHEHHUsST HOBBIX TPAaBU/I TPeOyeTCs UX Iepe3aryck, B CBS3U C
yem CAII dukcupyet saHHOe COOBITHE, He SIBISIOIIEeCs HapylIeHUEM.

4 BoIBOJ,

4.1 'TIporpammubii kKomriiekc Termidesk" Bepcuu 6.0.2 dyHKIMOHUPYET B cpejie
OTepaLiMOHHOM CHCTeMBI crieljiaabHoro HasHaueHus "Astra Linux Special Edition" PYCB.10015-01
(ouepenHoe ob6HOBeHHe 1.8) ypoBeHb 3alUIIEHHOCTH "YCH/IEHHBIN'" W TIPU3HAHO COBMECTHMbIM,
TpUHKMasi BO BHUMaHUe UH(POpMaLI1I0, COZlep Kalllyrocs B pa3zesie 3.

5 CoctaB paboueii rpyTIIbI ¥ MOAMTUCH CTOPOH

5.1 JlaHHBI TIPOTOKOJ COCTaB/IeH yYaCTHUKaMH paboyueii rpyTirb:

[Tpokantok /1. C. — HauasmbHUK cekTopa, OO0 "PycBUTex-Actpa";

Kopuarun A. U. — unxenep, OOO "PycbUTex-Actpa".
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Ilepeuens npoBepok coBMecTumMocTy 10 u Astra Linux SE 1.8.2

Tabmua 1.1 - Pe3ynsratel mpoBepok 10

ITpunoxenue 1 K Iporokosry Ne 29883/2025

TepeyeHb MPOBEPOK Bepcus saaep CTaryc MexaHM3MOB (e301acHOCTH
6.1.124-1-generic 6.12.11-1-generic 3I1C MKIJ MP],
Ycranogka [10O Yerewso Yerewso AxTHBeH
Ikcrutyarauus 10 Yerewso Yerewso AxTHBeH
AKTHBeH AKTHBeH
Ynanenue I1O Yerewso Yerewso AxTHBeH

Ikcrtyaranys [10. YpoBeHb KoHbUAeH[MaIbHOCTH 1-3
(omMoHabHAas TIPOBEPKa)

He npoBogunacs

He npoBogunacs

He npoBogunacs
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IIpunoxenue 2 K ITporokosy Ne 29883/2025

MNucTpykuus o ycraHoBke U yaaaenuro IT1O

1 WUcnonb3yemsle periozutopuu B Astra Linux SE 1.8.2:

* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.2/main-repository/ 1.8_x86-64

main contrib non-free non-free-firmware

* deb https://dl.astralinux.ru/astra/frozen/1.8_x86-64/1.8.2/extended-repository/ 1.8_x86-

64 main contrib non-free non-free-firmware

2 YcraHoska [10:

2.1 [1nsa yctaHOBKM KoMIioHeHTa "®epma Termidesk" Bocrionb30BaThbCst MHCTPYKLKEH
https://wiki.astralinux.ru/termidesk-help/6.0.2/dokumentatsiya/termidesk-ustanovka-
programmnogo-kompleksa

2.2 J1719 yCTaHOBKM KOMITOHeHTa "Arperatrop’ BOCII0/Ib30BaThCsl MHCTPYKLMeH
https://wiki.astralinux.ru/termidesk-help/6.0.2/dokumentatsiya/termidesk-agregator

2.3 [lns ycTaHOBKY KOMITOHeHTa ""TepMyHabHbIM cepBep” BOCII0/Ib30BaThCsl UHCTPYKLMEU
https://wiki.astralinux.ru/termidesk-help/6.0.2/dokumentatsiya/server-terminalov

2.4 1511 ycTaHOBKM KoMrioHeHTa "1111103" BOCII0/1b30BaThCsl MHCTPYKLMEH
https://wiki.astralinux.ru/termidesk-help/6.0.2/dokumentatsiya/shlyuz

2.5 1o ymonuaHuto 1ocjie yCTaHOBKH BX0/, B MHTepdeiic ynpaBneHus Termidesk gocrynen
TOJILKO aBTOPU30BaHHOMY I10/1b30BaTes 0 OC ¢ posibto « AgMuHucTparop». [lons3osarens OC
JIOJDKeH OBITh WwieHOM Ipymnmnbl astra-admin (1001). 11 BXoza B uHTepdeiic ynpaBaeHHs B IMOISX
«Jlorun» u «ITaposib» He0OXoAUMO yKa3aTh HaeHTH(UKaTOp 1osb30Baresiss OC U ero maposb
COOTBETCTBEHHO, a 3aTeM Ha)kaTb 9KPaHHYI0 KHOTKY [Botitu]. Ha Astra Linux SE 1.8.2 no
ymonuaHuto y rpynnsl astra-admin GID 1000, nns aBropr3aumu B uHTepgelice termidesk
Heobxogumo n3MeHuTh GID rpymmbl astra-admin Ha 1001.

3 Ynanenue I10:

3.1 BBINO/MHUTb CUCTEMHbIe KOMaH[bl, 1eHCTBUS:

sudo apt purge -y termidesk-vdi

sudo apt purge -y stal stal-multimedia stal-redirect-api stal-redirect-drive stal-
redirect-print stal-redirect-clip stal-redirect-scard

sudo apt purge -y termidesk-gateway
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IIpunoxxenue 3 K ITporokosy Ne 29883/2025

IlepeueHb UCII0/Ib3yeMBbIX COKpaIlleHUH

Astra Linux SE 1.8.2 - onepanjoHHasi cUCTeMa CIieljiajbHOro HasHaueHus1 "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHue 1.8) ¢ yCTaHOB/IEHHBIM OTepaTHBHBIM
obHoienreM 6e3oracHocty BFOJIJIETEHD Ne 2025-0411SE18 (orepatuBHOe 06HOB/TeHHe 1.8.2);

PKC3 - JIoKkyMeHT M3 COCTaBa 3KCIUlyaTallOHHOM [JOKyMeHTauuu Astra Linux SE 1.8.2 ,
PykoBogcteo no KC3. Yacts 1;

KC3 - xoMILIeKC Cpe/iCTB 3allUThl;

OC - onepalMoHHasi CUCTEMa;

3IIC - 3amKHyTas rporpaMmHas Cpeza;

MKTI] - MaH[aTHBIM KOHTPOJIb LIeJIOCTHOCTH;

MP]I - maHziaTHOe yIipaB/ieHue JOCTYIIOM;

ITO - mporpamMMHoe obecrieuerue "TIporpamMmMHbiii Komrieke Termidesk" Bepcun 6.0.2.

MaeHTndukatop AokymeHTa 9a8ad7e9-52cd-4550-a7c9-42c04feda7ac - I
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