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Astra Linux Special Edition PYCB.10015-01 (o4epenHoe o6HoBeHve 1.8)

C NMPOorpaMMHbIM obecrieveHvieM

EKRASCADA - 2.13

komraHm OO0 HIIM «9KPA»
Ha OCHOBaHWM Pe3y/IBTAaTOB COBMECTHbIX UCTIbITAHNN,
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Anekceu Tpy6oues



ITPOTOKOJI Ne 28404/2025
MPOBe/IeHUsI COBMECTHBIX HCIBITAaHUH nporpaMmMHoro ofecreyenus "EKRASCADA" Bepcuu
2.13.4.15061 u oneparjuOHHOM CHCTEMBI CcrieljuaibHOro Ha3HaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepegHoe ooHOB/IeHuUe 1.8)
. Mocksa 29.04.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacrosiiijeM TmipoTokosie 3adukcupoBaH ¢akt rpoBefeHusi 23.04.2025 coBMeCTHBIX
ucnbiTaHui nporpaMmHoro obecrnieuerHusi "EKRASCADA" Bepcun 2.13.4.15061 (manee — T10),
paspaboranHoro OO0 HIIIT "OKPA", u omnepalliOHHON CUCTeMBI CIeI[{aIbHOTO Ha3HaueHus "Astra
Linux Special Edition" PYCB.10015-01 (ouepegHoe o6HOBieHWe 1.8) € ycCTaHOBIEHHBIM
oriepatuBHBIM 00HOBneHWeM Oe3onacHoct BHOJIJTIETEHB Ne 2025-0411SE18 (omepaTtuBHOe
obHoesenue 1.8.2) (manee — Astra Linux SE 1.8.2), pa3paboranHoit OOO "PycbTex-Actpa".

2 OOBEKT UCTIBITaHUM

2.1 IlepeueHb KOMIIOHEHTOB, JKCIUIyaTUPOBABLIUXCA B XOJAe T[IPOBeJEeHUs [aHHBIX
UCTIBbITaHUH, OTHOCsuxcs K [10, mpencrasiex B Tabsurie 1.

Tabnura 1 — [TepeueHb KOMITIOHEHTOB, OTHOCsIIMXCsA K [10

Onucanue HaumeHoBaHue MD5 HNcTounuk

. ekrascada_2.13.4.15061- |96e32178c6ab170c
datin apxuBa auctpubyruea [10 Cropona pa3paborurika I10
bookworm_amd64.tgz 604b7096a409e85b

daiin mporpaMMHOTO TMaKeTa, nxlog- ca736b43ed5b9466
. CropoHa pa3paboturka I1O

06pabotku syslog-coobiienuii ce_3.2.2330_amd64.deb | Ofea9febc2a21893
@aiin MporpaMMHOro Takera, syncthing_1.27.12_amd64 | 69f5406fd4874e48

. Cropona pa3paboTurka 10
CHUHXDPOHM3aLUH ¢ailyioB .deb ¢b1999e6e3b5d1a8
OdmrpanpHOe pyKOBO/CTBO IO "PyKOBOZACBO CUCTEMHOIO Pecypc B cetu "MHTepHeT",
skcrutyaTayuy I1O B 571eKTPOHHOM | MpOrpaMKCTa 1o - azpec:
¢dopmare EKRASCADA" "http://soft.ekra.ru/soft/scada/"

3 Xo/1 UCMbITaHUH

3.1 B xope npoBefieHs1 HACTOSIUX UCITBITAHUM ObUTH BBHITIONTHEHBI IPOBEPKU KOPPEKTHOCTH
¢yukimonupoBanus 10 B cpene Astra Linux SE 1.8.2 B 06beme, ykazaHHoM B [Ipunoxenun 1.

3.2 TlepeueHb MCHIONB3YEMbIX PENO3UTOpPHEB NpUBeieH B I1punoxxenun 2.

3.3 C 1esblo MpoBefieHUs TIPOBEPOK Tpu BKIrOuéHHOM pexkuMe 3I1C ucrionb3oBancs daiin

OTKPBITOTO K/Ttoua pa3paborurka I10.



3.41lpu ycraHoBke u 3Kciuyarauuu IIO BHOCATCS H3MeHeHHWsI B CYIIECTBYHOLIHe
KoH(puUrypaloHHble (aiiibl  poTandu  KypHaioB  '"/etc/logrotate.d/*", urto BaMseT Ha
(GyHKIMOHMpPOBaHMe MeXaHM3Ma 3alTel "Peructpanus cobbiTuii 6e3onacHocTr". lobasnen gaiin
poranuu XypHasoB mariadb. Mi3MeHeHMe ITpHU3HaHO HeCyle CTBEHHBIM.

3.5 IlpoBepka KOpPpPeKTHOCTH (YHKIMOHMpOBaHUsl [IO B YC/IOBHSIX HEHY/IEBOrO YPOBHS
KOH(U/IeHIIMaIbHOCTH MeXaHW3Ma MaH/jaTHOTO pasrpaHHUeHus focTyna (aanee — MPJI) yka3aHHBIX
cpej, He TPOBOAM/IACh II0 MPHUYMHe OTCYTCTBUA TOAJep)KKH [IO  COOTBETCTBYIOLIEH
¢yskiponansHocT OC. MHbopMmariyst 06 OTCYTCTBHM YIIOMSIHYTON TMOAEPKKH Oblla 3asiBlieHa
CTOpPOHOM pa3paborurka I10.

4 Pe3y/bTaThl UCIIBITAHUMN

4.1 TIO koppekTHO (pyHKIIMOHUDYeT B cpefe Astra Linux SE 1.8.2.

5 BeiBog,

5.1 IIO u omneparnoHHas CHCTeMa CIleljiaJpHOro Ha3HaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepenHoe o6HOB/eHHe 1.8) COBMECTHUMBI, TMPHHKMMAs BO BHUMAaHHUE
MH(OPMAITHIO, COfIePIKaILyIOCs B pa3aenax 3, 4 u [IpunokeHuu 2.

6 CocraB paboueii rpymnIibl ¥ MOJITUCH CTOPOH

6.1 /laHHBIM IPOTOKOJI COCTaBJIeH yYaCTHUKaMU paboueil rpyTib:

Kartemanos A. B. — Pykosoguress rpymnmsl, OOO HITIT "SKPA";

Kpsinos [I. A. — Beayuuii utkeHep, OOO HIIIT "OKPA".

OOQO HIIII "OKPA™

PyxoBoguTenb rpynbl

{AOSKHOCTH)
Kamemanos A. B.

(noAnwucs) (partninist, HHKLLABE)




ITpunoxenue 1 K Ilporokosy Ne 28404/2025

ITepeuennb npoBepoK coBMecTuMocTH 10 u Astra Linux SE 1.8.2

Ne, n/m HanmeHoBaHue NpoBepKH Pesyabrar npoBepku ITO u Astra Linux SE
1.8.2 c agpom OC

6.1.124-1-generic 6.12.11-1-generic

1 Ycranoska [10 YerewHo YenerHo

2 Okcrutyarauus 110 YererHo YenerHo

3 Ynanenue I10 YerewHo YenerHo

4 TpeboBanus 6e3onacHocty ALSE Yenexo YenewHo

5 Mexanusm 6e3onacHocty 3I1C YererHo YenerHo

6 Mexanu3m Gesonacuoctu MKL] YererHo YenerHo

7 Mexanusm 6e3onacHocty MP]I He nipoBoauack He npoBojunach




IIpunoxxenue 2 K ITporokosy Ne 28404/2025

MucTpykius no ycraHoBke M yaaaeHuio ITO B cpepe Astra Linux SE 1.8.2
1 WUcnonb3yeMmsle periozutopuu B Astra Linux SE 1.8.2:
* deb https://download.astralinux.ru/astra/frozen/1.8_x86-64/1.8.2/repository-main/
1.8_x86-64 main contrib non-free non-free-firmware
* deb https://download.astralinux.ru/astra/frozen/1.8_x86-64/1.8.2/repository-extended/
1.8_x86-64 main contrib non-free non-free-firmware
2 YcranoBka I10:
2.1 BBINO/MHUTE CUCTEMHbBIE KOMaH b, JeHCTBHS:
1) ycTaHOBUTb NakeT 419 CUHXPOHU3auun ainios:
sudo apt install ./.../syncthing_1.27.12_amd64.deb
2) yCTaHOBUTb NaKeT A/151 06paboTKM Syslog-Co06LLEHWIA:
sudo apt install ./.../nxlog-ce_3.2.2330_amd64.deb
3) n3 apxmsa gnctpubytmnea ekrascada_2.13.4.15061-bookworm_amd64.tgz
pacnakoBaTb paisibl U NOAK/TUUTL UX KaK STIOKasIbHbIA peno3nTopuii NakeTos:
sudo echo "deb [trusted=yes] file:/.../ekrascada/ release-bookworm main" | sudo tee
-a /etc/apt/sources.list.d/ekra.list
4) yCTaHOBUTb NakeTbl AUCTpUbyTMBA:
sudo apt install ekrascada-core ekrascada-deps ekrascada-archiver ekrascada-
database ekrascada-syncthing ekrascada-nxlog ekrascada-healthmonitor
ekrascada-integritymonitor ekrascada-filesharingsystem ekrascada-eventregistrator
ekrascada-informator ekrascada-arm ekrascada-snmpclient ekrascada-spaclient
ekrascada-be200xsupportclient ekrascada-iec101client ekrascada-iecl101server
ekrascada-iec103client ekrascada-iec104client ekrascada-iecl04server ekrascada-
iec61850client ekrascada-iec61850server ekrascada-modbusclient2 ekrascada-
modbusserver ekrascada-dnpclient ekrascada-dnpserver ekrascada-opcuaclient
ekrascada-opcuaserver ekrascada-simplexreceiver ekrascada-simplextransmitter
ekrascada-rtu325client ekrascada-rtu325server ekrascada-dimsclient ekrascada-
dimsserver ekrascada-ansicl2client ekrascada-asureoclient ekrascada-
photonclient ekrascada-pulsarclient ekrascada-c37118client ekrascada-
commonclient ekrascada-setclient ekrascada-startclient ekrascada-strumenclient
ekrascada-mercuryclient ekrascada-milurclient ekrascada-mirclient ekrascada-

teplocomclient ekrascada-energomeraclient ekrascada-gammaclient



5) KoHuryprpoBaHue CepBrCOB U KOMMNOHEHTOB MO BbINOMHUTL COMMIACHO

[OKyMeHTauun "PyKoBOACTBO cucTeMHOro nporpammucta no EKRASCADA"

3 Ynanenue I10:

3.1 BBITNIOJTHUTE CUCTEeMHbIEe KOMaH/Ibl, /1eHCTBUS:

1) yganuTb nakeT AN CUHXpoHM3auun ainnos:

sudo apt purge syncthing

2) yaanuTb naket ans o6paboTkm syslog-coobLeHwii:
sudo apt purge nxlog-ce

3) yaanuTb nakeTbl ANCTpMbyTMBa:

sudo apt purge ekrascada*

4) yaanuTb NakeTbl HEUCMONb3YEMbIX 3aBUCMMOCTEIA:

sudo apt autoremove



IIpunoxxenue 3 K ITporokosy Ne 28404/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

Astra Linux SE 1.8.2 — omnepaloHHasi cucTeMa CrielMajbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHue 1.8) ¢ ycTaHOB/IEHHBIM OTlepaTHBHBIM
obHoreHreM 6e3oracHocty BFOJIJTIETEHD Ne 2025-0411SE18 (onepatuBHOe 06HOB/IeHHe 1.8.2);

3I1IC — 3amMKHyTas NporpaMmHas Cpeza;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHast CUCTEMa;

10O — nporpammHoe obecrieuenrie "EKRASCADA" Bepcun 2.13.4.15061.
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