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1. OBWIMNE YKA3AHNA

1.1 ®opmynap Ha wu3genue «CpeacTBO  KpunTorpaduyeckon  3awutbl  MHGOpMaumm
«Kpuntolpo CSP» Bepcua 4.0 R4» XTHAN.00087-03 (manee — CK3W), gaBnsetcs AOKYMEHTOM,
yAOCTOBEPSAIOWMM rapaHTUpOBaHHbIE M3roToBUTENEM OCHOBHblE XapaKTepUCTUKMU CK3Nh,
onpegensowmMM KOMIMJIEKT MNOCTaBKW, OTpaxawwuMm CBeAeHUss O MpoOU3BOAMMBIX WM3MEHEHMSIX B
KOMMeKTe NOCTaBKU U Apyrve AaHHble 3@ BeCb Nepmog dKCcnayaTtaumu.

1.2 3Dkcnnyatauma CK3WM pgomkHa nNpoBOAMTECS B COOTBETCTBMM C  3KCMyaTauWOHHOW
AOKyMeHTauuen, npeaycMoOTpeHHOW HacToAwmM @opMynspoM, M B COOTBETCTBMM C pasgenom V
«[lonoxeHns o paspaboTke, nNpoM3BOACTBE, peanmsaumm U 3KCAayaTauum WnUdpoBasbHbIX
(kpunTorpadunueckmnx) cpeacTs 3awmnTbl MHGopMaumn (MonoxeHune MNK3-2005)».

1.3 Mopspok obecneyeHns WHGOpMaUMOHHON 6e30nMacHOCTU Mpu  ucnofab3oBaHum CK3U
onpepensieTcs pyKOBOAUTENEM 3KCMayaTupylowen opraHmsauum Ha ocHoBe TpeboBaHuii no
OpraHM3auMoOHHO-TEXHUYECKMM MepaM 3alluTbl, N3/TOXKEHHbIM B 3KCMyaTaLMOHHOW AOKYMEHTaUuu.

1.4 Mpu skcnnyaTaumm CK3UM gO/MKHBI MCMONb30BaThCs CepTUdUKATbl KAKYelr 31eKTPOHHOM
noanucm  (ceptudukaTbl  OTKPbITbIX  K/OYEN),  BbiMylWeHHble  YAOCTOBEPSAKWMM  LEHTPOM,
ceptudmympoBaHHbiM ®CB Poccum No KNaccy 3alluTbl HE HUXE Kacca 3aliuTbl ucnosabsyemoro CK3N.

1.5 TMpwu BcTpamBaHum CK3M B npuknagHble CUCTEMbl HEO6X0AMMO NO TexXHUYeCcKoMy 3aJaHuio,
cornacosaHHoMy ¢ 8 UeHTpom ®CB Poccun, NpoBOAUTb OLEHKY BAUAHUSA cpefbl GYHKLWOHNPOBAHUS
CK3W Ha BbinonHeHue npeabsaBneHHblx K CK3UW TpebosBaHuii B cnyvasx:

— ecnu uHdopMaums KoHdDMAeHUMaNbHOro XapakTepa noAanexuT 3awute B COOTBETCTBUM C
3aKoHogaTennbCcTBOM Poccuiickoln degepaumnm;

— MpW opraHMsauuMm 3awWuTbl KOH@UAeHUWanbHOM WHGopMauun, obpabaTbiBaemon CK3U, B
denepanbHblX OpraHax WCMOJIHATENBbHOW BNACTW, OpraHax WCMOSIHUTENbHON BNacTn Cyb6bekToB
Poccuinckon degepaumnu;

— MNpu opraHumsaumm KpuntorpadmMyeckor 3awuTbl KOHdMAEHUManbHOW  MHpOopMaumn,
obpabaTtbiBaemoit CK3W, B opraHmMsaumsix He3aBUCMMO OT WX OpraHu3auWoHHO-NpaBoBOM OpMbI U
¢dopMbl COBCTBEHHOCTU MPU BbINOSIHEHMM MMM 3aKa30B Ha MOCTaBKYy TOBapoB, BbINOJSIHEHME paboT mam
OKaszaHue yCnyr Assi rocyAapCTBEHHbIX HYXA;

— ecnn 0653aTeNbHOCTb 3alWmnTbl MHDOPMaLMM KOHDMAEHUMANbHOMO XapakTepa Bo3/araeTtcs
3aKoHogaTenbCTBOM Poccuinckon degepaumn Ha Aud, UMEKOWMX AOCTYN K 3TOM MHPOpMauun wau
HaZeNeHHbIX MOSIHOMOYMAMW MO  PaCMNOPSXKEHU  CBEAEHUAMM, COAEpXalMMUCA B  AaHHOWM
nHdbopmauuu;

— npu obpabaTbiBaHuUM MHbDOPMaUUM KOHDUAEHUMANBHOrO xapakTepa, obnagatenem KOTOpoW
ABNSAIOTCS roCyAapCTBEHHblE OpraHbl MAM OpraHmMsauunu, BbINOMHSAKOLWME roCcyaapCTBEHHbIE 3aKkasbl, B
criydyae MpuUHATUS MMKM Mep MO OXpaHe ee KOHMWUAEHUMANbHOCTM MyTEM WCMOJSIb30BaHUSA CpeacTB
Kpuntorpaduyeckon 3auTol;

- npu obpabaTbBaHMM uWHDOPMaLUUM KOHMUAEHLMANBHOINO XapakKTepa B roCcyAapCTBEHHbIX
opraHax UM B OpraHmMsauusx, BbINOJHAWMUX rocyAapcTBeHHble 3aka3sbl, obnagatenb KOTOPOWM
npMHMMaeT Mepbl K OXpaHe ee KOHdMAEHUMANbHOCTM MNyTEM YCTaHOBJIEHMS HeobxoAMMOoCTw
Kpuntorpadunyeckon 3aLmThl AaHHOW MHpOpMaLnu.

B ocCTanbHbIX Ccny4dasix pekoMeHAyeTCs MpOBOAWUTb YCTAHOBJIEHHbIM MOPSAKOM MNPOBEPKY
KOoppeKTHOCTU BcTpamsBaHusa CK3M B npuknagHbie CUCTEMbl C LeNbl OueHKM 060CHOBAHHOCTU W
AOCTaTOYHOCTM Mep, NPUHATbLIX Ans 3awmntbl MHDopmauum, obpabatbiBaemoin CK3W.

MNpoBeaeHne OUEHKWM BJIUSHUS TMPUIOXEHUA, MNepeducseHHbiX B M.2 [lpaBun Nonb30BaHUA
XKXTAKN.00087-03 95 01, He TpebyeTcA.

B cnydae wucnonb3oBaHWSA BbI3OBOB, HE BXOASAWMX B nepedyeHb [MpunoxeHus 2 AOKYMEHTa
XTAN.00087-03 95 01. MpaBuna nosb3oBaHUA, HeO6X0AMMO MPOU3BOAUTb pPa3paboTKy OTAENbHOro
CK3U1 Ha 6a3e «Kpuntollpo CSP» Bepcus 4.0 R4 B COOTBETCTBUM C AENCTBYOLWEN HOPMATUBHOM 6a30M
(B yacTtHocTK, c MocTaHoBneHueM [MpaButensctBa Poccuickon depepaumm ot 16 anpena 2012 r.
N2313 wn MNonoxeHnem o paspaboTke, MPOU3BOACTBE, peanmsauunm KM dKcnayaTauum wmdpoBasbHbIX
(kpunTorpadunyeckmx) cpeacTs 3awmtbl nHpopmaumm (MonoxeHune MK3-2005)).

1.6 CK3U cooTBeTCcTBYET «TpeboBaHMAM K cpeacTBaM 3N1eKTPOHHOM nognucu» (MpunoxeHue 1
K lMpukazy ®CBb P® ot 27 pgekabpsa 2011 r. N2 796 «06 yTBepxaeHun TpeboBaHuii K cpeacTBam

3
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3NEKTPOHHOMN noanucun n TpeboBaHWUi K cpeacTBaM yAOCTOBEPSIOWEro LEeHTpa») Npu MCMosib30BaHUU
B CuUCTeMaxX C aBTOMaTUYECKMM CoO34aHnMeM un (nnm) aBTOMATUYECKOM MPOBEPKON 3SNEKTPOHHOM
noAanucu.

1.7 ®opmynsip BXOAWUT B KOMMAeKT nocTaBkn CK3U n Ao/mkeH NOCTOSAHHO XpaHUTbCS B OpraHe
(noapasaeneHnn), oTBETCTBEHHOM 3a akcnnyaTauuto CK3N.

1.8 Bce 3anucu, BHOCUMMblE B OpPMYSip, AO/MKHbI ObITb 3aBEpPEHbI ML aMKU, OTBETCTBEHHbLIMU 3@
akcnnyaTtauyuto CK3N.
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2. TPEBOBAHNA K SKCIJTYATAUMN CK3U

Mpu akcnnyaTaunm CK3W A0mKHbI BbIOHATLCA Crieaytolme TpeboBaHus:

2.1 C nomowbo CK3M He ponyckaercsa ob6pabatbiBaTb MWHPOpMaUMIO, coaepKallyto
CBeAEeHUNs1, COCTaB/SOLLIME FrOCYAAapPCTBEHHYO TalHy.

2.2 [onyckaetca wucnonb3oBaHne CK3M ans kpunTorpadvyeckoi 3aluTbl NepCcoHasbHbIX
[aHHbIX.

2.3 KnoueBas MHdpopMauusa SBASETCS KOHMUAEHLMANbHOM.

2.4 Cpok pencTtBusl knaw4va nposepkn Sl - He 6onee 15 netr nocne OKOHYaHUS CpoKa
OENCTBUSA COOTBETCTBYOWeEro katoda Jr1.

2.5 BHewHsIa ramMMma, wucrnonbdyemas AN WHUMUMaNM3auumM COCTOSIHMS rnporpaMmHoro [CH,
aBnsieTca KoHbuaeHUanbHON.

2.6 CK3M1 OO/KHO MCNONb30BaTbCH co cpeacTtBaMu AHTMBUPYCHOM 3alunThl,
ceptudmympoBaHHbiMn ®CB Poccun. B cnyyae MX OTCYTCTBUSA PEKOMEHAYyeTCS MO0 BO3MOXHOCTMU
MCMONb30BaTh CYyLECTBYOLWME aHTUBUPYCHbIE CcpeacTBa 3awuTbl. Kracc aHTUBMPYCHbIX CPeacTB
3aWuTbl onpegensieTcs ycaosmsamMmn akcnnyataumm CK3M B aBTOMaTU3NPOBaHHbLIX CUCTEMAX.

2.7 Pa3MeweHne CK3M B noMelleHUsX, B KOTOPbIX ocylecTBnsgeTcss obpaboTka nHdopMauum,
cojepXalwein cBefeHus, COCTaBASAKLWME roCyAapCTBEHHYIO TalHy, OCYLECTBASEeTCS yCTaHOB/EeHHbIM
NnOpsAAKOM.

2.8 TMpun akcnnyaTtauum CK3UM Heobxoanmo pykoBoacTBoBaTbCA lNonoxeHmem [MK3-2005.

2.9 Mpn »skcnnyataunm CK3UW Heobxoammo BbINOAHEHWE AelcTByOWMX B Poccuiickoi
depepauunm TpeboBaHMn MO 3awWwmuTe MHPOPMALMM OT yTEYKM MO TEXHUYECKUM KaHasiaM, B TOM 4uce,
no KaHany csasu (Hanpumep, CTP-K).

Mpu akcnnyataumm CK3UM Ha nnatdopme iOS npu obpaboTke KOHpuAeHUManbHOM MHbOpMaLmn
AN KOHKPETHOro MobunbHOro ycTpoKcTBa, paboTatuwero nog ynpasneHnem OC iOS npousBoAcTBa
KoMnaHum Apple, AO/MKHbI BbINOMHATLCS AelcTBylowmne B Poccuinckon ®depepauunn TpeboBaHus Mo
3awWmnTe OTKpbIMoh (KOHMUAEHLMANbHOMW) UHPOPMaUMM OT YTEYKW MO TEXHUYECKMM KaHanam. [laHHoe
TpeboBaHue He npeabsaBnseTcsa B cnydae skcnnyaTaumm CK3W Ha nnatdopme iOS npu obpaboTke
OTKPbITOM MHPOpMauUK, [AOCTYN K KOTOPOM He OrpaHWYnMBaeTCs COrfacHO 3aKoHoAATesNbCTBY
Poccuinickon ®@epepauun. BHOC W wncnonb3oBaHue MoOWNbHOrO YycCcTpoWcTBa, paboTatowero noa
ynpasneHnem OC iOS npoussoacTBa KoMnaHum Apple, B noMelleHnsX, B KOTOPbIX BEAYTCS MEpPeroBopsl
CEeKpeTHOro coAepxaHusa wauM npoBoaATcs paboTbl cekpeTHOro xapakrtepa, 6e3 nposBeaeHus ero
crieymanbHbIX UCCef0BaHUA U CNeumnanbHOM NpOBEpKM 3anpeLlatoTcs.

2.10 YcTtaHoBka CK3WU Ha pabouee MecTO nonb3oBaTens MOXET 6bTb OCYLWEeCTB/IeHA TONbKO B
cnyvyae NMOATBEPXAEHMS LLeSIOCTHOCTH MoJlydeHHbIX  YCTaHOBOYHbIX  Mogynei CK3UM  wu
3KCMAyaTaunoHHoW pokyMmeHtaumm (n. 2 XTHAKW.00087-03 91 01. Kpuntolpo CSP. PykoBOACTBO
aaMumHUcTpaTopa 6esonacHocTn. Obwas vyacTb).
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3. ObWWNE CBEAEHNA N OCHOBHbIE TEXHUYECKWUE OAHHbIE

3.1 CK3WM npegHasHayeHO Ans 3alMTbl OTKPbITOM MHMOpMauMmM B WMHOOPMaUMOHHbBIX CUCTEMax
obuwero nonb3oBaHus (BbMUCNEHME/NMPOBEPKA 3NEKTPOHHOM MOANUCK) U 3aWnTbl KOHDUAEHLMAbHON
nHdopMauum, He coaepxalen cBeaeHUNn, COCTaBAWMX NOCYAAPCTBEHHYIO TaliHy, B KOPNOpaTMBHbIX
MHMOPMaLNMOHHBIX CUCTEMAX C BbIMOJIHEHMEM CriIeAYWMX PYHKLNA:

1) 3awMWeHHoOe  XpaHeHMe MOJIb30BaTEeNIbCKUX  KJKYel B KJ/IIOYEBOM  KOHTelHepe C
MCMOSIb30BaHMEM WNHPOBAHUS, UMUTO3ALLNUTLI U ayTeHTudMKaumum 4oCcTyna;

2) wndpoBaHUe, BbMUCIIEHNE MMUTOBCTABKW, X3LWMPOBaHWE, CO3[aHMNe/NpoBEpPKa 3IEKTPOHHOM
noanucu;

3) dbopMMpoBaHME CECCUOHHBIX KJTIOUEN, Kitouyen obMeHa u K4yen cosganms/nposepku 3, mnx
MMMNOPT/3KCMNOPT U3/B K/OUEBON KOHTENHED;

4) naeHTudmrKaumsa, ayTeHTudukaums, wndposaHme n nmmtosawmta TLS-coegnHeHui;

5) ayTeHTudukaumsa B agomeHe Windows ¢ ncnonbsosaHuem «Kpuntollpo Winlogon».

3.2 CK3W dyHKUMOHMPYET B CieayHoLMX NMPOrpaMMHO-annapaTHbX Cpeaax:

Windows

BktouyaeT nporpaMMHo-annapaTHble cpeapl:
Windows XP* (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux
Bkntouaet anctpmbyTmBel Linux, yaosneTsopsawowme ctaHgapTy Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:
CentOS 4/5/6 (x86, x64);
CentOS 7 (x86, x64, POWER, ARM, ARM64);
OCb (OS-RT) (x64);
TO OC AUC ®©CCM Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 27/28/29 (x86, x64, ARM);
Oracle Linux 4/5/6 (x86, x64);
Oracle Linux 7 (x64);
OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);
AlterQOS (x64);
SUSE Linux Enterprise Server 11SP4 (x86, x64);
SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);
Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CuHTe3-0C.PC (x86, x64);
MK «CuHTeaM-KnueHT» B coctaBe KN «30C «CuHTe3M» (x64);
MK «CnuHTe3aM-CepBsep» B coctaBe KM «30C «CuHTEe3M» (x64);
KM «OC «CuHTE3M-K» (x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);
Linux Mint 17/18/19 (x86, x64);
Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);
OC NoToc (x86, x64);
Astra Linux Special Edition, Common Edition (x64, MIPS, 9nb6pyc);
MCBCodepa 6.3 Cepsep (x64, ARM64).
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c
=
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BkntovaeT nporpaMMHoO-annapaTHble cpeabl:
OC 2nbbpyc Bepcua 3 (Inbbpyc);
ALT Linux 6/7 (x86, x64, ARM);
AnbT Cepsep 8, AnbT 8 CM Cepsep (x86, x64, ARM, ARM64);
AnbT Pabouas ctaHuma 8, AnbT Pabouas ctaHuma K 8, AnbT 8 CMN Pabouan ctaHuma (x86, x64, ARM,
ARMG64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANbT/HUKENb (x86, x64);
FreeBSD 11, pfSense 2.x (x86, x64);
AlIX 6/7 (POWER);
Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris

BkntoyaeT nporpaMMHO-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Sailfish
BktouaeT nporpaMMHoO-annapaTHyto cpeay':
Sailfish0S 2.1.1.12 (ARMv7).

i0S

BknitoyaeT nporpaMMHO-annapaTHble cpeabl:
Apple i0S 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3/
9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTyasibHble cpeabl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);
Citrix XenServer 7 (x64);
VMWare WorkStation 11/12/14/15 (x86, x64);
VMWare WorkStation Player 12/14/15 (x86, x64);
VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);
Oracle VirtualBox 5.2 (x86, x64);
RHEV 4 (x64).

MNpuMeyaHusa:

1. Npu skcnnyaTaumnm CK3UN HeobxoaAMMO yuymTbiBaTb, UYTO MOPSAOK WM CPOKW 3KCMayaTauuum
onepauMoHHbIX CUCTEM, B cpede KOTopbiX (yHKUMOHMpyeT CK3U, onpenensioTcs npousBoauUTensMu
onepaumoHHbIX cucTeM. Mcnonb3oBaHWe oMepauuoHHbIX CUCTEM, MNOAAEPXKKA KOTOPbIX OCTaHOB/IEHA
npousBoauUTesieM, He foMNycKaeTCs.

2. Heobxoanmo ncnonb3oBaTb ANCTPUBYTUBbI YKa3aHHbIX ONMEPALMOHHbLIX CUCTEM, NOJSTyYeHHble Y
paspaboTumka onepaumoHHON CUCTEMbI, U WX LITaTHble Peno3uTopum C nakeTamu. Mcrnonb3oBaHue
npounx c6opok OC He aonyckaeTcs.

3. Ona cepsepHoro npuMmeHeHnss CK3W (MaccoBoe obcnyxmBaHue) Heobxoamma cepBepHas
nuueHsus. CepBepHbIMU CUUTAKOTCS:

- OC cemericTBa Windows Server (2003/2008/2008R2/2012/2012R2/2016);

- OC cemenctBa Linux Server (Red Hat Enterprise Linux Server, SuSE Linux Server, Ubuntu
Server, Mandriva Enterprise Server 5, Business Server 1, ROSA Enterprise Linux Server);

- CepBepHble 1 ceTteBble OC (AIX, FreeBSD, Solaris);

- Bce nnatdopMbl ¢ cepBepHO npoueccopHon apxutekTypoi (PowerPC, Sparc).

4. Bepcusa POSReady.

3.3 AnropuTtM 3awmdpoBaHms/paclumdpoBaHmsa AaHHBX M BbMUC/IEHME MMUTOBCTABKM peaniM3oBaH B
cooTtBeTcTBMM C [OCT 28147-89 «Cuctembl 06paboTkm uHpopmauuu. 3awmTa Kpuntorpaduyeckas.
AnroputM Kpuntorpaduyeckoro npeobpasoBaHus».
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3.4 AnropuTMbl (OpPMMPOBAHMA U TMPOBEPKU INEKTPOHHOW noAnMMCKM  peasin3oBaHbl B
cootBeTcTBMM Cc TOCT P 34.10-2012 «MHdopmMaumoHHas TexHonorusi. Kpuntorpaduyeckas 3awuta
mHdopmauum. lMpoueccobl GOpMMPOBaAHUSA M NPOBEPKU 3/IEKTPOHHOW uudposoin noanmcu» mn FOCT P
34.10-2001 «WMHdpopmaumoHHasa TexHonorus. Kpuntorpadwuyeckas 3sawmta MHopmaumn. [poueccsol
¢dopMMpoOBaHNSA M NPOBEPKU 3JIEKTPOHHOM LMD POBOIM NOAMMUCKU».

3.5 AnroputMmbl BbipaboTkuM 3HavyeHus Xx3W-@PyHKUUM peanu3oBaHbl B COOTBETCTBUM C
MOCT P 34.11-2012 <«WHdpopMaumoHHaa TexHonorma. Kpuntorpaduyeckas 3awuta uHbopMaunu.
QOyHKUMA xawumpoBaHma» u FTOCT P 34.11-94 «WMHdbopMauuoHHasa TexHonorusa. Kpuntorpaduueckas
3awmnTa nHdbopmMmaumm. OYHKLMA X3 LWMPOBAHNSA>.,

Ncnonb3oBaHue cxembl nognucm FOCT P 34.10-2001 gna dopmupoBaHmsa noanucu nocne 31
aekabpsa 2019 roga He gonyckaeTcs.

3.6 CeteBas ayTeHTUdMKauuMs peanmsoBaHa Ha 6asze npotokona TLS v.1.0 ¢ ncnonb3oBaHMeM
anropyutMoB n.n. 3.3-3.5 B COOTBETCTBUM C AOKyMeHTOM <«WMHdOpMauMoHHas TexHonorus.
Kpuntorpaduueckasa 3awuta uHdbopMauun. PekoMmeHaauuu no cTaHgaptulauumm. Wcnonb3oBaHue
HabopoB anroputmoB wWundpoBaHns Ha ocHoBe [OCT 28147-89 pansa npoTokosa 6e3omacHOCTU
TpaHcnopTHoro ypoBHA (TLS). TexHM4Yeckuin KoMuTeT NO CTaHaapTmsauum <«Kpuntorpaduyeckas
3awuTta nHdpopmaummn» (TK 26)»;

3.7 KnwouyeBas cuctema CK3U obecnedymBaeT BO3MOXHOCTb MapHO-BbIBOPOYHON CBA3MK
aboHeHTOB ceTn (N0 TUMNy <«KaXAbli C KaXAbiM») C MCNOSb30BaHMEM ANS KaxAoh napbl abOHEHTOB
YHUKabHbIX KJTIOYEN, CO34aBaeMbIX Ha OCHOBE MPUHLMUMA OTKPbITOro pacnpeaeneHns Katoyen.

3.8 BapuvaHTbl BO3MOXHbIX HOCUTENEen Ana XpaHeHus kawoden Ol (3akpbmbiX KAKOYEN) B
3aBMCUMOCTM OT ucnonbzyemon OC oTpaxeHbl B Tabnauue 3.1.

Tabnmua 3.1 - Ucnonb3oBaHWE KAKYEBbIX HOCUTENEN B 3aBMCUMOCTM OT MPOrpaMMHO-annapaTHOM
naatgopmMbl

Windows Windows . . Mac Apple Sailfish
Hocurenn /0OC IA32 x64 Linux | FreeBSD | Solaris | AIX | o' i0S oS
rMAa 3,5"”, USB auncku + + + + + - + - -
CmapTkapTtel GEMALTO (GemSim1,
GemSim2, Optelio, OptelioCL, + + + + + - + - -
OptelioCL2, Native)
eToken, Jacarta + + + - - - - + -
USB-TokeHbl PyTokeH D UMM 2.0,
PytokeH 20 2.0 (micro, Flash,
Touch, 2100, micro 2100), PyTokeH
UM PKI, PytokeHn 240N (micro, + + + + - - + - -
Flash, Bluetooth), PytokeH LM 2.0
2151,

PyTokeH Lite

CmapTtkapTbl PyTokeH Lite SC,
PytokeH 34N SC, PytokeHn DM 2.0 + + + + - - + - -
2100, PyTtokeH 2D L0M 2.0 2151

PyTokeH S + + + - - - + - -
Novacard + + + + + - + - -
CmapTtkapTtbl PUK (OCKAP 1, OCKAP
2, Maructpa, TRUST, TRUSTS, + + + + + - + - -
TRUSTD)
CmMapTtkapTta Y3 K + + + + + - + + -
CmapTkapTta MS_KEY K + + - - - - - - -
TokeH++ Lite + + + + - - + - -
ESMART Token + + + - - - + - -
CmapTtkapTbl Athena IDProtect, + + _ ) ) ) ) ) )
MorphoKST, Cha cardOS, Cha JCOP
CwmapTtkapTtbl Annot INPASPOT + + + ) ) ) ) ) )

Series, SCOne Series
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Rosan + + + + + - + - -
Paszpen HDD N3BM (B Windows - + + + + + + + + +
peecTp)
NpeHTudukaTtopbl Touch-Memory + _ _ - R - - _ -

DS1995, DS1996

MpnMeyaHus:

1. XpaHeHune 3akpbITbix knoyert Ha HDD M3BM u USB auckax (B peectpe OC Windows, B pa3aene
HDD npwu paboTte noa ynpasneHunem apyrunx OC) gonyckaeTcs TOMIbKO MpWU YyCIOBMM pacrnpocTpaHeHUs Ha
HDD, USB auck mnaum Ha MN3BM c HDD TpeboBaHuii no obpalweHuntio C KIayeBbiMM HocuTenamm (n.6.7
XTAN.00087-01 91 01. PykoBoACTBO agMUMHUCTpaTopa 6e3onacHOCTM obuwas 4yacTb).

2.Bce Bblwenepe4yuncneHHble HOCUTENN WMCMNOJIb3YKOTCA TONIbKO B KayecTBe MAaCCMBHOMO XpaHuauw,a
Kno4YeBon MHbDopMaLUnM 6e3 UCNoIb30BaHUSA KpunTorpadpmyeckux MEXaHU3MOB, peasiM30BaHHbIX Ha CMapT -
KapTe/TOKeHe.

3. cnonb3oBaHMe HOCUTENEN APYIMX TUMNOB - TOJIbKO MO cornacoBaHuio ¢ ®Ch Poccnn.

4. cnonb3oBaHMe B KayecTBe MNaCCMBHOMO XpaHunuvuwa kaoyeBon wuHbopmauunm Pytoken UM
Bluetooth B0O3MOXHO TONbKO nNpu Hanmuum cepTudwmkata cootsBeTcTBna ®CB Poccum Ha ykasaHHoe
YCTPOWCTBO; AJ19 MHbIX HOCUTENEN WCNONb30BaTb AN Nepefayn AaHHbIX OGECKOHTaKTHbIM MHTepdelc
3anpelweHo.

3.9 ®opMMpoBaHME 3aKPbLITbIX KJKOYEN MPOM3BOAMTCS C WUCMNOb30BAHMEM ClieayowWwux TUMOB
cuuTbiBaTENEN, ykalaHHbIX B Tabnuue 3.2.

Tabnmua 3.2 - MWcnonb3oBaHWE cuuTbiBaTenel B 3aBUCMMOCTM OT MPOrpaMMHO-annapaTHoM
naatgopmMbl
Windows Windows . . Mac Apple Sailfish
CuyurbiBaTenn/0OC IA32 x64 Linux | FreeBSD | Solaris | AIX 0S X i0S os
OnckoBoa/USB auckosoa + + + + + - + - -
PS/SC coBMeCTUMbIN cynTbIBaTENb i + + _ + _ _ i _
cMapT-kapT
MAK 3awntbl oT HC «Cobonb»
RU.40308570.501410.001 (Bepcuun " " n + _ _ _ _ _
Koaa pacwmpenus BIOS 1.0.99,
1.0.180)
MAK 3awntel oT HC «Cob6onb».
Bepcusa 3.1. _ _ _ _ _
RU.88338853.501410.020 + * * *
(ncnonHeHus 1, 2)
MAK 3awutbl oT HC «Cob6onb».
Bepcusa 3.2. + " + + _ _ _ _ _

RU.88338853.501410.021
(ncnonHeHus 1, 2)

C3UN HC[ «Akkopa-AMO3» TY 4012-
054-11443195-2013, 4012-006- + + + - - - - - -
11443195-2005 TY

ANM[3-Y M-5265
(KPUMTOH-3AMOK/Y)
KB/X.468243.067 TY, M-526E1 + + + - - - - - B}
(KPUMTOH-3AMOK/E)
KB/)K.468243.090 TY

YcTpoiicTBO YTeHus Tabnetok Touch-

Memory Dallas: DS9097E, DS9097U, + - - - - - - - -
DS1410E

Paspen, peectp HDD MN3BM + + + + + + + - -

YcTpoticteo Apple iOS - - - - - - - + -

Yctpoucteo Sailfish OS - - - - - - - - +

3.10 dopmMupoBaHuMe Cay4YamHoOW nocneanoBaTenNbHOCTUM NPOM3BOAMTCS C ucnonb3oBaHuem OCH,
yKasaHHbix B Tabnuue 3.3.
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Tabnuua 3.3 - Wcnonb3oBaHne 4CY B 3aBUCMMOCTU OT NMPOrpaMMHO-annapaTHon nnaTdopmbl

Windows Windows . . Mac Apple Sailfish
Ac4y/0C IA32 x64 Linux | FreeBSD | Solaris | AIX 0S X i0S os
Buonornuecknin JCH + + + + + + + + -

dusmnyeckun ACH B coctaBe MNMAK
3awmnTbl oT HC «Cobonb»
RU.40308570.501410.001 NC + + + + - - - - -
(Bepcumn kona pacwmpexHunsa BIOS
1.0.99, 1.0.180)

dusnyecknii JCYH B coctase MNAK
3awmTbl oT HC «Cobonb». Bepcus
3.1. RU.88338853.501410.020
(ncnonHeHus 1, 2)

dusnyeckn JCYH B coctase MNAK
3awmTbl oT HC «Cobonb». Bepcus
3.2. RU.88338853.501410.021 + + + +
(ncnonHeHusa 1, 2)

dusnyeckunii CY B coctaBe
C3U HCA «Akkopa-AMA3» TY 4012-
054-11443195-2013, 4012-006-
11443195-2005 TY

dusnyecknii JICH B coctaBe AMNMMA3-Y
M-526B (KPUMNTOH-3AMOK/Y)
KBOX.468243.067 TY, M-526E1 + + + - - - - - -
(KPUMTOH-3AMOK/E)
KBAX.468243.090 TY

dusmdeckunn ACH B coctaBe AMMA3
«MAKCUNM-M1»

BHewHaa ramma + + + + + + + - +

MpuMedaHue: CNMCKN BEPCUIA MPOrpaMMHO-annapaTHbIX Cpes, B KOTOPbIX DYHKLUOHUPYIOT NepPeUNCIEHHbIE
CpeAcTBa 3aliUTbl OT HECAHKLMOHUPOBAHHOIO AOCTYMNa, NpUBEAEHbl B JOKYMEHTAL MM HA COOTBETCTBYIOLLEE
CpeAcCTBa 3alUTbl OT HECAHKLMOHMPOBAHHOMO AOCTYNa.

MpumeyaHue: Ncnonb3oBaHue aApyrux ceptudunumnposaHHbix Tunos ACYH - Tonbko no cornacosaHuio ¢ ®Cb
Poccun.

10
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4. KOMIMNEKTHOCTb

Tabnuua 4.1 - KoMnnektauusa ncnonHeHms 1-Base

HaunmeHoOBaHue

0O603HaueHne

Kpuntolpo CSP. Ba3osble Moaynw.

XTAKN.00087-03

Kpuntolpo CSP. ®opmynsap.

XTAN.00087-03 30 01

Kpuntolpo CSP. OnucaHmne peanunsauuu.

XKTAKN.00087-03 90 01

Kpuntolpo CSP. PykoBoACTBO agMuUHUCTpaTopa 6e3onacHOCTU.

O6was 4acTb.

XTAKM.00087-03 91 01

ynpasneHnem OC Windows.

Kpuntolpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e3onacHoCTw.

Ncnonb3osaHune CK3W nog

XTAKM.00087-03 91 02

ynpasnaeHmeM OC Linux.

Kpuntolpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e3onacHoCTw.

Mcnonb3oBaHne CK3U noa

XTAKM.00087-03 91 03

ynpasneHueMm OC FreeBSD.

Kpuntolpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e3o0nacHoCTw.

Mcnonb3oBaHue CK3U noa

XTAKM.00087-03 91 04

ynpasneHneM OC Solaris.

Kpuntolpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e3o0nacHoCTw.

Ncnonb3oBaHue CK3U nog

XTAKM.00087-03 91 05

ynpasnaeHuem OC AIX.

Kpuntolpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTw.

Ncnonb3oBaHue CK3U noa

XTAKM.00087-03 91 06

ynpasneHuem OC Mac OS X.

Kpuntolpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e3onacHoCTw.

Wcnonb3oBaHue CK3U noa

XTAKM.00087-03 91 07

ynpasneHuem OC iOS.

Kpuntolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3o0nacHoCTw.

Mcnonb3oBaHme CK3U nog

XKTAKN.00087-03 91 08

BUPTYa/bHbIX cpedax.

Kpuntolpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTw.

Ucnonb3oBaHne CK3UN B

XKTAKN.00087-03 91 09

Kpuntolpo CSP. PykoBoACTBO agMUHMUCTpPaTopa 6e3onacHoCTH
ynpasneHunem OC SailfishOS.

. Ucnonb3oBaHmne CK3U nopg

XKTAKN.00087-01 91 10

KpunTtolpo CSP. WHctpykums no ucronb3osannio CK3W noa ynpasnenvem OC Windows.

XTAK.00087-03 92 01

Kpuntolpo CSP. WHctpykumsa no ucronb3osaHnio CK3U nog ynpas

nennem OC iOS.

XKTAKN.00087-03 92 02

Kpuntolpo CSP.

MpunoxeHne KOMaHAHOW CTPOKKU AN NOANUCK U WNdpoBaHms dannos.

XTAK.00087-03 93 01

KpunTtolpo CSP. MpunoxeHne KOMaHAHON CTpokK Ans paboTbl

Cc cepTudurKaTamm.

XTAN.00087-03 93 02

Kpuntolpo CSP. MNpuno)xeHne KOMaHAHOM CTPOKM ANa co3aaH

nsa TLS-TyHHens.

XTAKN.00087-03 93 03

Kpuntolpo CSP. APM BbipaboTkM BHELUHEN raMMmbl.

XKTAKN.00087-03 94 01

Kpuntolpo CSP. MpaBuna nonb30BaHus.

XTAKM.00087-03 95 01

Kpuntolpo CSP. PykoBoACTBO nporpaMmmcTa.

XTAKM.00087-03 96 01

Ceptndumkat CK3U (konus).

NMpnmeyaHusa:

1. KoMNnekT AOKyMeHTauuuM npegHasHauyeH ANs aAMUHUCTpaTopoB 6e30MacHOCTU, pa3paboTuMKoB

NpUKIaAHOro NporpaMMHOro obecrnevyeHns U Nonb3oBaTe

nen CK3W.

2.MporpamMHoe obecnevyeHne M [OKyMeHTauWsa B 3NeKTPOHHOM Buae B ¢dopmate PDF (Adobe
Acrobat Reader) Ha CD-ROM pgnsa Bcex ncnonHeHun CK3M nocraesnseTca eanHbiM ANCTpnbyTUBOM, dopmMynsp
M Konusa ceptudukaTta, 3asepeHHass 000 «KPUMTO-MPO», - B ne4yaTHOM BUAe.

3. Ucnonb3oBaHne BapuaHTa wucnosHeHuss CK3M B KOHKpETHOW nporpaMMHO-annapaTHOM cpegae

OorpaHun4ymMBaeTCA NN EH3NEN.

11
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5. ANMAPATHO-TMPOIrPAMMHOE CPEACTBO 3AWNTBI OT HCA

M3penne «Kpuntollpo CSP» v 4.0 R4» JXXTAN.00087-03, BapuaHT wUCnonHeHus 1-Base
YKOMMIeKTOBAHO annapaTHO-NpOrpaMMHbIM CpeAcTBOM 3alnThbl nHdopmMaumm oT
HEeCaHKLUMOHMPOBAHHOIo AocTyna.

HanmeHoBaHue cpeacTea, TY CepwuitHbIn HOMEp, AaTa BbinyckKa

M.IL / /
«_» 20 T

12
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6. CBUAOETENBCTBO O MNMPUEMKE

N3penne «Kpuntollpo CSP» v 4.0 R4» XXTAN.00087-03,

cepwuiHbin N2 gucTpubyTtmsa

HoCUTenu:
O CD-ROM wT.

COOTBETCTBYET 23TanoHy, XxpaHsawemyca B 000 <«KPUMTO-MPO», ” nNpuM3HaAHO TrOAHbIM
aKcnayaTaymm.

[aTa Bbinycka: " " 20 r.

M.T. /

ana

13
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7. CBUAETENBbCTBO OB YIAKOBKE

N3penne «Kpuntollpo CSP>» v 4.0 R4» XXTAN.00087-03,

cepuiiHbin N¢ ancTpubyTmea

yrnakoBaHoO B
O 6yMaxkHblh KOHBEPT
O kopobky
O nnacTUKOBbLIN KOHBEPT
O

[aTta ynakoBku: " " 20 r.

M. IN. YnakoBKy npousBen /

14
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8. TAPAHTUN N3TOTOBUTENA (MOCTABLLUMKA)

8.1 TlMonb3oBaTenb NpuobpeTaeT usgenne n HeceT OTBETCTBEHHOCTb 3a ero MCnosib30BaHWeE B
COOTBETCTBUM C PEKOMEHAAUUSMU, U3NTOXKEHHBIMW B 3KCMNyaTaLMOHHOW AOKYMEHTaL NN,

8.2 TlpepnpusTne-unsroToBuUTENb rapaHTmpyeT paboTocnocobHOCTb U3[enuns B COOTBETCTBUM C
3adaBJIEHHbIMUN XapaKTepPUCTUKaMN.

8.3 B cny4yae BbISIBIEHWS B MporpaMMHOM obecrnedyeHun  AedekToB, He CBSA3aHHbIX C
HapyLleHMeM MpaBWA  3KCMJyaTauun, TPaAHCMOPTUPOBAHUS U XPaHEHWS, U3AenvMe MOANEXUT
peknamMauuu. [lpeanpusTue-u3roToBuTelb 0643yeTcss Mo  MOJSIyYEeHUM pekaMauum B BO3MOXHO
KOPOTKUI CpOK YCTpaHWUTb AedeKTbl CBOMMM CWNaMW M CpeacTBaMu BrJIOTb A0 MNOCTaBKM HOBOIO
M3genus, a TakKXe TMPUHATb Mepbl, UCK/Yawwme 3TU gedekTbl B MOCAEAYLWMX 3K3eMnaspax
nsgenus.

8.4 TapaHTWMHLIN CpoK wu3genns — 12 MecsiueB C MOMeHTa MnOCTaBKW Mpu  YCAOBUU
cobntogeHns nonb3oBaTteneMm TpeboBaHMn 3KCNNyaTaLuMOHHON AOKYMEHTauum Ha nigenve.

MpumMeyaHue. Mpn OTCYTCTBUM AAHHbLIX O AaTe MOCTaBKU U3AENNS FapaHTUNHBIA CPOK OTCYUTbLIBAETCS
OT AaThbl ero BbiNycKa, YKa3aHHOW B pasgene 6 «CBUAETENbCTBO O NMpUeMKe>».

8.5 [aHHble 0 nocTaBke (nNpoaaxe) nspenus:

(HanMeHoBaHWe opraHmMsauunM-nocTasLmKa (NpoaaBua) nlaenus)

[data noctaBku: " " 20 r.

M.TL.

(noanwucek)

15
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9. CBEAEHNA O PEKJTAMALINAX

9.1 Peknamauuu, CBA3aHHblE Cc 3KcnnyaTauMe17| mnsaenund, OOJKHbl  HanpaBATbCA
npeanpunaTmno-m3rotoentTento B NIMCbMeHHOM BUAE MO ajpecy:

127018, r. MockBa, yn. Cywésckun Ban, 4.18.
9.2 Cpok paccMoOTpeHus peknamaumm — 1 (0AWH) Mecsl CO AHSA MOJyYeHUs peKksaMauunu.

9.3 [MMpw HECOOTBETCTBMM MOCTAB/IIEMOIO M3AE/MS, €ro Tapbl, YNakoBKW, KOHCEpBaL UKW, MapPKUPOBKU
N KOMMMEKTHOCTU TpeboBaHUSM CONPOBOANTENBHOM AOKYMEHTaUMW, nosib3oBaTeslb 0653aH HanpaBuTb
peknamMaumuio NpeanpuUsTUIO-U3roTOBUTENO B TedeHnn 60 AHEN Co AHA NOCTaBKM U3aenus.

9.4 MpeanpuaTne-msroToBuTeNb MNpUHUMMAaET peksiamMauuio, ecsiM He YyCTaHOBJIeEHa BWHA
nonydyartend B BOSHUKHOBEHUN ,qecbeKTa B nagenunun.

9.5 CeepeHus o0 peknamaumnax dumkcupytoTcsa B Tabnamue 9.1.

Tabnvmua 9.1 - CeBeaeHnsa 0 pekiaMaumsx.

Mepbl, NpUHATbIE Moanucb OTBETCTBEHHOIO
HdaTa CoaepxaHune peknamauum no peknamaum Avua

16
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10. CBEAEHWA O XPAHEHUN

[aTta ycTaHOBKMW Ha
XpaHeHune

[aTta cHATuA ¢
XpaHeHus

Ycnosua xpaHeHus

LomKHOCTb, hamMmnus 1 noanuch
OTBETCTBEHHOIO Nunua

17
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11. CBEAEHWA O 3AKPEMJIEHUN U3AENNA TMPU SKCMNAYATAUNN

JOonKHOCTb
OTBETCTBEHHOIO
nvuya

damnnums
OTBETCTBEHHOIO
nvua

Homep n paTta
npukasa o
Ha3HayeHun

Homep n paTta npukasa
06 ocBoboxaeHunn

MoAanNucb OTBETCTBEHHOIO
nnua

18




XTM.00087-03 30 01. Kpuntolpo CSP. dopmynsip

12. CBEAEHWA OB USMEHEHUAX

[\
n/n

OcHoBaHue (Bx. N2
conpoBoaUTENbHOT
0 AOKYMEeHTa "
AaTa)

[daTa
nposeaeHus
M3MEHEHMUS

CopepxaHue naMeHeHus

JOnXHOCTB,
damunmsa n nognucb
nvua,
OTBETCTBEHHOTrO 3a
M3MEeHEeHUS

Moanuce nuua,
OTBETCTBEHHOrO 3a
aKCcnayaTauuto
usgenuns

M3BelleHne

06 N3MeHeHunsax
XTSAN.00087-
01.1-2016

06.09.2016

Mo TeKCTy m3BeLleHmns

M3BelleHne

06 N3MeHeHunax
XXTAN.00087-
01.1-2017

17.11.2017

Mo TEKCTY M3BELLEHUA

M3BelleHne

06 n3meHeHnax
XTAN.00087-
03.1-2018

12.11.2018

Mo TekCTy M3BeLeHmns
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13. OCOBbIE OTMETKW
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