ITPOTOKOJI Ne 27539/2025
MPOBe/IeHUsI COBMECTHBIX HCIBITAaHUH NMPorpaMMHoro obecrneuenns "ba3suc Virtual Security"”
Bepcuu 3.3 ¥ nporpaMMHoro komiuviekca "ALD Pro" Bepcuu 2.3.0.
. Mocksa 17.02.2025
1 IIpeamMeT UCIIbITaHUMN
1.1 B HacTosieM npoTokone 3adMuKcUpoBaH (pakT mposefeHus B nepuog ¢ 10.02.2025 no
17.02.2025 coBMeCTHBIX MCITBITaHWH TIPOrpaMMHOT0 obecrieuenus "Baswuc Virtual Security” Bepcun
3.3 (manee — I10), pazpaboranHoro OOO "BA3UC", u nporpammHoro uzgenvst "ALD Pro" Bepcun
2.3.0, pa3paboranHoro OO0 "PycbUTex-Actpa".

2 OOBeKT UCTILITAHUN

2.1 IlepeueHns

KOMIIOHEHTOB,

WCTIbITaHWM TipeficTaByieH B Tabmuie 1.

SKCIUVTYdTUDOBABUINXCA B

xo[ie

rnpoBeAeHrda  JaHHBIX

Tabmuiia 1 — ITepeueHb 1akeToB, OTHOCAIMXCS K 1O

Omnucanue HaumenoBauue MD5 NcTounuk

®aiis NporpaMMHOro
basis-vbalancer-1.2.2-1- 514b9e7e655a753615442da

MakKeTa JUCTpUOyTHBA HpeILOCTaBJIeHO
astral7-all.deb 4589ad76¢

"Ba3wuc Virtual Security "

daiin mporpaMMHOTO
nginx-1.25.4-7-astral.7- 5e18fe56b9a5d01e8df4de61

TakeTa AUCTPUOyTHBa HpeIIOCTaBJIeHO
amd64.deb 4e1108b7

"Basuc Virtual Security "

@aiin MporpaMMHOro
vcore-broker-1.8.5-3- 9c15f939867dce556fcdcbf6

nakeTa JUCTpUOYTHBA [IpenocraBneHo
astral7-all.deb d6313cal

"Basuc Virtual Security "

@aiin MporpaMMHOTO
vcore-base-1.8.3-1-astral7- | 5albd1b85e861fac188b7d0

TnakeTa JUCTpUbyTHBA [TpenocTaBneHo
all.deb b2b53deb8

"basuc Virtual Security "

@aiis MporpaMmMHOTO
vcore-broker-libs-1.8.5-3- | da78ef08fed8c22f67cd77d2

nakera uCTpuGyTHBa IIpenocraBneHo
astral7-amd64.deb 4d1ce96a

"Ba3wuc Virtual Security "

®aiin NporpaMMHOIo
virtual-security-admin- b693b86f0490cfddf68f4ale

MakKeTa JUCTPUOyTHBA HpeIIOCTaBJIeHO
3.3.9-1-astral7-all.deb 46acl11d4

"Ba3wuc Virtual Security "

®aiin nporpaMmmHoro nakera | virtual-security-admin-libs- | 8bfd28cf79a3d5b5f5c74816 IIpefiocTaBeHo

mvcrpubyTuea "Basuc Virtual | 3.3.9-1-astral7-amd64.deb | 1c9cc6d6




Security "

daiis MporpaMMHOro
virtual-security-auth-3.3.6- | 67b72e808ad24d0beel6ee7

rakeTa AUCTPUOyTHBa HpeIIOCTaBIIeHO
2-astral7-all.deb 28b9cec59

"Ba3uc Virtual Security "

daiin MporpaMMHOIo
virtual-security-auth-libs- | 555f92209a7318bcbe617¢3

TraKkeTa JUCTpubyTHBa [IpenocraBneno
3.3.6-2-astral7-amd64.deb |a8da8c56e

"Basuc Virtual Security "

daiin nporpaMMHOro
virtual-security-common- | 7b86c54c52fded36c9d32a2

nakeTa AUCTpubyTHBA [TpenocraBneHo
3.3.9-1-astral7-all.deb 2266eal3f

"Basuc Virtual Security "

@aiin nporpaMMHOro ) )
virtual-security-proxy-3.3.5- | 2d7e69acd53cad3ff5e4ad01

nakera AUCTpUOyTHBa [IpenoctaBneHo
3-astral7-all.deb a07931ef

"basuc Virtual Security "

daiin mporpaMMHOTo
virtual-security-proxy-libs- | f2f18758{6943411f25307f4

MakKeTa JUCTpUOyTHBA HpeHOCTaBIIeHO
3.3.5-3-astral7-amd64.deb | 64776881

"Ba3uc Virtual Security "

daiis MporpaMMHOro
virtual-security-web-3.3.7- | c6c339599162bd1869389ef

nakeTa JUCTpUOyTHBA HpeIIOCTaBJIeHO
1-astral7-all.deb 230bf12ab

"Ba3uc Virtual Security "

daiin nporpaMMHOro

f744fc2edf10a8faacaff736¢c
TraKeTa JUCTpubyTHBa ALDPro-2.3.0.iso [pesocraBneHo
02586e2 paspaboturkom I10
"ALD Pro"

3 Xo/ UCMbITaHUH

3.1 B xo/ie mpoBeieHNsT HACTOSIIUX UCTIBITAaHHUI OBI/TM BBITIOTHEHBI TTPOBEPKU KOPPEKTHOCTH
CcoBMeCTHOTO (pyHKLMOHUpOBaHUs "ba3uc Virtual Security” u "ALD Pro" B o6beme, ykazaHHOM B
[Tpunoxenuu 1.

3.2 B xo/ie UCIbITaHWM WCII0/Ib30BAaJICS TECTOBBIN CTeH/|, ONMCcaHHbINA B [IpuioykeHnu 3.

4 Pe3ynbTaThl UCTIBITAHUMN

4.1 "Ba3suc Virtual Security" koppekTtHO yHKLMOHUPYeT coBMecTHO ¢ "ALD Pro".



5 BriBoz

5.1 "Basuc Virtual Security"” Bepcuu 3.3 u "ALD Pro" Bepcuu 2.3.0 COBMeCTHMBI,
TpUHUMasi BO BHUMaHUe WH(OpPMaLIMIo, CoJeprKalllytocs B pa3zenax 3, 4.

6 CocraB paboueii TPyMITbI U MTOAUCH CTOPOH

6.1 [1aHHBII MTPOTOKOJ COCTaB/IeH yuaCTHUKaMu paboueii rpymrb:

Ky3pmuH M.B — pykoBoguTe/ib 1jeHTpa pa3padoTku 6a30Boii BupTyamu3anuu, OO0
"BA3UC";

[Takupos A.A — Bepywui apxutektop , OOO "BA3UC",;

Co3o0H0B M. A. — Benymii uixkeHep, OOO "BA3UC".

00O "BA31C

PYKOBOZIUTEb LIeHTpa pa3paboTky 6a30BOM BUPTyaM3aljiu

(BO/WKHOCTB)

/
Ky3pmun M.B

(roanuce) (hamuus, MHULMAIIBL)




IIpunoxenue 1 K ITporokosy Ne 27539/2025

ITepeuensb npoBepok coBmecTumocTH "ba3uc Virtual Security” u "ALD Pro"

Ne
W HanMeHoBaHue NPOBePKH Pe3ynbraTr npoBepku

1. | LDAP -ayTeHTuUbUKALUS YceneitHo
Nwmrnopt ceptudukara s noaxatouerus no ldaps k "ALD Pro",

2. YcrneriHo
B xpaHwmiie CA ceptudukaroB BVS

3 Iobaenenue denepayy LDAP u 3arnosHeHre 0CHOBHOU VeHeLHO

" | KoHUTrypaLMOHHOM UHGhOPMALIUU.

[TpoBepka coejiHeHus, ayTeHTU(PUKALIMA U CUHXPOHH3AL[UU

4. bOBEp A & ucay P 1 YcrerHo
T10JIb30BaTeJsIen.

5. |Hactpoiika otobpakeHus rnosb3oBareneii "ALD Pro" B BVS YcriemHo
Hactpotiika oToOpakeHHst TPYTITT U CHHXPOHU3ALHSI TPYTIIT U3

6. . . YcrneriHo
LDAP B Virtual Security
[TpoBepka Hanmnuus nob3oBatesel u rpynm "ALD Pro" Bo

7. " " YcrnerHo
BKJIazKe "[Tonb3oBarenu u ['pynrbl”.
Co3faHre CepBHUCHOM YUeTHOM 3arvCH C TpaBaMU Ha UTeHUe B

8. YcrnerHo

"ALD Pro"




IIpunoxxenue 2 K ITporokosy Ne 27539/2025

MucTpykius no uaTerpanum "basuc Virtual Security” ¢ "ALD Pro™

1 .Hacrpotika "ba3uc Virtual Security":
1.1 NmnopTtupoBath cepTUdUKaT A/ noakaoueHus 1o ldaps k "ALD Pro", B xpanunuiie CA
ceptudukaros BVS:
a) Eciiu ncnonb3yeTcst caMonomMCcaHHbIi cepTUgUKaT:
echo -n | openssl s_client -connect ALD_PRO_DOMAIN:636 | sed -ne '/-BEGIN
CERTIFICATE-/,/-END CERTIFICATE-/p' > ldapserver.pem
/opt/basis/java/bin/keytool -importcert -alias aldprocert -keystore /opt/basis/java/lib/
security/cacerts -storepass changeit -file Idapserver.pem
6) Eciu ucrnonb3yeTcst cepTUQUKAT, BbIMylleHHbIN ¢ noMolibio CA-cepTtrdukaTa, TO JOCTaTOYHO
MMITOPTHPOBaTh caM (aiin CA-ceptudukara, 6e3 momyuenus ceprudukara ¢ "ALD Pro":
/opt/basis/java/bin/keytool -importcert -alias aldprocert -keystore /opt/basis/java/lib/

security/cacerts -storepass changeit -file ca.crt

1.2 TepetiTu Ha cTpanully: ims jomeHa —> be3onacHocTh —> Pefeparum.
Haykars Ha KHOTKy "Co3zats", BeiOpats Tun ¢enepauyu "LDAP".

3aroHUTL OCHOBHYIO KOH(UTYPALIMOHHYI0 UH(OPMaLIUIO 0 deepariii.

2 . Hacrpoiika "ALD Pro":

2.1 Co3paTe CepBUCHYHO YUeTHYIO 3allMCh C [IpaBaMU Ha UTeHue.



ITpunoxxenue 3 K ITporokosy Ne 27539/2025

OnucaHue cTeHja
1. "ALD Pro" 3anyujeHHbli B Cpefe OMNepalMOHHOM CHUCTeMbl CrHeLUaJbHOro
Ha3HaueHuss "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe o6HoBneHue 1.7) ¢
yCTAHOBJIEHHBIM OTepaTUBHLIM 00HOBNeHWeM Oe3oracHoct BHOJIJIETEHB Ne 2023-1023SE17
(omepatrBHOe 06HOBeHHe 1.7.5) Ha siipe 6.1.50-1-generic.

n

2.  "Basuc Virtual Security 3aMylLieHHbIM B Cpefie  OMepalydOHHOM CUCTeMbI
crielia/ibHOTO Ha3HaueHUs "Astra Linux Special Edition" PYCB.10015-01 (ouepesHoe oOHOB/IeHHE
1.7) ¢ ycTaHOBNIEeHHBIM OrepaTUBHBIM OOHOBNeHWeM 6e3omacHoct BROJIJIETEHB Ne 2023-

1023SE17 (onepatuBHOe 06HOBeHMe 1.7.5) Ha sifpe 6.1.50-1-generic.



IIpunoxxenue 4 K ITporokosy Ne 27539/2025

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH
10O — mporpammHOe obecrieueHue;

BVS - "basuc Virtual Security".
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