ITPOTOKOJI Ne 2559/2020
IPOBeJeHMsI COBMECTHBIX MCIIBITAHMII J1a3epHOro MOHoOXpoMHoro M@V Xerox WorkCentre
3335DNI u onepanoHHOM CUCTEeMbI CIIel[Ma/IbHOI0 HasHaYeHUsI
«Astra Linux Special Edition» penus «CmosieHcK» Bepcuu 1.6.

r. MockBa 1 anpesnis 2020 1.

1. Pabouas rpyrnma B cocraBe: TapakaHoBa /[I.B. - HauajbHMKa oThesa 1no pabore C
TeXHOJIOIMUECKMMU TapTHEpaMu JernapramenTa BHeapeHus: u conpoBoxkaeHus: OO0 «PycbUTex-
Actpa», Jlykmuoi E.B. - wumHXeHepa oTaena mo paboTe € TeXHOJOTMYECKUMM IapTHEpPamu
nernapramenTta BHenpeHus u cornpoBoxaeHuss OOO «PycBUTex-AcTtpa», cocTaBujia HacCTOSILLIUI
ITporokon o Tom, uto B mepuop ¢ 02 mapra no 06 mapra 2020 r. 6pUM NPOBELEHbI COBMECTHbIE
UCIbITaHusT MOHOXpoMHOro JjasepHoro MOV Xerox WorkCentre 3335DNI u omnepanyoHHOM
cucTeMbl crienmanbHoro HasHauenust «Astra Linux Special Edition» penns «Cmonenck» (OC CH)
Bepcunu 1.6, paspaboranHon AO «HITO PycbUTex».

2. Ha ucnprranus 6su10 mpegocrasieHo MDY Xerox WorkCentre 3335DNI B cienyroien
koMIuiekrauyu: MOV, kabesb nmuranus, kabeab USB, maTy kopp rj-45.

3. B Xome COBMECTHBIX MCITBITAHUM ObUIM IIPOBEIEHbI IPOBEPKM KOPPEKTHOU paboThbl
ycrporictea ¢ OC CH Bepcun 1.6 B 0Ob€Me NpoBepoK, yKasaHHbIX B Tabmuue 1. IIposepkn
OCYILIECTB/ISUTMNCh C MCIIONb30BaHMEM A3KCIuTyaTanyuoHHOM nokymeHrtaumu Ha OC CH, apaiiBepa
Xeroxv5Pkg-Linuxx86_ 64-5.20.661.4639.deb,  ckONMpPOBaHHOTO C  calTa I[IPOM3BOAMUTENIS
060pYyHOBaHMS.

3.1 TIpoBepka dyukimoHuposanus ycrporctsa ¢ OC CH Bepcunm 1.6 B IITaTHBIX peXkumax
paborsl MDYV mpencrasieHa B Tabsuie 1.

Ta6jmua 1- Hepequb IIPOBEPOK OHEp&UMOHHOI;I CHUCTEMbI CIIeliaJIbHOI'O Ha3HAaYeHUs

HaumeHoBaHue IIpOBEepPKU Pe3ynbTar McnbITaHUA
Bepcus onepanyioHHOM CUCTEMbI 1.6 1.6 c mocaegHUM
KyMYJISITUBHBIM
OOHOBJIEHUEM
6e30I1aCHOCTH,
6ro/yteTeHb Ne
20191029SE16
Oo6uapyskenue u fo6aBnenne ycrponcrsa B OC CH: VYcrenHo YcnenrHo
1.1 ITopkmrouenue mo USB YermelHo YcrnenHo
HyneBolt KOHTeKCT
IIpoBepka revyaru:
1 OnHOCTOPOHHSS KHVDKHAS YcrenHo YcnenHo
2. OmHOCTOPOHHSIS a/IbOOMHAs VYcerenHo YcneniHo




HaumeHoBaHue MPOBepPKU PesysnbTar McnbITaHUA
3. JIBYCTOPOHHSISI TTO KOPOTKO VYcnenHo YcneurHo
4. JIBYyCTOPOHHSIS IO JJIMHHOM VeneurHo YcnewHo
5. IBe xonmu YcrmeniHo YcreliHo
6. M3 0CHOBHOTO JIOTKA VYcnenrHo YcnenHo
7. 3 toTKa pyyHOM mogaumn VYcnenrHo YcnemHo
8. CekpeTHast OTHOCTOPOHHSIS YcremHo YcrenrHo
MaHaTHbI KOHTEKCT
CkaHupoBaHMe:
1. [I1aHiueTHOE CKaHMpPOBaHMe VYerelHo YcneuHo
2. CxaHypoBaHMe U3 aBTOINOJaTYMKa VYereuHo YcrenrHo
3. CkaHypoBaHye HeCKOJIbKUX JIMCTOB M3 aBTOIOAATUMKA YenenrHo YcneiHo
B .JPEG n .PDF
4. IIBeTHOE CKaHMpPOBaHME VYcrelHo YcneliHo
1.2 |ITopxmouenune o ceru (DHCP) VYerenHo YcrenrHo
HyneBoit KOHTEKCT
[IpoBepka mevatu: VYcrmelHo VcnenrHo
1. OnHOCTOPOHHSISI KHMKHASs YerenHo YcrmeuHo
2. OpHOCTOPOHHSIST aJIbOOMHas VYcnenrHo YcremHo
5. IIBYCTOPOHHSISI IO KOPOTKOM YcnenurHo YcnemHo
4. IIBYCTOPOHHSIS 110 JIJIMHHOM YcrelHo VYcneHo
51 IBe xormmm VcemelrHo VcreniHo
6. 13 ocHOBHOTO JIOTKA VYcneniHo YcnenHo
7. M3 noTKa pyyHOU mopayun VerenHo YcnenrHo
8. CekpeTHasi OMTHOCTOPOHHSIS YcreiHo YcrnelHo
MaHpaTHbIM KOHTEeKCT
CxaHupoBaHue:
1. IlnaHIeTHOE CKaHMpPOBaHME VYenenHo VYcrenrHo
2. CkaHMpOBaHMe U3 aBTOIIOAATUYMKA VerenrHo YcneiHo
3. CkaHMpOBaHMe HeCKOIbKUX JIMCTOB M3 aBTOIOMATUMKA VYcrenrHo YcrnenHo
B .JPEG u .PDF
4. lIBeTHOE CKaHMPOBAHME YcnelHo YcrnenrHo
4. 3ameuanust o pabore MDY Xerox WorkCentre 3335DNI nop ynpasnennem OC CH
Bepcunu 1.6.

4.1. CexpeTHass OOHOCTOPOHHSIS IleyaTh IPOM3BOAMIACH B TOM UMCAE OT OOBIYHOIO
T10/Th30BaTeJIsl C HU3KMM YPOBHEM 11eJIOCTHOCTU. [Tonb3oBaTesnb 6bL1 J0o6aB/IeH B Ipymmy 1p.

4.2. [1ng TOrO, YTOOGBI MPUCTYITUTH K N€YaTh, HEOOXOAMMO HACTPOUTH Ouepeb IedaTi.



Ijis1 3aaHys ouepesieit meyaTy HeoBXOAMMO VIMeTh IIPaBa KOPHeBOro moJib3osaresist. Cienyer
oTkpbITh Tepmunai (fly-TepmuHan) u BBeCTH CrieAyiolIMe KOMaH/HbIe CTPOKN:

sudo xeroxprtmgr

Iasnee HaskuMaeM kiasuiny BBoz, (Enter), OTKpbIBaeTCs NPUIOKEHME Xeroxprtmgr At CO31aHUA
ouepeny meyaty. B mpuiokeHny Xeroxprtmgr ¥MeeTcs ClipaBOYHbIN (aiil, copepskanpit
MHCTPYKLMM 10 MCIIOIb30BaHMIO JAHHOTO IIPUJIOKEHUS.

4.3. Ilng ckanyposanus mo USB Heo6XoamuMo npoBecTy psiji 1eicTBUi. Bce HaCTPOMKY BBITIOIHSTD
C TIpaBamu root.

4.3.1. Y6enuThcsl 4TO YCTAHOBJIEHBI ITaKeThl sane uiay Simple Scan (1o ymo4aHuio B cucreme
npucyTcrByet fly-scan, HO /il TOTOKOBOTO CKaHMPOBAHMSI C aBTONOZATUMKA TOPasno yiobHee
Simple Scan), mopkounTb yerpoiictso 1o USB 2.0. [lis ycranosku Simple Scan cienyer
oTKpbITh TepMuHai (fly-TepMuHam) 1 BBeCTM CJIeAYIOIMe KOMaH/IHbIe CTPOKN:

sudo apt install simple-scan

6ymer mpousBeeHa yCTaHOBKa yTunTbl Simple Scan. [l ee 3amycka HaJio HaxkaTh KHOIIKY
«ITyck», 3arem nepeiiT B MeHio «I'paduka» u BbIGpaTh myHKT «IIpocToe ckanupoBaHue». 3aTem
cienyer oTKpbITh Tepmunan (fly-repmuHain) n BBeCTH CIeAyrole KOMaH/IHbIE CTPOKN:

Isusb

4.3.2. V6enuTbcs, 4TO B BbIBOJIE KOMaH/ bl Isusb mpucyTCTByeT 3amuch, aHaJIOTUYHas IpuMepy:
Bus 001 Device 002: ID 0924:42e3 Xerox

4.3.3. [lobasutb B Qait /etc/sane.d/xerox_mfp.conf cTpoku:

#Xerox WorkCentre 3335

usb 0x0924 0x42e3

4.3.4. JOob6asuts B (aiur /lib/udev/rules.d/60-libsane.rules cTpoku ¢ COmepPsKUMbIM:

#Xerox WorkCentre 3335

ATTRS{idVendor}=="0924", ATTRS{idProduct}=="42e3",
ENV{libsane_matched}="yes", GROUP=="Ip", MODE=="0666"

4.3.5. Orwitounts ot nopra USB 2.0 Xerox WorkCentre 3335, 3aTeM MOJK/IIOYATH CHOBA.
4.3.6. Jlanee HeOGXOAMMO [06aBUTh OBBIYHOTO ITOIb30BaTeNIs (He root) U3 MOf, KOTOPOro OyayT
paborarb, B rpymiy 1p. OTkpbITh TepmuHai (fly-Tepmunai) 1 BBeCTH CJienyrollyie KOMaH/IHble
CTPOKMU:

sudo usermod -a -G Ip user

4.3.7. BoiiTu B cucTeMy IOJ, JO6aBIeHHbIM [10Jb30BaTesIeM, a 3aTeM BbIITU U3 CUCTEMbI.
4.3.8. [IpoBepuTb YIEHCTBO B IPYIINe KOMaHJ 0y, 3arrycTuB TepmuHant (fly-repmumnann):
groups

4.3.9. Y6enuTbhCs, UTO anIapaT HaXOAUTCS B pesKuMe TOTOBHOCTM U He HaXOOUTCSI B peXUMe



sneproc6epeskenus. ITocse 9TOro TOKHO BbITh JOCTYMHO ckanuposanue yepes GUI Hampumep,
Simple Scan i fly-scan.

4.4. J11 CKaHMPOBAHMS 110 CETY HeOOXOIMMO ITPOBECTH PSIT nelcTBuit. Bce HACTPOMKY BBITIOJIHSTh
C IpaBamu root.

4.4.1. Y6enuTbCs YTO YCTAHOBJIEHbI TaKkeThl sane iy Simple Scan (110 yMO/I4aHMIO B CUCTEME
npucyTtcrByer fly-scan, HO Jisl TOTOKOBOTO CKAaHMPOBAHMSI C aBTOMNOZIATUMKA TOPA30 ynobHee
Simple Scan), nogxrounTh ycrpoictso mo USB 2.0.

4.4.2. lo6asuTb B ham /etc/sane.d/xerox_mfp.conf crpoxu:

#Xerox WorkCentre 3335

tcp 192.168.1.2, e 192.168.1.2 — cetesoit agpec Tectupyemoro MOV.

4.4.3. Jlanee HeoBXOAMMO JO6ABUTh OBBIYHOIO TOJIH30BaTess (He root) U3 MOfi, KOTOPOro OymyT
paborarb, B rpyriy Ip. OTkpsITh TepmuHan (fly-repmunarn) u BBeCTU C/IeNYIOIE KOMaHHbIe
CTPOKU:

sudo usermod -a -G Ip user

4.4.4. BoiiTv B cuCTeMy IOJ, J0OaBIeHHbIM 0/Ib30BaTesIeM, a 3aTeM BbIATY U3 CUCTEMBL.

4.4.5. TIpoBepuTb WIEHCTBO B IPYIIie KOMaHOM, 3amycTus TepmuHan (fly-repmmnann):

groups

4.4.6. Y6enutbcs, 4TO armapar HaXOOUTCSl B peskyMe FOTOBHOCTM M He HaxOIUTCS B PesKuMe
sHeproc6epeskeHnus. [Tocse 9TOro JODKHO OBITh HOCTYIHO cKkaHyposanue yepe3 GUI Harpumep,
Simple Scan win fly-scan.

4.5. Taxyke CKaHMPOBaHMe JOCTYITHO C MCIIOIb30BaHMeM OBILEro CeTeBOro pecypca 1o npoTokoay
SMB. CkaHMpOBaHMe MPOU3BOIMIOCH B CETEBYIO MAIKY C MCIIOMb30BaHMEM CEHCOPHO TaHe Iy
M®YV. [TockonbKy 3335/45 nonaepxusaet ToabKo ntlm v.1. Hy)KHO BHeCTH n3MeHeHus B Gaiis
smb.conf (B ,III/IpeKTI/I.By Global):

[Global]

ntim auth = yes

4.6. Ilns xoppeKkTHOM paboTsl ApaiiBepa B pexxume 3I1C norpebyercs MoAmmcarb ero rmakeTbl
kaouamu, pepocrasisiembivy OOO «PycbUTex-Acrtpa».

Boisombr: MDY Xerox WorkCentre 3335DNI mon yripasienyem OC CH Bepcuy 1.6 npurogHo K

IPUMEHEHMIO C YUeTOM 3aMeyaHuii B IyHkTax 4.1, 4.2, 4.3, 4.4, 4.5, 4.6.

Ot OO0 «PycbWTex-Acrpa»

.B. Tapakanos

% E.B. Jlyknna



