ITPOTOKOJI Ne 6593/2021
IIPOBEIEHNS COBMECTHDIX MCIIbITaHMIA MporpaMmMHoro usgenust «Dr.Web Server Security Suite
(m1st Unix)» Bepcyum 11.1 m onepanmoHHoi CUCTeMBI ClIeNMaILHOTO HasHavYeHus «Astra Linux

Special Edition» PYCB.10015-01 (ouepennoe o6uHoBneHNe 1.7)

r. Mockaa 08 nexabps 2021 r.

1 Cocras Paboueit rpymiibr

1.1 Pabouas rpymnmna B cocraBe: Tosctbix C. A. - pyKOBOAMTE/S IPYIIIbI IO TECTUPOBAHMIO Ha
coBmecTMOCTb ¢ ITO oTnena mo pabore ¢ TEXHOJIOTMYECKMMM TAapTHEPaMy JellapTaMeHTa BHeIPeHus U
conposoxkpernss OOO «PycbUTex-Acrpa», Kapnenko [I. V. - umKkeHepa ormena 1o pabore ¢
TEeXHOJIOTMYECKMMM I1apTHepamMy JenapraMeHTa BHenpeHus u corpoBoxiaeHus OOO «PycBUTex-
Acrpar.

2 IlpenmeT vCITBITaHMI

2.1 Pabouas rpymnmna cocraBwia IIpotokon o tom, uto 8 mexabpst 2021 ropma 6bLIM IIPOBELEHbI
COBMECTHbIE MCIIBITaHMs MporpamMMmHoro wusgenusi «Dr.Web Server Security Suite (mias Unix)»
Bepcun 11.1 (manee no texcry — I1M) paspa6oranHoro OO0 «loxkrop Beb» 1 onepaiyioHHoN CyUCTeMbI
crienmanbHOro HasHaueHus «Astra Linux Special Edition» PYCB.10015-01 (ouepentoe o6xosienue 1.7)
(manee no Tekcry - Astra Linux 1.7.0), paspa6orannoit OO0 «PycBUTex-Actpa».

3 O6BeKT UCIIbITAHUN

3.1 Dbputa mpemocTaBlIeHa CCbUIKA HA OQUIMATBHBIA  PEIIO3UTOPMII  paspaborumka ¢
nuctpubytusom ITM:

http://repo.drweb.com/drweb/debian/dists/11.1/non-free/binary-amdé4/

4 Xon UCIIbITaHuI

4.1 B xone cOBMeCTHBIX MCIIBITAHUI ObLIY IIpOBeeHbI TpoBepky Astra Linux 1.7.0, sanyuieHHoM
C SiApamu:

«generic» Bepcun 5.4.0-54;

«hardened» Bepcuu 5.4.0-54.

4.2 TIpouecc ycranosku u yuanenus [IU ommcan B [Tpunoskedum Ne 1.

4.3 B pexxyMe MaHJATHOTO pa3rpaHMUeHus] HOCTyIA HEeT JOCTyma K Bed uHrepdericy ITH, npu
3ToM IV QyHKIMOHUPYET B KOHCOJILHOM PeXMMe.

4.4 B xome COBMECTHBIX VCIIBITAHUI ObLIM IIPOBENEHbI MPOBepKM (GyHKImoHuposanus I u

Astra Linux 1.7.0 B o6beme, ykazanuom B Ta6muiie 1.



Ta6avma 1 — ITepeuennb npoepok OC

Ne |HamMmeHoBaHMe IIPOBEPKU PesynpTrar ncrbrranus

n/n
Oo6unosnenue OC Astra Linux 1.7.0
BrimosHenme tpebosannit nompasz. 17.2 nokymenTa «OrmnepalinoHHast YcnelHo

1 cucTeMa crenuaybHOro HazHadeHus «Astra Linux Special Edition».
PyxoBoncteo o KC3. Yacrs 1» PYCB.10015-01 97 01-1

. Ycranoska I1U B cpemy OC, 3arpyskeHHYIO C IAPOM «generic», YcneniHo
«hardened»

2 3amyck, ocraHoBka BbirtosiHeHus [TU B cpene OC, 3arpy>keHHOM ¢ YcreniHo
snpom «genericy», «hardened»
CooTBeTcTBME MTPEAYCTaHOBIEHHOM ONePalIOHHON CUCTEMBI YcneniHo

4 | nuctpubyTtusy. IIpoBepKka BBIIONHAIACH C UCIIOAb30BAHMEM YTUIUTDI
«fly-admin-int-check»

. Vnanenue I1U u3 cpegpr OC 3amyiieHHO C SAPOM «generic», YcneliHo
«hardened»
BrimonHenue tpe6oanun 1. 17.3.2 nokymenra «OriepanimoHHas VYcrnemHo

6 |cucrema crienaabHOro HasHaueHus «Astra Linux Special Edition».

Pyxkosoncto mo KC3. Yacts 1» PYCB.10015-01 97 01-1

5 Pesynbrarhbl UCILITAHUI

5.1 Tlo pe3yiibTaTaM IIpoOBeaeHNMSA COBMECTHDBIX MCIIBITAHUI Ha COBMECTMMOCTD YCTAaHOBJIEHO, YTO

[V xoppeKkTHO yCcTaHaBAMBAETCS, PYHKIMOHUPYET, ynansieTcst B cpeae Astra Linux 1.7.0, sarpy>keHHOI C

sanpamu: «generic», «hardened».

BriBon

IIporpammuoe m3nenve «Dr.Web Server Security Suite (myst Unix)» Bepcunu 11.1 coBmecTumo c

OTIEPAIIOHHOM CUCTEMOM CIlelMaJbHOro HasHaueHuss «Astra Linux Special Edition» PYCB.10015-01

(ouepenHoe ob6HOBIEHME 1.7).

OT1 OO0 «PycbUTex-Actpa»

.ﬁrOJ'ICTbIX C. A.

Kapmnenko . W.
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Yceranoska u ynanenue [T

1 Ycranoska [T

1.1 Ons ycranoBku [TV He06X0nMO MTOAK/ITIOUUTD PEIO3UTOPUI ¢ aucTpubyTusom [TU:

sudo apt-key adv --keyserver hkp:/keyserver.ubuntu.com:80 --recv-keys
8C42FC58D8752769

echo "deb http://repo.drweb.com/drweb/debian 11.1 non-free" | sudo tee -a
/etc/apt/sources.list.d/drweb.list

sudo apt update

1.2 Ycranosuts 1M xomaHgoin:

sudo apt install drweb-file-servers

2 Ypanenue 11

2.1 Ilns ynanenus [TV BBITIOIHUTD KOMAH/IbI:
sudo apt remove drweb-file-servers

sudo apt autoremove — purge

2.2 YpanuTb OoCTaBlLIMeCs Tanku U (aiibl:

sudo rm -rf /etc/opt/drweb.com /var/opt/drweb.com /etc/pam.d/drweb
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IMepeyeHb COKpAIIEHMIA U OIIPeIeIeHII
[TU - mporpammuoe usnenue «Dr.Web Server Security Suite (ns Unix)» Bepcun 11.1
Astra Linux 1.7.0 - onepaunonHas cycremMa crelaabHoro HasHayenus «Astra Linux
Special Edition» PYCBE.10015-01 (ouepenHoe o6HOBeHMe 1.7) |
OC — omnepanyoHHas cucrema
KC3 — xomIuiekc cpencTB 3allyUThI

ITO - mporpammHoe obecrieueHme



