ITPOTOKOJI Ne 15455/2023
MPOBe/[eHUsI COBMECTHBIX MCIIBITAaHUH NporpaMMHoro obecrneyenns «GIS WebService SE»
Bepcuu 15.5.1.1120 1 onepanoHHOM CHCTEeMbI CIIel{Ha/TIbHOr0 Ha3HaueHus «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe o0HoB/1eHHe 1.7)
r. MockBa 06.12.2023

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM npoTokose 3ahuKCUpoBaH (akT mpoBefeHus B repuof ¢ 24.11.2023 mo
06.12.2023 coBMeCTHBIX HCIBITaHWN MporpaMmHoro obecrieueHusi «GIS WebService SE» Bepcun
15.5.1.1120 (manee — I1O), pa3paboranHoro AO KB «IlaHopama», ¥ OmepaiiOHHON CHCTEMBI
crieljiabHOTO Ha3HaueHust «Astra Linux Special Edition» PYCB.10015-01 (ouepesHOoe 0OHOBIeHHE
1.7) (manee — Astra Linux SE 1.7.0), paspaboranHoii OOO «PycbUTex-Actpa», BKtodast Astra
Linux SE 1.7.0 ¢ ycTraHOB/ieHHbIM OriepaTHBHbIM 0OHOBeHHeM OGe3oracHoctu BIOJIJTIETEHB Ne
2023-1023SE17 (oneparuBHOe oOHOBeHHWe 1.7.5) (manee — Astra Linux SE 1.7.5).

2 OOBEKT UCTIBITAaHUH

2.1 [lepeueHp KOMIIOHEHTOB, SKCII/IyaTUPOBAaBLIMXCSI B XOJe TIPOBeJeHUsl JaHHBIX

UCTIbITaHUM, oTHOCsIUXCs K [10, ipeacrasniex B Tabnuiie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

Onucanue HaumMmenoBaHue MD5 HNcTrounuk

847d5b99b30eadde4c38302

®aiis NporpaMMHOIo
giswebservicese.deb 9dbae80a2 Cropona pa3paborurika I10

nakera quctpubytusa 10

Pecypc B cetn «/IHTEpHET»,
OHLHANEHOE PYKOBOACTEO b874£c72d330551c3a8a818 | ¥APCC:
61fa01d7a «https://gistoolkit.com/dow

3JIEKTPOHHOM (hopmare nload/doc/giswebserviceseli

1o skcrutyaranuu [10 B giswebserviceselindoc1.pdf

ndocl.pdf»

3 Xo/ UCbITaHUH

3.1 B xofie npoBeieHNsT HACTOSIIUX UCITBITaHWH ObUTH BBITIOTHEHBI TIPOBEPKH KOPPEKTHOCTH
¢yukimonupoBanusi I10 B cpemax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5, — B o0beme,
yKa3zaHHoM B [Ipunoxkenuu 1.

3.2 [lepeueHs oduManbHbIX perno3utopueB [10, 3KCITyaTMPOBaBIIMXCS B YIOMSIHYTBIX

cpejax: -
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* B cpefie Astra Linux SE 1.7.0: base;

* B cpefie Astra Linux SE 1.7.5: base, update.

3.3 HeodurmaneHele perio3uropuu 10 /151 yKa3aHHBIX CpeJ| He SKCITyaTUPOBaUCh.

3.4 C uenblo NpOBeZleHNs YKa3aHHBIX TPOBEPOK IMPY BK/IIOUEHHOM peXHMe 3aMKHYTOH
nporpaMMHoM cpefibl (manee — 3I1C) ynomsHyThix OC, KMCIO/IB30BaaCs COOTBETCTBYIOLIMHM (haitn
OTKPBITOTO KJTIOUa, Mpe/IoCTaBIeHHbIN CTOpOHOM pa3paborunka I10.

3.5 [IpoBepka KoppeKTHOCTH (yHKLUMOHHMPOBaHUs [10 B yCIOBUSIX HEHY/eBOrO YPOBHS
KOH(UW/eHLIMaTbHOCTY MeXaHHW3Ma MaHJAaTHOrO pasrpaHdyeHds Jocrtyna (manee — MPI)
yKa3aHHbIX CpeJi TIPOBOAWIACh COIVIACHO COOTBETCTBYIOIL[EMY CLieHapuio, TpefoCTaBlIeHHOMY
CTOpOHOM pa3paboTurika I10.

3.6 [MTocne ypanenus [10 uepe3 dpkg ocratorcst maketsl apache? u php.

4 Pe3ynbTaThl UCTIBITAHUM

4.1 T1O KoppeKTHO QyHKLMOHUpYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5.
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5 BriBOj,

5.1 1O u onepaloHHasl CUCTeMa CIleL[uabHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOB/eHue 1.7) COBMECTHMBI, TIpUHMMass BO BHUMaHHe
vH(pOpMaLMIOo, CoAep Kalllytocs B pa3zenax 3, 4 u [Ipunoykenuu 2.

6 CocraB paboueii TPYIIITLI U TTOITUCH CTOPOH

6.1 JlaHHBII IPOTOKOJ/I COCTaB/IeH yUuaCTHUKAMH paboueld TpyTIibL:

[Tpokantok /. C. — Haua/IbHUK CEKTOpa OT/ie/la TEXHOJIOTMUeCKOW COBMEeCTUMOCTHU
JlerlapTaMeHTa pa3BUTUs TexHosorudeckoro corpyguuuectsa IBuC OOO «PycbUTex-Actpar;

T'onokoB H. C. — un>xeHep OT/ies1a TeXHOJIOTMUeCKOH COBMECTUMOCTH JiellapTaMeHTa

pasBUTUS TexHoJIoru4eckoro corpyzHudectsa JBuC OOO «PycbTex-AcTtpa».

00O «PycbNTex-Actpa»

Haya/IbHUK CeKTOpa OT/e/la TeXHOIOrHUeCKon
COBMECTHMOCTH JleflapTaMeHTa Pa3BUTHsl TEXHOJIOTYeCKOro
cotpyanuuecTtBa JBuC
(RomKiocTs)

ITpokanrok [I. C.

(moammchb) (bamunust, MHULMATTBY)
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ITpunoxenue 1 K Ilporokosy Ne 15455/2023

ITepeuennb nnpoBepok coBMecTuMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.5

Pesynaprar npoBepku I1O u Astra Linux SE
ljg HauMeHOBaHMe POBEPKH 1.7.0 c agpom OC 1.7.5 c apgpom OC
n/n
5.4.0-54- 5.4.0-54- 5.4.0-162- 5.4.0-162- 5.10.190-1- 5.10.190-1- 5.15.0-83- 5.15.0-83- 5.15.0-83- 6.1.50-1-
generic hardened generic hardened generic hardened generic hardened lowlatency generic
1. | Ycranoska I10O YcnemHo YcnemHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo
2. |3anyck, ocTaHoBKa BbinoHeHus 110 YcnemxHo YcnemxHo YcrnemHo YcnemxHo YcnenHo YcrnemHo Ycnemxo YcriewHo YcneHo YcremHo
JKcrTyararys MUHUManbHOH 6a30Boi
3. yarai YcnemHo YcnemHo Ycnemso YcnemHo YcrenHo YcnemHo YcnemHo YcrenHo YcnenHo YcnemHo
¢yHkunonamsHOCTH [10
®ynkuumoHuposanue 10 B yc1oBusix
4. | HA3KOrO ypPOBHS L|eJIOCTHOCTH YcrenHo Ycnemno Ycnemno Ycnemno Ycremso Ycnemno Ycnemno YcnemHo Ycnemno Ycnemno
mexanu3ma MK OC
®yHkiuoHvposaHue I10 B ycioBusx
HeHYyJ/1eBOTro OBHA
5. y YP YcnemHo YcnemHo YcnemHo YcnemHo YcrenHo YcnemHo YcnemHo YcrenHo YcnenHo YcnemHo
KOH(WeHI[MaTbHOCTH MeXaHH3Ma
MP]I OC
OTcyTCTBUE HapylleHUH TpeOoBaHMI
6. |mogpasgena 17.3 «PykoBojCTBO 1O YcrenHo Ycnemsno YcrnemHo Ycnemsno YcnemHo YcrnemHo Ycnemno YcnemHo YcnemHo Ycnemno
KC3 4. 1»
CootsetctBue 06bekToB @C OC
7. ,L[I/ICTpI/I6yTI/IBy OC mnpm 3KcITyaranuu Ycnewno Ycnewno Ycneino Ycnewno Ycnelso Ycneino Ycnewno Ycneiso Ycneino Ycnewno
1o
8. | Ynmanenue I10O YcnemHo YcnemHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo
®yHkmoHuposaHue I10 B yci1oBusax
9. . YcnemHo YcnemHo YcnemHo YcnemHo YcrelHo YcnewHo YcnemHo YcrelHo YcnewHo YcnewHo
BK/IrOuéHHoro mexanusma 3I1C OC
OTcyTCcTBUE HapyleHUH TpeOoBaHMIA
10. |nmoppasgena 17.2 «PyKoBOJCTBO O Yenemso Yenemso Yenenso Yenemso Yenemso Yenenso Yenewso Yenewso Yenewso Yenewso
KC3 4. 1»
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IIpunoxenue 2 K ITporokosy Ne 15455/2023

MHcTpykiusa no ycraHoBke U yaasenuo I1O B cpepgax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.5

1 Ycranoska I10:
1.1 BBIMIOJIHUTE CUCTEMHBIE KOMaH/IbI, eCTBHS:
sudo ./service.sh
#HUXe cofepxXumoe ckpunTa
apt-get install -y apache2 libapache2-mod-authnz-pam
apt-get install libapache2-mod-php php-gd php-mbstring php-xml php-xmirpc php-zip
phpjson
a2enmod auth_pam
echo "<Directory />
Options Indexes FollowSymLinks MultiViews
AllowOverride None
AuthType Digest
AuthName "GISWebServiceSE"
AuthUserFile "/variwww/html/GISWebServiceSE/.htdigestpasswd"
Require valid-user
</Directory>
<Directory /var/www/html/>
Options Indexes FollowSymLinks MultiViews
AllowOverride None
AuthType Digest
AuthName "GISWebServiceSE"
AuthUserFile "/variwww/html/GISWebServiceSE/.htdigestpasswd"
Require valid-user
</Directory>" > /etc/apache2/sites-available/000-default.conf
a2enmod rewrite
echo "<Directory /var/www/html/GISWebServiceSE>
Options -Indexes +FollowSymLinks +Includes
AllowOverride All

Order allow,deny
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Allow from All

</Directory>" > /etc/apache2/apache.conf

sed -i 's/# AstraMode on/AstraMode off/g' /etc/apache2/apache2.conf
usermod -a -G shadow www-data

setfacl -d -m u:www-data:r /etc/parsec/macdb

setfacl -R -m u:www-data:r /etc/parsec/macdb

setfacl -m u:www-data:rx /etc/parsec/macdb

a2enmod rewrite

a2dismod auth_basic

a2enmod auth_digest

systemctl restart apache2

#0e6 nakeT npeaBapuTesibHO pacnonoXxunun B gupektopum /home/u/
dpkg -i ’/home/u/giswebservicese.deb

#co3faem naposb A5 aBTopusaLumn B Be6-nHTepdeiic

htdigest -c /var/www/html/GISWebServiceSE/.htdigestpasswd GISWebServiceSE admin

2 Ynanenue I10:
2.1 BBINOJHUATL CUCTEMHYIO KOMaH/Y:

sudo dpkg -r giswebservicese
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IIpunoxenue 3 K ITporokosy Ne 15455/2023

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIeliaJbHOro
Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaijMoHHas cUCTeMa CIleLiMa/ibHOTO Ha3HaueHus: «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe o6HoBneHue 1.7);

Astra Linux SE 1.7.5 — omepauyoOHHasi cCMCTeMa CIleliiajbHOr0 Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepesHoe o6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OIepaTUBHBIM
obHoBieHnem 6e3onacHoctd BFOJIJTETEHD Ne 2023-1023SE17 (omepatuBHOe oO6HOBeHue 1.7.5);

OBuC — aupexiysi BHeZIpeHUs U COTIPOBOXK/IeHUS;

3T1C — 3aMKHYyTasi IpOrpaMMHasi Cpe/ia;

KC3 — KoMILIeKC CpefiCTB 3allUThl;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepaloHHast CUCTEMa;

10O — nporpammHoe obecrieuenrie «GIS WebService SE» Bepcrn 15.5.1.1120.
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