ITPOTOKOJI Ne 15466/2023
MPOBe/IeHUsI COBMECTHBIX HCIIBITAHUH MPOrpaMMHOro obecrneuenuns «IIporpaMmHbIi
Komiuiekc I'eonopran Pernon» Bepcum 1.0.0.1 1 oneparjuoHHOM CHCTEMBbI ClIeI{Ha/1IbHOT0

Ha3HaueHHs «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe o0HoB/1eHue 1.7)

r. Mocksa 06.12.2023

1 IlpegmeT McCHbITaHUM

1.1 B HacTosieM rpoTokose 3aduKcupoBaH (akT npoBefeHus B repuof ¢ 30.11.2023 mo
06.12.2023 COBMeCTHBIX WCITBITAaHUM TpOrpaMMHOro obecrieueHust «IIporpaMMHBIN KOMILIEKC
l'eoriopran Pervion» Bepcuu 1.0.0.1 (manmee — I10), paspaboranHoro AO KB «IlaHopama», u
OTepaLMOHHOW CUCTeMBI CrieljaabHOro Ha3HaueHus «Astra Linux Special Edition» PYCB.10015-01
(ouepenHoe obHoBneHue 1.7) (manmee — Astra Linux SE 1.7.0), pa3paboranHoii OOO «PycBUTex-
Actpa», Bkmouasi Astra Linux SE 1.7.0 ¢ ycraHOBJIeHHbIM OfepaTHBHBIM OOHOB/IEHHEM
6e3omacHocty BFOJIJIETEHD Ne 2023-1023SE17 (onepatriBHOe o6HOB/IeHWe 1.7.5) (manee — Astra
Linux SE 1.7.5).

2 OOBEKT UCTIBITAaHUMH

2.1 TlepeueHp KOMIIOHEHTOB, SKCIL/TyaTUPOBABIIMXCSI B XOJe TpOBEJeHUsl JaHHBIX

WCTIbITaHUH, oTHOCsIUXCcs K [10, ipeacrasiex B Tabmuie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCSIIUXCS K [10

Onucanue HaumMmenoBaHue MD5 HcTrounnk

ac0a9eed376d9cfc4ba735c6
ae7119a7

daiin mporpaMMHOTO
geoportalregion.deb Cropona pa3paboruurka I10

naketa guctpubytusa I[10

®aiin apxuBa, CofiepKaliui

daiisel AucTpuGyTUBOB £98868a0e399d96bbde6b50

OrL.tar.gz Cropona pa3spaboruvika I10
[JIOTIOJTHUTE/IbHBIX MOZIyJIei A & fa61e867a pora pasp
1o
Pecypc B cetu «/IHTEpHET»,
OcpuupamHoe pyKoBOACTEO 7fc40c1370a74b98189d25¢ | #APEC:
1o 3kcrutyaranuu [10 B geoportadminlin.pdf 37232bce8 «https://gistoolkit.com/dow
3JIEKTPOHHOM (hopmare nload/doc/geoportadminlin.

pdf»

3 Xo/ UCbITaHWH
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3.1 B xo/ie mpoBeJieHNst HACTOSILL{UX UCTIBITaHUM ObI/TM BHITIONHEHBI TPOBEPKU KOPPEKTHOCTH
dynkimonrpoBanus 10 B cpemax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5, — B obbeme,
yKa3aHHOM B [Ipunoxkenuu 1.

3.2 [lepeueHb o¢uiManbHbIX perio3utopreB [10, 5KCIUIyaTUPOBABILIMXCS B YIOMSHYTBIX
cpefax:

* B cpefie Astra Linux SE 1.7.0: base;

* B cpege Astra Linux SE 1.7.5: base, update.

3.3 Heodurmanbhblie periozutopuu [10 A1 yKa3aHHBIX CpeJ| He SKCILTyaTUPOBAJIUCh.

3.4 C uenbl0 TNpoOBeZleHNs YKa3aHHbIX TPOBEPOK IMPU BK/IIOUEHHOM pEXHUMe 3aMKHYTOM
rporpaMMHoO# cpebl (manee — 3I1C) ynomsiHyTbix OC, KCIIOMB30BaACs COOTBETCTBYHOIIMHN (haiin
OTKPBITOTO KJTIOYA, MPeA0CTaBIeHHbIN CTOPOHOM pa3paborunka I10.

3.5 [IpoBepka KoppeKTHOCTH (yHKUHMOHMpOoBaHUS [10 B yCIOBUSIX HEHYJEBOrO YPOBHS
KOH(U/IeHLIMaTlbHOCTH MeXaHW3Ma MaH/IaTHOrO pasrpaHduyeHuss poctyna (gzanee — MPI)
yKa3aHHBbIX CpeJ, TPOBOAWIACh COIVIaCHO COOTBETCTBYIOLLEMY CLIeHapUi0, TMpeoCTaBIeHHOMY
cTopoHo# paspabotunka I[10.

3.6 TTocne ynanenus 1O octatoTcst makeTsl php 1 apache?2.

4 Pe3ynbTaThl UCITBITAHUM

4.1 T1O koppeKTHO (DyHKIIMOHUPYeT B cpefiax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5.
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5 BriBOj,

5.1 1O u onepaloHHasl CUCTeMa CIleL[uabHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOB/eHue 1.7) COBMECTHMBI, TIpUHMMass BO BHUMaHHe
vH(pOpMaLMIOo, CoAep Kalllytocs B pa3zenax 3, 4 u [Ipunoykenuu 2.

6 CocraB paboueii TPYIIITLI U TTOITUCH CTOPOH

6.1 JlaHHBII IPOTOKOJ/I COCTaB/IeH yUuaCTHUKAMH paboueld TpyTIibL:

[Tpokantok /. C. — Haua/IbHUK CEKTOpa OT/ie/la TEXHOJIOTMUeCKOW COBMEeCTUMOCTHU
JlerlapTaMeHTa pa3BUTUs TexHosorudeckoro corpyguuuectsa IBuC OOO «PycbUTex-Actpar;

T'onokoB H. C. — un>xeHep OT/ies1a TeXHOJIOTMUeCKOH COBMECTUMOCTH JiellapTaMeHTa

pasBUTUS TexHoJIoru4eckoro corpyzHudectsa JBuC OOO «PycbTex-AcTtpa».

00O «PycbNTex-Actpa»

Haya/IbHUK CeKTOpa OT/e/la TeXHOIOrHUeCKon
COBMECTHMOCTH JleflapTaMeHTa Pa3BUTHsl TEXHOJIOTYeCKOro
cotpyanuuecTtBa JBuC
(RomKiocTs)

ITpokanrok [I. C.

(moammchb) (bamunust, MHULMATTBY)
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ITpunoxenue 1 K Ilporokony Ne 15466/2023

ITepeuennb nnpoBepok coBMecTuMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.5

Pesynaprar npoBepku I1O u Astra Linux SE
ljg HauMeHOBaHMe POBEPKH 1.7.0 c agpom OC 1.7.5 c apgpom OC
n/n
5.4.0-54- 5.4.0-54- 5.4.0-162- 5.4.0-162- 5.10.190-1- 5.10.190-1- 5.15.0-83- 5.15.0-83- 5.15.0-83- 6.1.50-1-
generic hardened generic hardened generic hardened generic hardened lowlatency generic
1. | Ycranoska I10O YcnemHo YcnemHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo
2. |3anyck, ocTaHoBKa BbinoHeHus 110 YcnemxHo YcnemxHo YcrnemHo YcnemxHo YcnenHo YcrnemHo Ycnemxo YcriewHo YcneHo YcremHo
JKcrTyararys MUHUManbHOH 6a30Boi
3. yarai YcnemHo YcnemHo Ycnemso YcnemHo YcrenHo YcnemHo YcnemHo YcrenHo YcnenHo YcnemHo
¢yHkunonamsHOCTH [10
®ynkuumoHuposanue 10 B yc1oBusix
4. | HA3KOrO ypPOBHS L|eJIOCTHOCTH YcrenHo Ycnemno Ycnemno Ycnemno Ycremso Ycnemno Ycnemno YcnemHo Ycnemno Ycnemno
mexanu3ma MK OC
®yHkiuoHvposaHue I10 B ycioBusx
HeHYyJ/1eBOTro OBHA
5. y YP YcnemHo YcnemHo YcnemHo YcnemHo YcrenHo YcnemHo YcnemHo YcrenHo YcnenHo YcnemHo
KOH(WeHI[MaTbHOCTH MeXaHH3Ma
MP]I OC
OTcyTCTBUE HapylleHUH TpeOoBaHMI
6. |mogpasgena 17.3 «PykoBojCTBO 1O YcrenHo Ycnemsno YcrnemHo Ycnemsno YcnemHo YcrnemHo Ycnemno YcnemHo YcnemHo Ycnemno
KC3 4. 1»
CootsetctBue 06bekToB @C OC
7. ,L[I/ICTpI/I6yTI/IBy OC mnpm 3KcITyaranuu Ycnewno Ycnewno Ycneino Ycnewno Ycnelso Ycneino Ycnewno Ycneiso Ycneino Ycnewno
1o
8. | Ynmanenue I10O YcnemHo YcnemHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo
®yHkmoHuposaHue I10 B yci1oBusax
9. . YcnemHo YcnemHo YcnemHo YcnemHo YcrelHo YcnewHo YcnemHo YcrelHo YcnewHo YcnewHo
BK/IrOuéHHoro mexanusma 3I1C OC
OTcyTCcTBUE HapyleHUH TpeOoBaHMIA
10. |nmoppasgena 17.2 «PyKoBOJCTBO O Yenemso Yenemso Yenenso Yenemso Yenemso Yenenso Yenewso Yenewso Yenewso Yenewso
KC3 4. 1»
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IIpunoxenue 2 K ITporokosy Ne 15466/2023

MHcTpykiusa no ycraHoBke U yaasenuo I1O B cpepgax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.5

1 Ycranoska I10:
1.1 BBIMIOJIHUTE CUCTEMHBIE KOMaH/IbI, eCTBHS:
sudo ./region.sh
#HKe cogepxummoe region.sh
apt-get install -y apache2 libapache2-mod-authnz-pam
a2enmod authnz_pam
echo "DocumentRoot /variwww/html
<Directory />
Options FollowSymLinks
AllowOverride None
AuthType Basic
AuthName "\"PAM authentication"\"
AuthBasicProvider PAM
AuthPAMService apache?2
require valid-user
</Directory>
<Directory /var/www/html/>
Options Indexes FollowSymLinks MultiViews
AllowOverride None
AuthType Basic
AuthName "\"PAM authentication"\"
AuthBasicProvider PAM
AuthPAMService apache2
require valid-user
</Directory>" > /etc/apache2/sites-available/default
usermod -a -G shadow www-data
setfacl -d -m u:www-data:r /etc/parsec/macdb
setfacl -R -m u:www-data:r /etc/parsec/macdb

setfacl -m u:www-data:rx /etc/parsec/macdb
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6

apt-get install -y libapache2-mod-php php-xml php-mbstring php-ldap php-sqlite3
#npeaBapuTenbHO KNagém BCe HyXHble AeOHMKN N3 apXxuBa 4on (Ha HEKCTKIayae) B
/home/u/

apt install -y /nome/u/gisserver.deb

apt install -y /home/u/giswebservicese.deb

apt install -y /nhome/u/giswebserverse.deb

apt install -y /nome/u/geoportalregion.deb

sed -i 's/# AstraMode on/AstraMode off/g' /etc/apache2/apache2.conf

service apache?2 restart

2 Ynanenue I10:
2.1 BBINOJHATL CUCTEMHYIO KOMaHZYy:

sudo dpkg -r gprse
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IIpunoxenue 3 K ITporokosy Ne 15466/2023

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIeliaJbHOro
Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaijMoHHas cUCTeMa CIleLiMa/ibHOTO Ha3HaueHus: «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe o6HoBneHue 1.7);

Astra Linux SE 1.7.5 — omepauyoOHHasi cCMCTeMa CIleliiajbHOr0 Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepesHoe o6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OIepaTUBHBIM
obHoBieHnem 6e3onacHoctd BFOJIJTETEHD Ne 2023-1023SE17 (omepatuBHOe oO6HOBeHue 1.7.5);

OBuC — aupexiysi BHeZIpeHUs U COTIPOBOXK/IeHUS;

3T1C — 3aMKHYyTasi IpOrpaMMHasi Cpe/ia;

KC3 — KoMILIeKC CpefiCTB 3allUThl;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepaloHHast CUCTEMa;

[1O — mporpammHoe obecrieueHre «IIporpaMMHbIi KoMruieke ['eoropran Pervon» Bepcuu

1.0.0.1.
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