ITPOTOKOJI Ne 27684/2025
MPOBe/IeHUsI COBMECTHBIX HCIBITAaHUH nporpaMmMHoro ofecreyenus "EKRASCADA" Bepcuu
2.13.4.15061 u oneparjuOHHOM CHCTEMBI CcrieljuaibHOro Ha3HaueHus "Astra Linux Special
Edition" PYCB.10015-01 (ouepegHoe ooHOB/IeHHe 1.7)
. Mocksa 29.04.2025

1 IlpegmeT McCHbITaHUM

1.1 B HacrosiiijeM TmpoTokosie 3adukcupoBaH ¢akt rpoBefeHusi 22.04.2025 coBMeCTHBIX
ucnbiTaHui nporpaMmHoro obecrnieuerHusi "EKRASCADA" Bepcun 2.13.4.15061 (manee — T10),
paspaboranHoro OOO HIIIT "3KPA", u orepaliiOHHONM CUCTeMBI CITelMaTbHOr0 Ha3HaueHus "Astra
Linux Special Edition" PYCB.10015-01 (ouepegHoe o6HOBieHWe 1.7) C yCTaHOBIE€HHBIM
oriepatuBHBIM 00OHOBneHWeM Oe3onacHoct BROJIJIETEHB Ne 2025-0319SE17 (omeparuBHOe
obHoesenue 1.7.7) (nanee — Astra Linux SE 1.7.7), pa3paborantoit OOO "PycbUTex-Actpa".

2 OOBEKT UCTIBITaHUM

2.1 IlepeueHb KOMIIOHEHTOB, JKCIUIyaTUPOBABLIUXCA B XOJAe T[IPOBeJEeHUs [aHHBIX
UCTIBbITaHUH, OTHOCsuxcs K [10, mpencrasiex B Tabsurie 1.

Tabnura 1 — [TepeueHb KOMITIOHEHTOB, OTHOCsIIMXCsA K [10

Onucanue HaumeHoBaHue MD5 HNcTrounuk

datin apxuBa AUCTpUOyTHBa ekrascada_2.13.4.15061_a | 564ba98ab3711976

Cropona pa3paborurika I10
1o md64.tgz 29¢7000a10c3a4aa

Paiin nporpaMMHOro nakera, | nxlog- 62405c00b3baa332

. Cropona pa3paborurika I10
o6pabotku syslog-coobuiennii | ce_3.2.2330_amd64.deb | 397a26ee8dee1314

@aiin nporpaMMHoro nakera, | syncthing_1.27.12_amd64 | 69f5406{d4874e48
. Cropona pa3paboruuka I10
CUHXPOHM3aLuH (aiiyioB .deb cb1999e6e3b5d1a8

OdurranbHOe PyKOBOJCTBO 10 | "PYKOBOJCBO CHCTEMHOIO
Pecypc B cetu "UnTepHeT", agpec:
skcrutyaranuu 10 B TIporpamucTa 1o -

"http://soft.ekra.ru/soft/scada/"
3JIEKTPOHHOM (hopmare EKRASCADA"

3 Xo/ UCrbITaHUH

3.1 B xofe npoBe/jeHUsI HACTOSIIUX UCITLITAaHUM ObI/IM BBIMOIHEHBI TIPOBEPKH KOPPEKTHOCTU
dynkimonrpoBanus [10 B cpefe Astra Linux SE 1.7.7 B o6beMe, ykazaHHoM B ITpusioxkernn 1.

3.2 IlepeueHs UCIIO/NbL3YEeMbIX PEIIO3UTOPUEB NpuBesieH B [IpunoykeHuu 2.

3.3 C 1enblo TIpOBe/ieHNsI TIPOBEPOK Mpy BKIouéHHOM pexkxume 3I1C ucmonb3oBaics ¢aiin

OTKPBITOTO KJTtoua pa3paborurka I10.



3.41lpu ycraHoBke u 3KciulyaTauuu IIO BHOCATCS HU3MeHeHHsI B CyIIeCTBYIOLHe
KOH(UrypallMoHHble  (aiiibl  poTaudu  KypHamoB  "/etc/logrotate.d/*", uyro BausieT Ha
(QyHKIMOHMPOBaHHe MeXaHHM3Ma 3aluTel "PerucTparus cobbituil 6e3omacHocTu". loGassieH daiin
poTaluu XypHaaoB mysql-server. Fi3aMmeHeHHe IPU3HAHO HECYII[e CTBEHHLIM.

3.5 IlpoBepka KOPPeKTHOCTU (PyHKLMOHMPOBaHUs [IO B yC/IOBHSIX HEHY/IEBOrO YPOBHS
KOH(U/IeHI[Ma/TbHOCTH MeXaHKW3Ma MaH/JaTHOTO pasrpaHHYeHus JocTymna (ganee — MPJI) yKa3aHHBIX
cpeJ, He TIPOBOAMIACh TIO TPUYMHE OTCYTCTBHA Tnogdepkku IIO  coorBercTByroIIeii
¢ynkuponaneHocT OC. MHopMalust 06 OTCYTCTBHH YIIOMSIHYTOH MOAJIEP>KKH ObLia 3asBieHa
CTOpOHO# pa3paboruwka I10.

4 Pe3ynbTaThl UCIIbITAHUN

4.1 ITO KoppeKTHO (yHKLIMOHUPYeT B cpefe Astra Linux SE 1.7.7.

5 BeiBop,

5.1 11O u onepaloHHas cucTeMa CIlelldaJpHOro HasHaueHus "Astra Linux Special Edition"
PYCB.10015-01 (ouepesHoe oOHOB/ieHHe 1.7) COBMECTHMbI, TPUHHMas BO BHUMaHHe
MH(OpMalLHIo, COflepyKalyIoCs B pasenax 3, 4 u [IpunokeHuu 2.

6 CocTaB paboueii rpymnIibl U MOJITHUCH CTOPOH

6.1 JlaHHBIN [IPOTOKOJI COCTaB/IeH yYaCTHUKaMU paboueli rpyrimb:

Kamremanos A. B. — PykoBoautesns rpymmsr, OO0 HITIT "OKPA";

Kpeinos [I. A. — Bepymuii ukeHep, OOO HITIT "OKPA".

OOO HIIIT "9KPA"

PykoBoguTens rpynmst

(IDRHOCTH)

Karmemanos A. B.

{rrogrmics) (hamimes, vHuLMass)




ITpunoxenue 1 K Ilporokosy Ne 27684/2025

ITepeuens nmpoBepok coBMectumocTH I1O u Astra Linux SE 1.7.7

Pesynbrar npoBepku I10 u Astra Linux SE

Ne
/i HaumeHOBaHHe POBEPKH L7.7 c appom OC
. 5.4.0-202- 5.10.233-1- 5.10.233-1- 5.15.0-127- 5.15.0-127- 5.15.0-127- 6.1.124-1-
5.4.0-202-generic . . .
hardened generic hardened generic hardened lowlatency generic

1. | Ycranoska I10O Ycnemso YcnerHo Ycnerso YernerHo YcnemHo YcnerHo YcnerHo YcnerHo
2. 3KCl'myaTaLU/IH T10 YcnewHo YcnewHo YcnewHo YcnewHo YcnewmHo YcnewHo YcnewHo YcnewHo
3. | Ynanenue I10 Yerewxo Yenewxo Yenewxo Yenerxo YerewHo YenewHo YenewHo YenewHo
4, TpeGOBaHI/Iﬁ fe3zomnacHoctu ALSE YcnewHo YcneiiHo YcneniHo YcneiiHo YcnenHo YcneiiHo YcneiiHo YcneiiHo
5. | Mexanusm 6e3zonacHoctu 3I1C YcnerHo YcremHo YcrnemHo YcremHo YcnerHo YcremHo YcremHo YcremHo
6. |MexaHusm 6e30macHOCTH MKI_[ YcneHo YcrewHo YcnewHo YcnewHo YcnewmHo YcnewHo YcnewHo YcnewHo
7. | MexaHu3m 6e301acHOCTH MP'H He npoBogunace | He npoBogunack | He nposogunace | He npoBogunace | He nposoaunace | He mpoBopunace | He npoBogunaces | He npoBogunace




IIpunoxxenue 2 K ITporokosy Ne 27684/2025

MHcTpyKkiusa no ycraHoBke H yaaneHuio ITO B cpepe Astra Linux SE 1.7.7
1 WUcnonib3yeMmsle periozutopuu B Astra Linux SE 1.7.7:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/repository-base/ 1.7_x86-64
main contrib non-free
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/repository-update/ 1.7_x86-64
main contrib non-free
2 YcranoBka I10:
2.1 BBINO/MHUTE CUCTEMHbBIE KOMaH b, JeHCTBHS:
1) ycTaHOBUTb NakeT 419 CUHXPOHU3auun ainios:
sudo apt install ./.../syncthing_1.27.12_amd64.deb
2) yCTaHOBUTb NaKeT A/151 06paboTKM Syslog-Co06LLEHWIA:
sudo apt install ./.../nxlog-ce_3.2.2330_amd64.deb
3) n3 apxmea anctpubytmea ekrascada_2.13.4.15061 amd64.tgz pacnakosartb
dhalinbl U NOAKMIOUNTL UX Kak STIOKasIbHbI PENO3UTOPUIA NaKeToB:
sudo echo "deb [trusted=yes] file:/.../ekrascada/ release main" | sudo tee -a
letc/apt/sources.list.d/ekra.list
4) yCTaHOBUTb NakeTbl AUCTpUbyTMBA:
sudo apt install ekrascada-core ekrascada-deps ekrascada-archiver ekrascada-
database ekrascada-syncthing ekrascada-nxlog ekrascada-healthmonitor
ekrascada-integritymonitor ekrascada-filesharingsystem ekrascada-eventregistrator
ekrascada-informator ekrascada-arm ekrascada-snmpclient ekrascada-spaclient
ekrascada-be200xsupportclient ekrascada-iec101client ekrascada-iecl101server
ekrascada-iec103client ekrascada-iec104client ekrascada-iecl04server ekrascada-
iec61850client ekrascada-iec61850server ekrascada-modbusclient2 ekrascada-
modbusserver ekrascada-dnpclient ekrascada-dnpserver ekrascada-opcuaclient
ekrascada-opcuaserver ekrascada-simplexreceiver ekrascada-simplextransmitter
ekrascada-rtu325client ekrascada-rtu325server ekrascada-dimsclient ekrascada-
dimsserver ekrascada-ansicl2client ekrascada-asureoclient ekrascada-
photonclient ekrascada-pulsarclient ekrascada-c37118client ekrascada-
commonclient ekrascada-setclient ekrascada-startclient ekrascada-strumenclient
ekrascada-mercuryclient ekrascada-milurclient ekrascada-mirclient ekrascada-

teplocomclient ekrascada-energomeraclient ekrascada-gammaclient



5) KoHuryprpoBaHue CepBrCOB U KOMMNOHEHTOB MO BbINOMHUTL COMMIACHO

[OKyMeHTauun "PyKoBOACTBO cucTeMHOro nporpammucta no EKRASCADA"

3 Ynanenue 110

3.1 BBITNIOJTHUTE CUCTEeMHbIEe KOMaH/Ibl, /1eHCTBUS:

1) yganuTb nakeT AN CUHXpoHM3auun ainnos:

sudo apt purge syncthing

2) yaanuTb naket ans o6paboTkm syslog-coobLeHwii:
sudo apt purge nxlog-ce

3) yaanuTb nakeTbl ANCTpMbyTMBa:

sudo apt purge ekrascada*

4) yaanuTb NakeTbl HEUCMONb3YEMbIX 3aBUCMMOCTEIA:

sudo apt autoremove



IIpunoxxenue 3 K ITpoTrokosy Ne 27684/2025

ITepeueHb UCNO/Ib3yeMbIX COKPaIl[eHH

Astra Linux SE 1.7.7 — onepanjoHHasi CMCTemMa CrieLdaJbHOro HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepesHoe obHOBneHHe 1.7) ¢ yCTaHOB/IEHHBIM OTlepaTHBHBIM
obHoBenreM 6e3oracHocty BROJIJIETEHD Ne 2025-0319SE17 (onepatuBHOe 00HOBeHHe 1.7.7);

3I1IC — 3amMKHyTas NporpaMmHas Cpeza;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHast CUCTEMa;

10O — nporpammHoe obecrieuenrie "EKRASCADA" Bepcun 2.13.4.15061.



