IMPOTOKOJI Ne 29338/2025
NPOBe/IeHNs COBMECTHBIX HCIBITaHHH nporpaMMHoro obecrniedenns " CKIIpo" Bepcuu V8 u
OmepaLHoOHHOM CHCTEMBI ClIeHa/ILHOr0 Ha3HadeHus "Astra Linux Special Edition”
PYCB.10015-01 (ouepegHoe oGHOBIeHHe 1.7)
. Yoa 30.05.2025

1 IMpeaMeT UCTILITAHHI

1.1 B HacTosiem mpoTokosie 3abuKkcHpoBaH (akT nposeneHus B riepuon ¢ 20.05.2025 mo
30.05.2025 cOBMeCTHBIX MCIILITAHHH r1porpaMmHoro obecrieuenus "CKIIpo" Bepcuu V8 (manee —
[10), paspaboransoro OOO "CubKom ITudpa", ¥ omepalMoOHHOH CHCTEMbI CIIeLHaJbHOIO
HasHaueHus "Astra Linux Special Edition" PYCB.10015-01 (ouepepmnoe ofHoBieHHe 1.7) ¢
YCTaHOB/IEHHBIM OIepaTHBHBIM 00HOBIeHHeM OesomacHoct BIOJIJIETEHDL Ne 2025-0319SE17
(oniepatuBHOe obHOBMeHHe 1.7.7) (mamee — Astra Linux SE 1.7.7), paspaborannoin OOO
"PycBUTex-Actpa".

2 OOBEKT UCITLITAHHHI

2.1 [lepeueHb KOMITOHEHTOB, 3SKCIUIyaTHDOBABIIMXCA B XO4e TIPOBeNEeHWS [JaHHBIX
WCTIBITaHUH, oTHOCsIMXCs K [10, npexcrasnen B Tabmuite 1.

Tabmna 1 — [TepeyeHb KOMIIOHEHTOB, OTHOCALMXCA K 10O

Onmucanne HaumeHoBaHHe MD5 Hcrounuk
Pecypc B cetu "Wurepnet”,
Daiiin MporpaMMHOro 59316cd1cb61aal7826a682
SCPro_V8_Debian.deb azpec:
naketa gucTpubyrusa I10 2d257bfb8
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3 XoJ UCITLITaHUH

3.1 B xXo/e MpoBeeH:s HACTOSLIMX HCITLITAHKH OB BBINOIHEHb] IPOBEPKH KOPPEKTHOCTH
dyukmonuposanus 110 B cpege Astra Linux SE 1.7.7 B o6beme, ykasanHoM B I1puoxKeHHH 1.

3.2 IlepeueHb HCTO/Ib3YEeMBIX PEIIO3UTOPHEB IIpHBeAeH B [IpUIOKEHHH 2.

3.3 Ilo undopmaruu ot paspaborurka ITO He rnofzep:kyBaeT paboTy ¢ aKTUBHBIM PeXXHMOM

3T1C. UcnpiTaHus TIPOBOJWINUCE TIPH OTK/IF0UeHHOM pexkume 3I1C.



3.4 TIpoBepka KOpPpPeKTHOCTH (yHKUHOHMpOBaHMA [IO B yC/IOBHSX HEHY/IEBOIO YPOBHS
KOHOH/IEHI[HA/TLHOCTH MeXaHW3Ma MaH/IaTHOTO pasrpaHuyeHus foctyna (ganee — MP]I) ykasaHHbIX
cpeg He TIPOBOAWIACH II0 IIpUYMHE OTCYTCTBHA noffepxku IIO  cooTBeTcTByIOIEH
byuxrmonansHocti OC. Wudopmarums 06 OTCYTCTBHM YIIOMAHYTOH ITOAJep)KKW Oblna 3asBiieHa
CTOpPOHO# pa3paboruuka I10.

3.5 [ns mexanusma Ge3sormacHoctu MKII gt Astra Linux SE 1.7.7, Bepcust sinpa 5.10.233-
1-hardened mop yueTHOM 3amMChH0 HENPUBHUIEIMPOBAHHOIO IIOJb30BaTess (Ha Hu3koM YII) 10
(yHKLMOHUPYET HEKOPPEKTHO.

3.6 i mexanusma GesomacHoctr MKI gmst Astra Linux SE 1.7.7, Bepcus simpa 5.15.0-
127-hardened mop y4eTHO 3amuChi0 HEITPUBUW/IETMPOBAHHOIO I10/b30BaTess (Ha HuskoMm YII) I10
(YHKI[MOHUPYET HeKOPPEKTHO.

4 Pe3yneTaThl UCITBITAHHH

4.1 TIO xoppeKTHO (QyHKIMOHUpYeT B cpefe Astra Linux SE 1.7.7.



5 BeiBog,

5.1 TIO u onepalioHHas cMCTeMa ClleLHa/IbHOro HasHaueHHA "Astra Linux Special Edition"

PYCE.10015-01 (ouepemHoe obHOBreHwe 1.7) COBMECTHMbI, T[IPUHHMAas BO BHHMaHHE
HMHbOPMaL[UI0, COepIKallyocs B pa3aenax 3, 4 u IIpuioxkeHuu 2.

6 Cocrae paboueit rpyIIibl ¥ MOAIHUCH CTOPOH

6.1 JlaHHbIi [IPOTOKO/ COCTAB/IEH YUaCTHUKAaMK paboueil rpymrbL:

A63aes P. C. — pykoBoguTens ctyx6s1 ogaepxku, 000 "CubKom [udpa";

Yrakaesa I'. P. — riaBHbI# crietipaauct 1o tectupoBaduto, 000 "CubKom L{udpa”.

000 "Cu6Kom Llugpa’

Ab3aes P. C.

{ifrantminnis, Wesm i)
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IIpunoxenue 2 K ITporokosay Ne 29338/2025

WHcTpykuus o ycraHoBke u yganenuro I1O B cpefe Astra Linux SE 1.7.7

1 Vicnone3yemele pero3sutopuu B Astra Linux SE 1.7.7:

* deb https:/dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.7/repository-base/ 1.7_x86-64
main contrib non-free

2 Ycranoska [10:

2.1 BBITIO/HKUTD CHCTEMHBIE KOMAH/IbI, AeHCTBHS:

o CkornMpoBaTh npenoctasneHHbd rakeT «CKIIpo» B meneByro OC (B mpuUMepe JaHHBINA
daiin ckorpoBaH B nanky «/home/u/tmp».

© [lns yrIpoLLeHus NpoLiecca YCTAHOBKM IaKeTa MOKHO ero reperMeHoBaTh, HalpuMmep, B
«scpro8.deb». [laHHBIM ITyHKT He ABMsAeTCA 00sg3aTe/bHBIM M CIYKUT HCK/IFOUHTENbHO
715t TIOBBILIEHHS y06cTBa paboThL

o Jlanee HeobBXOUMO 3aIlyCTUTL KOMaHAHYIO CTPOKY TepmuHan Fly.

o Jlamee C TIOMOLLK KOMaHAbl cd Heob6XOZMMO IepeMTH B IANKy, COZEprKalllyro
CKOITUPOBAHHBIN ITaKeT.

o [lanee BBIMOJHKWTL KOMaHay: sudo apt install ./scpro8.deb

3 ¥nanenue I10:

3.1 BBINO/HUTEL CUCTEMHBIE KOMaH/Ibl, JeHCTBHS:

o [lyis1 yoasneHus IporpaMmbl HeoOX0IMMO 3arTy CTUTh KOMaH/IHy!o cTpoKy Tepmunan Fly.

o HernocpeACTBEHHO ya/JeHHe TPOrPaMMBbI ITPOM3BOJUTCS TIPY TIOMOIIM KoMaHAel: SUdo

apt remove scpro.



ITpunoxenue 3 K IIporokoay Ne 29338/2025

ITepeueHb UCMO/IB3yeMbIX COKPAIIleHHI

Astra Linux SE 1.7.7 — omnepaljMoHHasl CMCTeMa CIlelMa/IbHOr0 HasHaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepenHoe obHOB/IeHHE 1.7) C YCTAHOBIEHHBIM OIEPATHUBHBIM
obHoBnenuem 6e3onacHocty BROJIJIETEHD Ne 2025-0319SE17 (oneparuBHoe obHoBneHue 1.7.7);

3I1C — 3aMKHyTas mporpaMmHas Cpefa;

MKIL] — MaHaTHbIHA KOHTPOJ/Ib LIeJIOCTHOCTH;

MP/] — MaHziaTHOe yIipaB/eH|e AOCTYIIOM;

OC — onepalyoHHas CUCTeMa;

1O — nporpammuoe obecrieuenue "CKIIpo" Bepcuu V8.



