ITPOTOKO.I Ne 28351/2025
NPOBeeHNs COBMECTHBIX HCIIBITAHUI porpaMMHoro odecnedenus ""Zyfra IloT Platform Oil
& Gas'" Bepcun 2.20.0 1 onepanMoHHOM CHCTEMBbI CIIENMAJTIBLHOr0 Ha3HaYeHus ""Astra Linux
Special Edition" PYCB.10015-01 (ouepeanoe odoHoBiIeHue 1.8)
. MockBa 25.04.2025

1 IIpenMer ucnbITaHUM

1.1 B HacTosiieM mpoTokoie 3aukcupoBaH ¢akT mposeacHus 25.04.2025 coBMECTHBIX
ucnbITaHui mporpaMmmuoro obecriedenus "Zyfra [loT Platform Oil & Gas" Bepcun 2.20.0 (manee —
[10), paspaborannoro OO0 "HUDPPOBAA HWHAYCTPUAJIBHAS [UUIATOOPMA", wu
OTIePAITMOHHOM CHCTEMBI clieluaibHoro HazHaueHus "Astra Linux Special Edition" PYCB.10015-01
(ouepennoe oOHOBIEHHE 1.8) ¢ yCTAaHOBJICHHBIM OIEPATUBHBEIM OOHOBICHHEM OE30TaCHOCTH
BIOJUIETEHB Ne 2024-0905SE18MD (cpounoe omeparuBHoe oOHoBienue 1.8.1.UU1) (manee —
Astra Linux SE 1.8.1.UU1), pa3pa6orannoit OOO "PycbUTex-Actpa".

2 OOBEKT UCTIBITAHUIA

2.1 [lepeyeHb KOMITOHEHTOB, JKCIUTyaTHPOBABIIHMXCS B XOJEC IMPOBEIACHUS JaHHBIX
ucnelTanui, otHocsmuxcs k [10, nmpencrasien B Tabmuie 1.

Tabmuna 1 — [lepeuenb KOMIOHEHTOB, OTHOCSIIHMXCS K [1O

Onucanue HaunmeHnoBaHue MDS5 HUcTounuk
ApxuB, conepKaluii ) ) 53c4b98cfa99f9eble09aeS9
infra_zifctl-tag-2.20.0.tar Cropona pazpabotuuka [10
¢aiiner quctpudytusa [10 ce346be7

3 Xon ucrbITaHUH

3.1 B xone nmpoBeZieHHs HACTOSIIIMX MCTBITAHUI ObUIM BBIIIOJHEHBI TPOBEPKU KOPPEKTHOCTHU
¢yukmuonuposanus 10 B cpene Astra Linux SE 1.8.1.UUI, B o0beme, ykazanHoM B [Ipunoxenun
1.

3.2 IlepeueHb UCIIONIB3YEMBIX PENIO3UTOPHEB NpUBeEAEH B [Ipuiioskenun 2.

3.3 Ilo undopmanuu ot pazpadorunka [10 He nmogaepxkuBaeT paboOTy ¢ aKTUBHBIM PEKUMOM
3IIC. UcnbiTanns NpoBOAUIUCE IPH OTKIIF0OYeHHOM pexume 311C.

3.4 TIpoBepka koppekTHOcTH (yHKIMOHMpoBaHUs [IO B yCIOBHSX HEHYJIEBOIO YpPOBHS
KOH(UICHIIMATBHOCTH MEXaHU3Ma MaHIaTHOTO pa3rpaHuyeHus goctyna (nanee — MPJ) ykazaHHBIX

Cpel HEe TpPOBOAWJIACH [0 TNpHYMHE OTCyTCTBHS mnoanepxkku IIO  cooTBercTByrOIIEH



3.5 Ilpu ycranoske u sxkenayaranuu 110 ciyxObr syslog-ng-mod-astra u auditd He akTUBHBI,
4TO BJIUSCT HAa (DYHKIIMOHMPOBAHUE MEXaHHW3Ma 3aluThl "PerucTpaius coObITHii 6e30macHoCTh ",

3.6 Ilpu ycranoeke u skcrutyarauuu [1O cepep neuaru u3 coctaBa OC He 3amylieH WM HE
VCTAHOBJIEH.

3.7 B noxymenrtauuu Ha [1O orcyrcTByroT 000CHOBaHUS HEOOXOIUMOCTH M KOPPEKTHOCTH
(YHKIIMOHUPOBAHMS B IIPOCTPAHCTBE sJIpa.

3.8 TlpoBepka ycranoBkH U (pyHKIIMonuposanus [10 B pexxume "rootless” He nmposoauiacek.

4 Pe3ynbrarhl UCIIBITAHUNA

4.1 11O koppekTHO QyHKUHOHUPYET B cpeje Astra Linux SE 1.8.1.UUI.Beisox

42110 u onepauuoHHas CHCTeMa creuuanbHoro HasHaueHuss "Astra Linux  Special Edition"
PVCB.10015-01 (ouepenHoe oGHoBneHne 1.8) coBMecTHMbI, TMpHHUMas BO BHUMaHUE HH(OPMALMIO,
cojepxkautytocs B pasaenax 3, 4 u Ilpunoxkenun 2.

5 CocTtaB paboueil rpynibi U MOAINKUCH CTOPOH

5.1 JlanHblii TPOTOKOJI COCTABIIEH YYaCTHUKAMHU paboydel rpymibL:

Kopumienko /. K. — HauabHUK OT/1e71a aBTOMATH3aLMHU IIPOIIECCOB HHTELPALIUN U
noctaskn, OO0 "LIUOPOBASI UHYCTPUAJIBHAS TIJIATOOPMA™;

O6pasuos B. C. — pykoBojurens otena obecneuenust kadectsa, OO0 "LIMOPOBASI
MHJYCTPUAJIBHAA TUIATOOPMA";

Kapunayxos B. B. — cucremubiii uxenep, OO0 "LIUOPOBAA UHIAY CTPUAJIbBHAS
[JIATOOPMA";

Vronos C.B. — muaammit pykoBoautens npoekro, OO0 "LIMOPOBASI
UHAYCTPUAJIBHAS TUTATOOPMA".

000 "LIMOPOBASI UHAYCTPUAJIBHAS
ITJIATOOPMA™"

HAYAJIBHUK OTEa aBTOMATH3ALUNE NPOUCCCOB UHTCHPAITN 1

AOCTABKU

% /- Kopuuwenko /1. K.




IMpuaoxkenue 1 k Ilporokoay Ne 28351/2025

ITepeyens npoBepok coBMecTumoctu I1O n Astra Linux SE 1.8.1.UU1

HaunmeHoBaHMe POBEPKH

Pesyabrar nposepku I10 n
Astra Linux SE

1.8.1.UU1 ¢ ssgpom OC
6.1.124-1-generic

1. | Ycranoska I10 Yenermso

2. | Okcnyararus [1O Veremso

3. | Ynanenue I10 Venemso

4. | TpeboBanus 6e3omacuoctu ALSE Venermmo

5. | Mexaumu3Mm 6e3onacHoctu 3I1C Heycnemmso
6. | MexanusMm Oe3omacaocTi MKI] VenemmHo

7. |Mexanusm 6e3omnacaHoctu MPJ] He npoBowmack
3. MexaHu3M 06e30macHOCTH rootless He mposoAmiacs

(TOJIBKO 711 KOHTEHHEPHBIX NpuiaoxeHuid docker)




Hpunioxkenue 2 k IIporokosry Ne 28351/2025

HNucrpykuus no ycranoke u ynajgenuio I10 B cpene Astra Linux SE 1.8.1.UU1

1 HUcnonb3yembie perosutopuu B Astra Linux SE 1.8.1.UU1:

* deb https://dl.astralinux.ru/astra/frozen/1.8 x86-64/1.8.1/uu/1/repository-main/ 1.8 x86-
64 main contrib non-free

2 Ycranoska I10:

2.1 BBINOJIHUTH CUCTEMHBIC KOMaH/bI, ICHCTBUS:

MHuumanmsmnposaTb KOHUrypaumio:

docker run -it -v${PATH_TO_CONFIG_DIR}:/env-config <nyTb k
obpasy>/zifctl:2.20.0 init --env-path /env-config --age-key <AGE_KEY gns wudposaHus
cekpeToB> --server <k8s API> --sa <k8s sa> --token <k8s token> --namespace <k8s
namespace> --type instance --hostname <FQDN ans NMO> --registry <docker registry
address> --registry-username <docker registry username> --registry-password <docker
registry password> --app-name ziiot

BbINONHWTbL YCTAHOBKY:

docker run -it -v${PATH_TO_CONFIG_DIR}:/env-config <nyTb Kk
obpasy>/zifctl:2.20.0 sync --env-path /env-config --age-key <AGE_KEY ansa wudpoBaHus
cekpetoB> --server <k8s API> --token <k8s token> --hide-results-page

3 VYnanenue I10:

3.1 BBIIOJIHUTE CUCTEMHEIE KOMaH/FbI, I[CI\/'ICTBI/HIZ

docker run -it -v${PATH_TO_CONFIG_DIR}:/env-config <nyTb k
obpasy>/zifctl:2.20.0 clean --env-path /env-config --age-key <AGE_KEY ana wudpposaHus

cekpetoB> --server <k8s AP|> --token <k8s token> --hide-results-page



Hpunaoxkenue 3 k Ilporokosny Ne 28351/2025

IlepeueHb MCMOJIB3yeMbIX COKPAIlEeHH i

Astra Linux SE 1.8.1.UU1 — onepanroHHas cucTema crenyaibHoro Ha3HaueHus "Astra Linux
Special Edition" PYCB.10015-01 (ouepennoe obHOBieHHE 1.8) ¢ yCTaHOBJICHHBIM OINEPATUBHBIM
oboHosnenueM Oe3omacHoctd BIOJIJIETEHB Ne 2024-0905SE18MD  (cpounoe omepaTtHBHOE
oonosnenue 1.8.1.UU1);

3I1C — 3aMKHyTas nmporpaMmMHasi CpeJia;

MKII — MaH1aTHBIN KOHTPOJIb LIEJIOCTHOCTH;

MP/] — mangaTHOE yNpaBIEHUE TOCTYIIOM;

OC — onepalioHHas CUCTEMA;

[1O — mporpammuoe obecneuenue "Zyfra [loT Platform Oil & Gas" Bepcuu 2.20.0.



