IMTPOTOKOJI Ne 10865/2023
MPOBe/IeHUsI COBMECTHBIX HCTIBITAaHUHM NMporpaMmMHoro obecrieuenusi «Kaspersky Endpoint
Security» Bepcuu 11.3.0-7441 u onepanioOHHOM CUCTEMBI ClIea/IbHOr0 Ha3HAUeHUsA «Astra
Linux Special Edition» PYCBb.10152-02 (ouepeaHoe o6HoB/IeHHe 4.7)
. MockBa 11.01.2023

1 IlpeamMeT vcCbITaHUM

1.1 B HacrosieM rpoTokose 3adukcupoBaH (akt nposefeHus B riepuof ¢ 09.01.2023 no
11.01.2023 coBMeCTHBIX MCIBITaHUM rporpaMmHoro obecrieuenusi «Kaspersky Endpoint Security»
Bepcn  11.3.0-7441 (manee — II0), paspaboranHoro AO «Jlabopatopus Kacrepckoro», u
OTepaLMOHHOW CUCTeMBI CrieljiaabHOro Ha3HaueHus «Astra Linux Special Edition» PYCB.10152-02
(ouepenHoe obHoBneHue 4.7) (manee — Astra Linux SE 4.7.0), pa3paboranHoii OOO «PycBUTex-
Actpa», Bkmouasi Astra Linux SE 4.7.0 ¢ ycraHOBJIeHHBIM OfepaTHBHbIM OOHOB/IEHHEM
6e3omacHoctr BFOJTJIETEHD Ne 2022-1121SE47 (onepatuBHOe o6HOB/eHue 4.7.3) (manee — Astra
Linux SE 4.7.3).

2 OOBEKT UCTIBITAaHUH

2.1 TlepeueHp KOMIIOHEHTOB, SKCILJTyaTUPOBAaBILIMXCSI B XOJe TMPOBEJeHUsl JaHHBIX

WCTIBITaHUM, oTHOCsIMXCcs K T10, ripefcrasiex B Tabmuie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCAIIUXCS K [10

Onucanue HaumMmeHnoBaHue MD5 HNcTounuk
«kesl_11.3.0- 55ab3feaf23fdc6aad342cd1f
q)af/i]-[ HporpaMMHoro 7441_arm64.deb» Cfe71€6
Cropona pa3paborurika [10
nakera gpcrpubyrisa [10 «kesl-gui_11.3.0- 9ffc2963c95e68de58dd9elb
7441_arm64.deb» 4bb4b3f2

3 Xo/ UCbITaHUH

3.1 B xofe npoBe/ieHNsT HACTOSIIUX MCITBITaHUN ObUTH BBITIOTHEHBI TIPOBEPKH KOPPEKTHOCTH
¢yukuronvpoBanus [10 B cpemax: Astra Linux SE 4.7.0, Astra Linux SE 4.7.3, — B oObeme,
yKa3zaHHoM B [Ipunoxkenuu 1.

3.2 [lepeuens odumanbHbIX perno3utopueB [10, 3KCITyaTMPOBaBLIMXCS B YIOMSHYTBIX
cpefax:

* B cpefie Astra Linux SE 4.7.0: base;

* B cpene Astra Linux SE 4.7.3: base, update.
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3.3 HeoduimanbHele periosutopuu 10 a1 yKa3aHHBIX Cpejl He 9KCIITyaTHPOBa/IMCh.

3.4 C uenbl0 NpOBeZleHNs YKas3aHHBIX IIPOBEPOK INPU BK/IIOUEHHOM peXHMe 3aMKHYTOU
niporpaMMHOM cpefibl (manee — 3I1C) ynomsHyThix OC, KCIO/B30BajICsl COOTBETCTBYIOLUMN (haiin
OTKPBITOTO KJTIOUa, TIpe/IoCTaB/IeHHbIN CTOPOHOM pa3pabotunka I10.

3.5 IIpoBepka KOppeKTHOCTU (yHKLMOHHMPOBaHUSI 10 B yC/IOBUSX HEHY/€BOTO YPOBHS
KOH(UeHI[MabHOCTM MeXaHW3Ma MaH/JaTHOrO pasrpaHuueHusi poctyna (garnee — MPI)
yKa3aHHBbIX CpeZl He MPOBOAWIACh MO NpUYMHe OTCYTCTBUS nopagepxku I10 coorBercTByrOIIEN
¢dyukmonanpHocT OC. VH(popManys 00 OTCYTCTBUM YIIOMSIHYTOM TMOAJEPXXKM Obia 3asiBjieHa
CTOpOHOM pa3paboTunka I10.

4 Pe3ynbTaThl UCIIBITAHUM

4.1 TIO koppekTHO GyHKLMOHKpYeT B cpefax: Astra Linux SE 4.7.0, Astra Linux SE 4.7.3.

5 BriBoz

5.1 I1O u onepaljoHHasl CMCTeMa ClieliaabHOro Ha3HaueHus1 «Astra Linux Special Edition»
PYCB.10152-02 (ouepemHoe oOHOBieHWe 4.7) COBMECTHMbI, TPUHMMAasi BO BHUMaHHe
MH(pOpMaLIo, CoZiep Kallytocs B pa3jenax 3, 4 u Ilpunoxxenuu 2.

6 CocraB paboueii rpymnribl ¥ OANKMCH CTOPOH

6.1 [TaHHBII TTPOTOKOJ COCTaB/IeH yUyaCTHUKaMU paboueit rpymb:

Kaprienko [I. W. — pykoBoguTe/b CEKTOpa OT[e/a TeCTUPOBAaHUSA HAa COBMECTUMOCTb
JleriapTamMeHTa pa3BUTHs TexHooruueckoro corpygauuectsa [BuC OOO «PycbUTex-Actpa;

Hoprane K. . — wvHXeHep oOT[ena TeCTUPOBAaHHSI Ha COBMECTHMMOCTH JelapTaMeHTa

pa3BUTUS TexHOJIorudeckoro corpyaaudectsa JBuC OOO «PycbUTex-AcTtpa».

00O «PycbMTex-Actpa»

PYKOBOJUTe/Ib CEKTOpa OTJeJla TeCTUPOBAHUS Ha
COBMECTUMOCTb JlellapTaMeHTa pasBUTHSL TeXHOIOTAYeCKOro
corpypanuectsa [IBuC
(O/DKHOCTD)

Kaprnenko [I. Y.

(moamuMch) (bamunusi, MHULMAIIBT)

Mepepat vepes [Avaznok 11.01.2023 17:24 GMT+03:00 / \\

50c83386-7f37-4692-8af0-7c86986dabbb \/
Crpanmua 2 3 5 ‘\

zl

/f‘



Ilepeuens npoBepok coBMecTUMOCTH I10 1 Astra Linux SE 4.7.0 Astra Linux SE 4.7.3

ITpunoxenue 1 K Ilporokosy Ne 10865/2023

Pesyaprar npoBepku I10 u Astra Linux SE

Ne n/m HaumeHoBaHue IPOBepPKH 4.7.0 c appom OC 4.7.3 c appom OC
5.4.0-71-generic 5.4.0-110-generic
1. | ¥Ycranoska I1O YcnemHo YcnemHo
2. 3aryck, ocTaHOBKa BbinosHeHus [10 YcneniHo YcneniHo
3. | DKcrutyaralys MUHUMa/TbHOH 6a30Bol GyHKIMOHaIEHOCTH 1O YcnemHo YcnemHo
4. | ®ynkyuonrposasue [10 B yc/10BUSIX HU3KOIO YPOBHS Liel0cTHOCTU Mexanusma MKII OC YcrnelHo YcrnelHo

®yukimonupoBanue 10 B yCI0BUSX HEHY/IEBOTO YPOBHS KOHQUJeHIIMAaTbHOCTU MexaHu3ma MP/]

5. oC He npoBogunack He npoogunace
6. | OTcyTcTBUMe HapyleHui TpeboBaHuMi ogpa3gena 17.3 «PykoBogcrso o KC3 U. 1» YcrnerHo YcrenHo
7. | CootBetctBue 00bekToB @C OC guctpubytuBy OC npu 3Kcrutyatanuu 110 YcnemHo YcnemHo
8. | Ypanenwue I10 YcnemHo YcnemHo
9. | ®ynkumoHuposaHue I10 B ycnoBusax BKIOUEHHOro Mexanusma 3I1C OC YcnelHo YcrnerHo
10. | OtcyTcTBHe HapyieHU# TpeboBaHuii mogpa3nena 17.2 «PykoBogcteo mo KC3 U. 1» YcnerHo YcremHo
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ITpunoxenue 2 K Ilporokoay Ne 10865/2023

MHcTpykiusa no ycraHoBke M yaanenuio ITO B cpepax: Astra Linux SE 4.7.0, Astra

Linux SE 4.7.3

1 Ycranoska I10:

1.1 BBIMO/IHUTE CUCTEMHBIE KOMAH/IbI, /1eMCTBHS:

sudo -s

apt install astra-digstg-oldkeys

aptinstall ./kesl_11.3.0-7441 arm64.deb

apt install ./kesl-gui_11.3.0-7441_arm64.deb

mkdir -p /etc/digsig/keys/legacy/kaspersky/

cp /opt/kaspersky/kesl/shared/kaspersky_astra_pub_key.gpg
/etc/digsig/keys/legacy/kaspersky/

update-initramfs -u -k all

/opt/kaspersky/kesl/bin/kesl-setup.pl

reboot

2 Ynanenue I10:

2.1 BBITIOJTHUTHL CUCTEMHbIE KOMaH/Ibl, IeHCTBUSI:

sudo -s

apt autoremove --purge kesl -y
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ITpunoxenue 3 K Ilporokosy Ne 10865/2023

IlepeyeHb KCNO/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIleliMaJbHOro
HasHaueHUs1 «Astra Linux Special Edition». PykoBogctBo mo KC3. Hacte 1» PYCB.10152-02 97
01-1;

Astra Linux SE 4.7.0 — onepaljMoHHas CUCTeMa CIleLiMa/lbHOr0 Ha3HaueHUsi «Astra Linux
Special Edition» PYCB.10152-02 (ouepenHoe o6HoBeHHe 4.7);

Astra Linux SE 4.7.3 — onepalyOHHasi cuCTeMa CIleljuajabHOro HasHaueHus: «Astra Linux
Special Edition» PYCB.10152-02 (ouepeaHoe oGHOB/ieHHe 4.7) C YCTAaHOBJIE€HHBIM OIEpPaTUBHBIM
obHoBeHrem be3onacHoct BFOJIJIETEHD Ne 2022-1121SE47 (onepatrBHOe o6HOBeHMe 4.7.3);

ABuC — 1¥MBU3UOH BHEJPEHUS U COTPOBOXKIEHNS;

3I1IC — 3amKHyTas rporpaMmHasi Cpeja;

KC3 - koMIUIeKC CpeiCTB 3alllUThI;

MKI] — MaH[aTHBII KOHTPOJIb L{eJI0OCTHOCTH;

MP/] — MmaHAaTHOE yIipaBjieHUe JOCTYIIOM;

OC — oneparjoHHasi CUCTEMa;

1O — nporpammHoe obecrieuenre «Kaspersky Endpoint Security» Bepcuu 11.3.0-7441.

MaeHtndunkatop AokymeHTa 50c83386-7f37-4692-8af0-7c86986dabbb - I

[okymeHT noanucan v nepeaaH Yepes onepatopa 310 AO «[1® «CKb KoHTtyp»

Bnaaenev ceptudukata: opraHmnsaums, cotpyanmk  Ceptudukat: cepuiiHbii HOMep, NepUoA, [laTa v Bpema noanuncanHua
NEeNCTBIUA

Moanuen otnpasutens: @ OO0 "PYCBUTEX-ACTPA" 032EBABCOOEDAEDBA94363C6DOFD57B5  11.01.2023 17:24 GMT+03:00
Kapnetko [mutpuii MeaHosny, PykosoaunTens 76 Moanwce cootseTcTByeT dainy AOKyMeHTa
CexkTopa UCMbITaHi Ha COBMECTUMOCTb ¢ 1O €10.08.2022 11:22 no 10.08.2023 11:22
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